Two-Factor Biometric Recognition with
Integrated Tamper-protection Watermarking *

Reinhard Huber', Herbert Stégner!, and Andreas Uhl!»2

1 School of CEIT, Carinthia University of Applied Sciences, Austria
2 Department of Computer Sciences, University of Salzburg, Austria

Contact author e-mail: uhl@cosy.sbg.ac.at

Abstract. Two-factor authentication with biometrics and smart-cards
enabled by semi-fragile watermarking is proposed. Several advantages of
the scheme as compared to earlier approaches are discussed and experi-
ments for an iris-based recognition system demonstrate that semi-fragile
integrity verification can be provided by the system. This is achieved
without impact on recognition performance, since the slight degradation
in terms of ROC behavior which is observed on the watermarked sample
data is more than compensated by the additionally available template
that is transferred from the smart-card to the matching site via water-
marking technology.

1 Introduction

Biometric recognition applications become more and more popular. Biometric
authentication systems can resolve most of security issues of traditional token-
based or knowledge-based authentication systems, since a biometric feature be-
longs only to one person and cannot be lost or forgotten. But eventually, bio-
metric features can be stolen or adopted and there exist various other ways to
circumvent the integrity of a biometric authentication system (see e.g. a cor-
responding collection of security issues compiled by the UK Government Bio-
metrics Working Group?). Recent work systematically identifies security threats
against biometric systems and possible countermeasures [15, 16] and e.g. dis-
cusses man-in-the-middle attacks and BioPhishing against a web-based biomet-
ric authentication system [21].

Among other suggestions to cope with security threats like applying liveness
detection or classical cryptographic encryption and authentication techniques,
watermarking has been suggested to solve security issues in biometric systems
in various ways [5]. Dong et al. [2] try to give a systematic view of how to in-
tegrate watermarking into biometric systems in the case of iris recognition by
distinguishing whether biometric template data are embedded into some host
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data (“template embedding”), or biometric sample data is watermarked by em-
bedding some data into them (“sample watermarking”).

One of the application scenarios described in literature involving watermarks
actually represents a two-factor authentication scheme [8]: biometric data is
stored on a smart-card and the actual biometric data acquired at the sensor is
used to verify if the user at the sensor is the legitimate owner of the smart-card.
Watermarking is used to embed data of a second modality into the data which
is stored on the card (in the reference given, facial data is embedded into fin-
gerprint images and at the access control site, a fingerprint sensor is installed).
Therefore, watermarking is employed as a simple means of transportation data
of two different modalities in an integrated manner. Obviously, this application
scenario represents as well a case of enabling the application of multibiometric
techniques by using watermarking techniques, where biometric template data is
embedded into biometric sample data (of different modalities) to enable multi-
biometric fusion. Traditionally, in these schemes two different sensors are used
to acquire the data and again, watermarking is used as a transportation tool
only.

For an overwhelming majority of watermarking-based techniques for these
two scenarios (i.e. two-factor authentication with smart-cards and multibiomet-
rics), robust watermarks have been suggested. However, the motivations for
applying this specific type of watermarks are not made clear and discussed su-
perficially only, if at all, in most papers. The usage of robust embedding schemes
seems to indicate that both data need to be tightly coupled and that the entire
transmitted data might be subject to various manipulations, since robust em-
bedding is meant to make the embedded data robust against changes of the host
data. Therefore it seems that an insecure channel between sensor and processing
module is assumed in this context. In such an environment host data manipu-
lations are to be expected, including even malicious tampering like cropping. In
recent work [4] it has been shown that most robust watermarks cannot prevent
even a massive tampering attack (i.e. exchanging the entire iris texture) in the
context of an iris recognition system with embedded template data. This comes
as no surprise since these watermarks are actually designed to be robust against
this type of attacks. Obviously, robust watermarking is not the best suited wa-
termarking technology for the purpose it is suggested for in this context.

While this specific attack discussed is targeted against the security of robust
embedding (and can be resolved by using different types of watermarks as shown
in this work), robust watermarking additionally introduces distortions into the
sample data impacting on recognition performance [3]. Also for this problem,
different types of watermarks may represent better solutions as also covered
here.

In this paper, we introduce the application of semi-fragile watermarking in
the context of a two-factor authentication scheme using iris recognition and
smart-cards. Contrasting to most multibiometric approaches, we do not embed
template data from a different modality, but the modality of sample data and
template data do match. We demonstrate that in addition to enable tightly cou-



pled transport, semi-fragile watermarking can also provide sensitivity against
tampering and almost negligible impact on recognition performance. An addi-
tional advantage of the proposed scheme is the improved recognition accuracy
due to the use of two templates in the matching process and increased security
due to the two factor approach in general.

Section 2 provides an overview of several techniques how to incorporate wa-
termarking techniques into biometric systems. Emphasis is given to the discus-
sion of several examples of two-factor authentication and multibiometric tech-
niques, which are enabled by embedding template data into sample data using
watermarking.

In Section 3, we explain and discuss the proposed scheme and present exper-
imental results in Section 4. Section 5 concludes the paper.

2 Watermarking in Biometric Systems

A recent overview on the topic and an extensive literature review is given in
[5]. One of the first ideas to somehow combine biometric technologies and wa-
termarking is “biometric watermarking” [18]. The aim of watermarking in this
approach is not to improve any biometric system, but to employ biometric tem-
plates as “message” to be embedded in classical robust watermarking applica-
tions like copyright protection in order to enable biometric recognition after the
extraction of the watermark (WM).

A second application case for robust WMs is to prevent the use of sniffed
sample data to fool the sensor in order to complement or replace liveness detec-
tion techniques. During data acquisition, the sensor (i.e. camera) embeds a WM
into the acquired sample image before transmitting it to the feature extraction
module. In case an intruder interferes the communication channel, sniffs the im-
age data and presents the fake biometric trait (i.e. the image) to the sensor, it
can detect the WM, will deduce non-liveness and will refuse to process the data
further (see e.g. [1] embedding voice templates into iris sample data).

A steganographic approach is to transmit biometric data (i.e. template data)
hidden into some arbitrary carrier / host data or biometric samples of different
biometric modalities. The idea is to conceal the fact that biometric data transfer
takes place, e.g. Jain et al. [6] propose to embed fingerprint minutiae data into an
arbitrary host image while Khan et al. [9] suggest to embed fingerprint templates
into audio signals.

Questions of sensor and sample authentication using watermarks have also
been discussed. During data acquisition, the sensor (i.e. camera) embeds a wa-
termark into the acquired sample image before transmitting it to the feature
extraction module. The feature extraction module only proceeds with its tasks
if the WM can be extracted correctly. For example, fragile watermarking has
been suggested to serve that purpose either embedding image-independent [20)]
or image-dependent data as WM [19].

A significant amount of work has also been published in the area of using
WDMs to enable a multibiometric approach by embedding a biometric template



into a biometric sample of different biometric modalities. There are two variants:
First, there are two different sensors acquiring two biometrics traits. Since for
one modality template data is embedded, these data need to be generated at
the sensor site which makes this approach somewhat unrealistic, at least for
low power sensor devices. In addition to that, besides the increased recognition
performance of multimodal systems in general there is no further specific gain in
security (see for example: Jain et al. [7] embed face data into fingerprint images
as well as do Chung et al. [11] and Noore et al. [12]; Park et al. [13] suggest to
use robust embedding of iris templates into face image data, etc.).

The second variant is to store the template on a smart-card which has to be
submitted by the holder at the access control site. The smart-card embeds the
template into the host sample data. This in fact represents a two-factor authenti-
cation system which increases security by introducing an additional token-based
scheme and also leads to higher recognition accuracy as compared to a single
biometric modality.

With respect to general two-factor authentication schemes, [17] propose to
embed additional classical authentication data with robust watermarking into
sample data, where the embedded signature is used as an additional security
token like a password. Jain and Uludag [8] propose to embed face template data
in fingerprint images stored on a smart-card (called scenario 2 in the paper while
scenario 1 is a steganographic one). Instead of embedding an additional security
token also biometric template data from a second sensor can be embedded —
in [14] an encrypted palmprint template is embedded into a fingerprint image,
where the key is derived from palmprint classes. Since these additional data
are not used in multibiometric fusion but serve as independent second token
coming from a second sensor, this approach can be interpreted as being both, a
multibiometric recognition scheme or a two factor authentication scheme.

The impact of watermarking on the recognition performance of biometric
systems has been investigated most thoroughly in the context of iris recognition.
While Dong et al. [2] do not report on performance degradations when investigat-
ing a single watermark embedding algorithm and one iris recognition technique
only, Himmerle et al. [3] find partially significant reductions in recognition ac-
curacy (especially in case of high capacity) when assessing two iris recognition
schemes and a couple of robust watermarking algorithms. Similar to the latter
results, recognition impact has been observed as well for speech recognition [10]
and fingerprint recognition [14].

3 Two-Factor Biometric Recognition: Semi-fragile
Template Embedding

We focus on a two-factor authentication scheme based on biometrics and a to-
ken, i.e. a smart-card. When a user is enrolled into the system, sample data are
acquired, corresponding template data is extracted and stored in two different
ways: first, in the centralized biometric database required for the actual recog-
nition process, and second, on the smart-card. In the authentication phase, the



smart-card is submitted by the user to the access control site and the sensor ac-
quires “new” sample data. The following actions are performed (Fig. 1 illustrates
the scenario):

1. From the acquired sample data, a template is extracted and compared to
the template on the smart-card. Only if there is sufficient correspondence,
the following stages are conducted subsequently. Note that this is done at
the sensor site, so there is no necessity to contact the centralized database.

2. The smart-card embeds its template into the sample data employing a semi-

fragile embedding technique (this template is referred to as “template wa-
termark” subsequently).

. The data is sent to the feature extraction and matching module.

4. At the feature extraction module, the watermark template is extracted, and
is compared to the template extracted from the sample (denoted simply
as “template” in the following). In this way, the integrity of the transmit-
ted sample data is ensured when there is sufficient correspondence between
the two templates. In case of a biometric system operating in verification
mode the template watermark can also be compared to the template in
the database corresponding to the claimed identity (denoted “database tem-
plate” in the following). Note that in the latter case, the correspondence is
expected to be higher since the template generated during enrollment has
been extracted as template watermark — coming from the smart card — and
is also extracted from the database.

5. Finally, in case the integrity of the data has been proven, the template wa-
termark and the template are used in the matching process, granting access
if the similarity to the database template is high enough.

w

When comparing this approach to previous techniques proposed in litera-
ture, we notice the following differences / advantages: As opposed to techniques
employing robust watermarking, the proposed scheme can ensure sample data
integrity in addition to enabling tightly coupled transport. As opposed to tech-
niques employing arbitrary (semi-)fragile watermarks for integrity protection
(instead of the template watermark used here), there is no need to transmit /
store the watermarks at the receiving site for integrity verification. Additionally,
the recognition performance is better since two templates can be used in the
matching process, one of which eventually identical to the database template.

When compared to integrity protection enabled by (robust) digital signa-
tures, our approach offers the advantage of disclosing the location of eventual
modification which enables the assessment of the modifications’ significance.
Also, the verification data is embedded and does not have to be taken care of
separately. Besides, a signature-based scheme cannot provide the functionality
of transporting the authentication data stored on the card, it is intrinsically re-
stricted to integrity verification and cannot support the two-factor aspect of the
scheme we have introduced here.

However, some issues need to be investigated with respect to the proposed
scheme (which will be done in the experiments):
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Fig. 1. Considered application scenario

— How can we construct an actual semi-fragile watermarking technique capable
of embedding template data 7

— What is the impact of the embedded template watermark on the recognition
performance using the template for matching only ?

— What is the amount of robustness we can support with a scheme like this
(as opposed to a fragile scheme) ?

— Does integrity verification indeed work in a robust manner ?

— Can biometric matching take advantage of the two different templates avail-
able for matching ?

4 Experiments in the Case of Iris Recognition

4.1 Iris Recognition and Iris Databases

The employed iris recognition system is Libor Masek’s Matlab implementation®
of a 1-D version of the Daugman iris recognition algorithm. First, this algorithm

4 http://www.csse.uwa.edu.au/ pk/studentprojects/libor/sourcecode.html



segments the eye image into the iris and the remainder of the image. Iris image
texture is mapped to polar coordinates resulting in a rectangular patch which
is denoted “polar image”. For feature extraction, a row-wise convolution with
a complex Log-Gabor filter is performed on the polar image pixels. The phase
angle of the resulting complex value for each pixel is discretized into 2 bits. The
2 bit of phase information are used to generate a binary code. After extracting
the features of the iris, considering translation, rotations, and disturbed regions
in the iris (a noise mask is generated), the algorithm outputs the similarity score
by giving the Hamming distance between two extracted templates. The sensible
range of the Hamming distance reaches from zero (ideal matching of two iris
images of the same person) to 0.5 (ideal mismatch between two iris images of
different persons).
The following three datasets are used in the experiments:

CASIAv3 Interval database® consists of 2639 images with 320 x 280 pixels in
8 bit grayscale .jpeg format, out of which 500 images have been used in the
experiments.

MMU database® consists of 450 images with 320 x 240 pixels in 24 bit grayscale
.bmp format, all images have been used in the experiments.

UBIRIS database” consists of 1876 images with 200 x 150 pixels in 24 bit colour
.jpeg format, out of which 318 images have been used in the experiments.

All intra-class and inter-class matches possible with the selected respective
image sets have been conducted to generate the experimental results shown.

4.2 The Watermarking Scheme

As the baseline system, we employ the fragile watermarking scheme as developed
by Yeung et. al and investigated in the context of fingerprint recognition [20].
For this algorithm, the watermark embedded is binary and padded to the size of
the host image. Subsequently, the WM is embedded into each pixel according to
some key information. As a consequence, the WM capacity is 89600, 76800, and
30000 bits for CASIAv3, MMU, and UBIRIS, respectively. Fig. 1 shows PSNR
values averaged over all images embedding 10 randomly generated WM into each
image. Obviously, the quality of the images remains very high after embedding,
especially with enabled error diffusion which is therefore used in all subsequent
experiments.

In Figure 2 we display tampering localization examples of the original fragile
scheme. Fig. 2.b shows a doctored image corresponding to images as used in
the attack in [4] — the attack is clearly revealed and the location is displayed
in exact manner. As expected, when applying compression to the image with
JPEG quality 75%, the WM indicates errors across the entire image (except for
the pupil area which is not affected by compression due to its uniform grayscale)
as shown in Fig. 2.f.

® http://www.cbsr.ia.ac.cn/IrisDatabase.htm/
5 http://pesona.mmu.edu.my/~ccteo/
" http://www.di.ubi.pt/ hugomcp/investigacao.htm



[CASIAv3[[MMUJ[UBIRIS]

PSNR [dB]

48.07

43.22

47.69

49.57

44.57

49.16

PSNR with ED [dB]
Table 1. PSNR without and with error diffusion.
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Fig. 2. Tamper localization of the original Yeung scheme.

Since this technique is a fragile WM scheme, no robustness against any image
manipulations can be expected of course. Table 2 demonstrates this property
by displaying averaged bit error rates (BER) computed between original and
extracted WMs for a subset of 100 images with randomly generated WMs. As
can be observed, there is a certain amount of robustness against noise and JPEG
compression with quality 100. For the other attacks, the BER of 0.5 indicates
that the extracted WMs are purely random and therefore entirely destroyed by
the attack.

So far, randomly generated WM with size identical to the images have been
embedded. The usually smaller size of biometric templates can be exploited to
embed the template in redundant manner, i.e. we embed the template several
times as shown in Fig. 3.a. After the extraction process, all template watermarks
are used in a majority voting scheme which constructs a “master” template
watermark as shown in Fig. 3.b. We expect to result in higher robustness leading
to an overall semi-fragile WM scheme for the template WMs.



[Attack [CASIAv3] MMU | UBIRIS |

Mean filtering 0.50 0.50 0.50
Gaussian Noise N = 0.0005([4.6 - 10=°{[5.6 - 107°]6.1 - 10~ °
Gaussian Noise N = 0.001 0.03 0.03 0.03
JPEG Q100 0.05 0.06 0.05
JPEG Q95 0.43 0.45 0.45
JPEG Q75 0.49 0.50 0.50

Table 2. BER for six different attacks.

EXTRACTED TEMPLATE
Template #1 | Template #2 | Template #3 WATERMARK #1

EXTRACTED TEMPLATE
WATERMARK #2

Iris image

Template #n EXTRACTED TEMPLATE g N
WATERMARK #n \:/)—an/Z MASTER TEMPLATE

(a) redundant embedding (b) majority voting

Fig. 3. The semi-fragile Yeung scheme.

In our implementation, the iris code consists of 9600 bits, therefore, we can
embed 9, 8, and 3 templates into images from the CASIAv3, MMU, and UBIRIS
databases, respectively.

4.3 Experimental Results

In Table 3 we show results for the robustness tests when applied to the database
images with redundantly embedded template watermarks. When compared to
Table 2, we clearly observe improved robustness against noise insertion and
moderate JPEG compression. It can be clearly seen that with an increasing
amount of redundancy, robustness is improved which is to be expected due to
the more robust majority decoding (please recall, that for CASTAv3 redundancy
is maximal among the three datasets).

In interesting question is the extent of influence an embedded watermark
has on the recognition performance of the system. In Fig. 4 we compare ROC
curves of the original data and ROC curves of sample data with embedded WMs
- in the latter case, the average of ten embedded WMs is shown. While for the
CASTAv3 and MMU there is hardly a noticeable impact, we notice significant
result degradation in the case of the UBIRIS dataset.

A possible explanation for this effect is the already low quality of this dataset,
in case of additional degradation results get worse quickly, while for the other
datasets there is still room for slight quality reduction since the original quality
is very high.



[Attack [CASIAv3[MMUJ[UBIRIS]

Mean filtering 0.50 0.50 | 0.50
Gaussian Noise N = 0.0005 0 0 0

Gaussian Noise N = 0.001 0 0 0.003
JPEG Q100 0 0 0.01
JPEG Q99 0 0.01 | 0.05
JPEG Q98 0.08 0.14 | 0.22
JPEG Q95 0.35 0.40 | 0.43

Table 3. BER for seven different attacks.

ROC Plot - CASUAA - watermarked ROC Plot - MMV - watermarked ROC Plot - UBIRISs1 - watermarked
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(a) CASIAV3 (b) MMU (c) UBIRIS

Fig. 4. ROC curves for the sample data with random embedded WMs and without.

The situation changes when it comes to additional distortions: As shown in
Table 4, also in the case of the CASIAv3 we notice some impact on recogni-
tion performance with embedded WMs as compared to the original sample data
without WMs embedded. Beside the EER, we show FRR (for FAR = 1073) and
FAR (for FRR = 5-1073). It is interesting to see that mean filtering and mod-
erate JPEG compression can even improve the recognition results of the data
without WM embedded — this effect is due to the denoising capabilities of mean
filtering and compression. In any case, we notice a slight result degradation for
the variant with embedded WMs.

Finally, we want to consider the question in how far matching between tem-
plate WM and database template(s) is influenced by attacks, i.e. we investigate
robustness of the embedded template WM. The corresponding information can
be used to assess the integrity of the data, i.e. in case a sufficient high degree of
correspondence between those templates is observed, the integrity of the sample
data is proven. We consider the case that 5 different templates are stored in
the database out of which a single database template is generated by majority
coding like explained before in the case of the template WM (compare Figure
3.b). Table 5 shows the BER for the different attacks considered.

A typical decision threshold for the iris recognition system in use is at a BER
ranging in [0.3,0.35]. When taking this into account, we realize that integrity ver-
ification in our technique is indeed robust against moderate JPEG compression
and noise. On the other hand, mean filtering and JPEG compression at quality



| | [ERR[[FRR[FAR]

| CASIAv3 |
no attack original 0.045(|0.091|0.650
template watermark||0.048(|0.081|0.742
mean filter original 0.035(|0.061|0.644
template watermark|[0.044(/0.063|0.669
JPEG Q98 original 0.037(|0.074|0.626
template watermark|[0.049(/0.086|0.617
| UBIRIS
no attack original 0.032(|0.062|0.764
template watermark||0.046(/0.071|0.865
Gaussian Noise N = 0.001||original 0.038(|0.068|0.871
template watermark|(|0.049((0.073|0.868
JPEG Q95 original 0.036(|0.066|0.838
template watermark||0.045(|0.070(0.975

Table 4. ROC behavior under different attacks.

[Attack [CASIAvV3[MMUJUBIRIS]
No attack 0.21 0.23 | 0.19
Mean filtering 0.49 0.50 | 0.50

Gaussian Noise N = 0.0005 0.21 0.23 | 0.19
Gaussian Noise N = 0.001 0.21 0.23 | 0.19

JPEG Q100 0.21 0.23 | 0.19
JPEG Q99 0.21 0.24 | 0.22
JPEG Q98 0.25 0.30 | 0.32
JPEG Q95 0.41 0.45 | 0.45

Table 5. BER for seven different attacks.

95% destroys the template WM and indicates modification. The distribution of
incorrect bits can be used to differentiate between malicious attacks (where an
accumulation of incorrect bits can be observed in certain regions, compare Fig.
2.e) and significant global distortions like compression (compare Fig. 2.f).

5 Conclusion

In this paper we have introduced a two-factor authentication system using bio-
metrics and a token-based scheme, e.g. a smart-card. Semi-fragile WM is used
to embed the template data stored on the smart-card into the sample data ac-
quired at the authentication site. We have discussed certain advantages of the
approach as compared to earlier work and have shown experimentally in the
case of an iris recognition system, that indeed semi-fragile integrity verification
is achieved using the proposed approach. Care has to be taken in the actual



biometric matching process since contrasting to claims in literature recognition
performance of the templates extracted from watermarked sample data suffers
degradation to some minor extent. However, this can more than compensated
by the additional template watermark which should be involved in matching as

well.
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