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Abstract. SIP (Session Initiation Protocol) is becoming thestly deployed
signaling protocol for VolP (Voice over IP). Sedwris of utmost importance
for its usage due to the open architecture of therhet. Recently, Yoon et al.
proposed a SIP authentication scheme based oniceltiprve cryptography
(ECC) that claimed to provide higher security thameotschemes. However, as
demonstrated in this paper, it is still vulnerabte off-line dictionary and
partition attacks.
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1 Introduction

VolIP that delivers voice and multimedia over theeinet has gained large popularity
nowadays. SIP is the dominant standard signalirggopol used for VolP. It is
defined by IETF Ipternet Engineering Task Forgéor the establishment, handling,
and release of multimedia sessions among partitsparer the Internet [1]. Because
of its flexibility and extensibility, SIP has beewso adopted by 3GPPTHird
Generation Partnership Projec8is the signaling protocol for multimedia applioas

in 3G mobile networks as well [2]. Thus, SIP hasdme a key technology to support
multimedia communications spanning wired and wagleetworks.

Like any other services or protocols running in Hustile Internet environment,
the SIP protocol is exposed to a wide range ofrigdinreats and attacks. Therefore,
appropriate security measures have to be takemoteqt SIP. The SIP protocol is
based on request/response communication modeHIKeP. This implies that a SIP
client initiates a request on a SIP server and tets for a response from the server.
Mutual authentication between the SIP client andieseis required to ensure the
communication partner’s identity is legitimate. SiPplies HTTP digest authen-
tication [3] by default to performing authenticatioUnfortunately, it is a weak au-
thentication that provides only one-way autheniteati.e. the client is authenticated
to the server). This makes server spoofing attadssible. Moreover, the scheme is
vulnerable to the off-line dictionary attacks.

Several SIP authentication schemes have been poporder to overcome the
security weaknesses of the original SIP authemicacheme. Yang et al. developed
a secure SIP authentication scheme whose secetigsron the difficulty of the



discrete logarithm problem (DLP) [4]. However, tlisheme is not well suited to
wireless network settings, where the computatiopalver of devices and the
bandwidth of the wireless links are limited. Duilafb] et al. presented an efficient
SIP authentication scheme using elliptic curve togpaphy (ECC) technologies,

whose security is based on the elliptic curve éigctogarithm problem (ECDLP).

Durlanik’s scheme requires less computing powerlanegr network bandwidth than

Yang's scheme, since ECC can achieve the sameityelawel as the conventional

cryptosystems by using significantly smaller kelys2009, Wu et al. [6] introduced

another SIP authentication scheme based on ECCpravéd its security using the
Canetti-Krawczyk (CK) security model [7]. The authcstated that the scheme is
resilient to various known attacks, such as oféldictionary attacks, man-in-the-
middle attacks, and server spoofing attacks. Howdvarlanik’s and Wu’s schemes
have been broken meanwhile. Yoon et al. showedbibidt schemes are prone to off-
line dictionary attacks, Denning-Sacco attacks, staten-verifier attacks [8]. They

proposed another SIP authentication scheme thatujposed to withstand the
aforementioned attacks. In this paper we revedbsersecurity vulnerabilities of

Yoon's scheme, and demonstrate that it is actuadlgcure against off-line dictionary
and partition attacks.

The remainder of the paper is organized as follo®ection 2 forms the
preliminary that gives a short overview on the imé@d SIP authentication procedure
and the basic knowledge of elliptic curve cryptqima (ECC). Next, Yoon's scheme
is briefly presented in Section 3. A detailed caytlysis of Yoon's scheme is
performed in Section 4. Some final remarks conchhdepaper.

2 Preliminaries

This section first introduces the SIP authenticapoocedure. Then the elliptic curve
cryptography (ECC) is briefly reviewed.

2.1 SIP Authentication Procedure

SIP uses a challenge-response based mechanismutfi@entication that is identical to
the HTTP digest authentication. Figure 1 illustsatéthe SIP authentication
mechanism. Prerequisite for the SIP authenticaidhat password and username of
each client in the domain have been configuredregcin the SIP server in advance,
i.e. the SIP server knows the password andugeEname of each client. Once a SIP
server receives a request, it challenges the alighta nonce to determine the client’s
identity. The client acknowledges the SIP serveh i response which is computed
by using his/her password and the nonce. The sealefates the legitimacy of the
client by verifying the received response. The &lEhentication procedure is detailed
as follows.
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Fig. 1. SIP Authentication Procedure

1. Client— Server: REQUEST
The client invokes a REQUEST (e.g. SIP REGISTERsags) and sends
it to the server (e.g. SIP Registrar)

2. Server— Client: CHALLENGE 6once, realm
The CHALLENGE generated by the server contaimoaceandrealm
The former offers replay protectiosince it is fresh for each session. The
latter is the host or domain name of the served, ased to remind the
client which username and password should be applie

3. Client— Server: RESPONSHé@nce, realm, username, response
The client acknowledges the server with the mes&E8PONSE con-
taining nonce, realm, username, and resporigeeresponsds computed
as follows:response= H(nonce, realm, username, passwonghereH()
is a one-way hash function.

4. After receiving the RESPONSE message, the sentdgeves thepass-
word of the client by referring to thesername.The server computes
H(nonce, realm, username, passwoathd compares it with the received
responself they match the client is authenticated.

In the SIP authentication scheme the passvgonéver sent across the network in
clear text. So an attacker cannot receive the passwirectly from the captured
messages. But the scheme is insecure againsteffdictionary attacks, where an
attacker searches for a password matching thededamessage from the password
dictionary. This kind of attacks is difficult to @t and to foil because the adversary
only needs to eavesdrop on the protocol messagiis.aetwork sniffer toolsuch
as Wireshark [9], an attacker may easily captuee rttessage RESPONSEo(ce,
realm, username, responsavhen the protocol is running over the Interrd¢/she
can randomly select a passwqa from the password dictionary and calculate the



hash functiorH(nonce, realm, username, pyv'If the hash value does not match the
response the attacker can select another passwdrdeaeat the procedure till the
correct password is found. This attack can be cetegdlin a reasonable time because
a human-chosen password has low entropy. For dragcter password, its entropy
is less than 30 bits (i.e>%possible passwords) [10].

In the SIP authentication scheme the client isentibated to the server, whereas
the client does not validate the identity of thevee Thus, the scheme is prone to
server spoofing attacks. An attacker can forgeidkatity of the server and sends a
CHALLENGE to the client. The honest client alwayk@owledges the server with a
correct message RESPONSE when receiving the mesShigd LENGE. After
receiving the RESPONSE message, the attacker ecartHaan off-line dictionary
attack as stated above to crack the password afithd.

2.2 Elliptic Curve Cryptography

Elliptic curve cryptography (ECC) [11] uses elliptturves over a finite field, to
construct the cryptosystem, wharas a large prime that is usually larger than 224
bits considering security requirements. Edbe an elliptic curve ovelf,, SOE can be
expressed using the Weierstrass equation as follows

yY=x’+ax+b (1)

wherea, b0 F,, and 4%+ 270°# 0 (modp). A pair &, ), wherex, yO F,, is a
point on the curve ify, y) satisfies equation (1). The point at infinity déed by is
on the curve. The set of points Ehover finite field F,, denoted a&(F;), can be
expressed as follows:

E(F)={(x.y) O F,% y*=x*+ ax + b} U{ O} 2

The number of points i&(Fp) is defined as the order of the cufgever F,,. It is
denoted by E(F;,), which can be estimated by the following formulsing Hasse’s
theorem.

P+1-2,/p < #EF) < p+1+2/p )

Key generation in ECC

The elliptic curve domain parameters,d,hP,n,h are public, where is a large
prime numbera andb specifyingan elliptic curve oveF, , P is a base point i&(Fp)
and has prime order, h is the cofactor which is equivalent#&(F,)/n. A private key
is an integerk which is randomly selected from the interval 1], and the
corresponding public key i® = kP. Given domain parameters a@y it is hard to
determinek. This is called elliptic curve discrete logarittproblem ECDLP). The
ECC systems usually employ the standardized dopwiameters which can be found
in [13].



Encoding elliptic curve points

The public keyQ = kP is a point on the curve E which satisfies equafibn The
point Q can be represented by a pair of field elemexys o), wherexg is the x-
coordinate andyg is the y-coordinate. To reduce the bandwidth megLiby
transmitting pointQ can be encoded in a compressed format which iposed of
the x-coordinatexg and an additional bf to uniquely determine the y-coordinagtg
i.e. o, f), wheref=0 or 1. Therefore one x-coordinaig exactly corresponds to two
y-coordinatesy,, when the compressed point format is used. Thebeunof xq
denoted ag#xg can be determined by the following equation wheing Hasse
theorem:

(p+1)/2-/p < #xXg < (p+l)2+/p (4)

3 Yoon’'s Authentication Scheme

This section briefly reviews Yoon's scheme usedSt® authentication. It consists of
three phases: system setup phase, registratior,pdnas authentication phase.

A) System Setup Phase
In set up phase client and server determine themmmmelliptic curve domain
parametersp,a,bP n,h to be used for the system.

B) Registration Phase
Client and server execute the following steps @veecure channel to complete the
registration procedure.

1. Client— ServeruusernameH(pw)
The client hashes the passwaopt. The resultH(pw) together with the
usernameare sent to the server over a secure channel.

2. The server computéé= H(pw)@H(username,9e whereseis a secret key of
the server. ThensernameandV are stored in the verification database table.
Here, the purpose &fis to prevent stolen verifier attacks.

C) Authentication Phase
Fig. 2 illustrates Yoon’s SIP authentication schethproceeds as follows.

1. Client— Server: REQUESTusernamecP®H(pw))
The client chooses a random integdrom the interval [1n-1], computes the
public keycP, and encrypts it with the hash value of the pasdwy using the
bit-wise exclusive-or (XOR) operatioh. The resulcP®H(pw) andusername
are sent in message REQUEST to the server.

2. Server— Client: CHALLENGE ¢ealm, sP, Husername,9k



After receiving the REQUEST message the servexégthe public kegP of
the client by computingcPeH(pw)@H(pw). Then it generates a random
integerse[1, n-1], and computes a common secret sessiorskey scPand a
message authentication cobkusername,9k Finally the server responds to
the client with the CHALLENGE messageélm, sP, Husername,sl.

3. Client—Server: RESPONSHi$ername, realm, H(username realnj),sk
After receiving the CHALLENGE message client congsuthe secret session
key sk = scP Thereafter it calculates the hash vati(@sername,gkand very-
fies it with the received one. If both values arequal, the client aborts the
protocol. Otherwise, the server is authenticatedth® client. The client
computes the message authentication d¢d@sername,realm,3kand sends it
in the RESPONSE message to the server.

4. Server: Client authentication
When receiving the RESPONSE message the serverutesihe message au-
thentication codéd(username,realm,$lkand verifies whether it is equal to the
received one. If they are not equal the servectgijihe request. Otherwise, the
client is authenticated to the server. The sergeepts his/her request.

Yoon's scheme provides protection against servewfipg attacks due to the
mutual authentication between client and servee dithors claim that the proposed
scheme is secure against a variety of attacksudiuy replay attacks, off-line
dictionary attacks, man-in-the middle attacks, rficdiion attacks, Denning-Sacco
attacks, and stolen-verifier attacks [8]. It shohkl noted that the prevention of off-
line dictionary attackds the central security requirement for a passwaased
authentication scheme. If the scheme is vulnertableff-line dictionary attacks this
implies that the password of a client is disclosedttackers and the whole scheme is
broken.

cex[1,n-1]
Compute cP

REQUEST

(username, cp@® H(pw))
H(pw)—V® H(username,se)
cp—cpDH(pw)® H(pw)
sex[1, n-1]
Compute sP
Compute sk—scP

CHALLENGE

(realm, sP, H(username,sk)

Compute sk—csP
Verify H(username,sk)

RESPONSE

(username,realm,H(username,realm, sk)

Verify
H(username,realm,sk)

Shared session key sk=csP

Fig. 2. Yoon's SIP authentication scheme



4 Security Vulnerabilities of Yoon’s Scheme

This section shows that an adversary can launchingffdictionary attacks or partition
attacks on Yoon’s scheme by using the captured RE®RJUmessage. The partition
attack [12] is a special variant of the off-linectibnary attack in which an attacker
can partition the password space into a valid amdngalid part by analyzing the
eavesdropped protocol messages. Yoon's schemdrierable to off-line dictionary
attacks when the public ke is encoded in an uncompressed format and to ipartit
attacks when the public ke is encoded in a compressed format. We analyze them
separately in the following.

4.1 Off-line Dictionary Attacks

It is trivial for an attacker to capture the REQUES®essage which contains the
usernameof the client and the masked public keyoH(pw). We assume that the
public keycP is encoded in an uncompressed fornxay) ( Accordingly, the masked

public key is represented by the forma®H(pw), yoH(pw)). An attacker can per-

form off-line dictionary attacks as follows.

1. The attacker chooses a candidate passweardrom the password dictionary
D and computesi(pw). The password space of the diction&rys expressed

as Db|.

2. The attacker computeg= x@H(pw)®H(pw) and y= y®eH(pw)®H(pw) in
order to get a guessed poirty).

3. The attacker examines whether the poiaw} is on the elliptic curvee. In
other words: he/she checks whether a paiyX satisfies equation (1) as
described in Section 2.2. If the point,¥;) is not on the elliptic curv& the
attacker can eliminate the guessed passwerdfrom the dictionaryD and
return to step 1. He/she repeats the above steiisaupoint on curvekE is
found. Finally, the attacker outputs the correctspardpw.

Note that the attacker can always verify whethguassed public key is on the curve
because the elliptic curve domain parametpss,i§P,n,h is public available for their
standardizations. The program to perform an of-lidictionary attack can be
described as follows.

Program of f-1ine dictionary attack
Input: D, (xeH(pw), yeH(pw));
Qut put: pw,
begin
for i=0to | D
{
pw —D; /] select password pw fromD
Conpute H(pw);
X;= x@H(pw) ®H( pw) ;

gRONE



6: y,= yoH(pw &H(pw);

7: if (y,=x+ax, +b) then goto 3;
8: el se out put pw=pw

9: }

end.

An attacker can identify the correct passwpwdin a reasonable time by running the
program because the password sp¢és|usually less tharf®as stated in [10].

4.2 Partition Attacks

Alternatively, the public kegP can be encoded in a compressed formgj,(wheres
is 0 or 1. Accordingly the masked public kePoH(pw) is represented byx$
H(pw),5). Note that the masked public key can not be jmeted asx, f&H(pw))
becausé is just one bit lang. An adversary can launchrétpmm attack as follows:

1. Choose a candidate passwaqmdi from the password dictionarl) and
computeH(pw).

2. Computex= x®H(pw)®H(pw) anda =x*+ax +b in order to check whether
X; is a valid x-coordinator in the curgin the next step.

3. Check whethewr is a square irf,. If so x is a valid x-coordinator in the
curve E accordingly,and putpw into the valid password s¥f. Otherwise,
putpw; into the invalid password se/P.

4. Return to step 1.
The program to run a partition attack can be deedrias follows.
Program partition attack

Input: D, (x®H(pw), B);
Cut put: VP, UVP;

begin

1. for i=0 to | D

2: {

3: pw<—D; // select password pw fromD
4. conmpute H(pw);

5t x= xeH(pw) eH(pw) ;

6: o=X, +ax, +b;

7: if (a«is a square) VP—pw;
8: el se UVP—pw;

9: }

end.

As stated in equation (4) of Section 2.2, the nundfe; is in the interval (p+1)/2-
v p,(p+1)/2+/d. So the possibility that is a valid x-coordinate in the curé&over
finite field F, is in the range [1/B(1///p), 1/240(1/,/p] because the total number of



points inE(Fy) is nearlyp. As a result, the adversary can reduce the pesgéssword
space by roughly half by runnirige above program. This meak®|~ ¥2P|, where

|'| denotes the password space. After capturingDp@IP communication sessions
and executing the above program, the adversaryr@ezover the correct password.
Such an attack is feasible in practice. For exampeneeds only 30 SIP
communication sessions to crack the password fo8-aharacter password whose
password space B[~ 2%°.

4.3 Lessons learned

The aforementioned cryptanalysis demonstratesytbah’s authentication scheme is
insecure no matter how the public key is encodattdmpressed or compressed
format). The main reason is that ECC public kegrisrypted directly with the hash
value of the password. This inherently providesastacker the chance to rule the
invalid passwords out. He/she can use a guessexvpiab to decrypt the masked
public key, and check whether the decrypted resatisfies the elliptic curve equa-
tion. Thus, the public key cannot be directly epted with the password for a secure
password based authentication scheme in the ECGidofhhere is a need to revise
Yoon's scheme to eliminate the security vulneréibdi Certainly this means
developing a new SIP authentication scheme. Designa password-based
authentication protocol is a challenging task sisiweh protocols are easy vulnerable
to off-line dictionary attacks. After many year®search, IEEE has standardized
several password-based authentication protocol$. [AMhough they can not be
directly applied to SIP authentication, their auifization framework can be adapted
to the SIP authentication.

5 Final Remarks

User authentication is an essential function in e framework. Several schemes
have been proposed to overcome the shortcomingseadriginal SIP authentication

scheme. Yoon's authentication scheméhis newesthat claims to be secure against
various attacks. In this paper, we have demonstthts Yoon's scheme is vulnerable
to off-line dictionary and partition attacks. Anteaker can recover the correct
password in a reasonable time. Further researcitefire needed for developing a
secure and efficient SIP authentication scheme.

References

1. J. Rosenberg, H. Schulzrinne, G. Camarillo, A.ndtdn, J. Peterson, R. Sparks, M.
Handley, E. Schooler: SIP - Session Initiation &cot. IETF RFC3261, June 2002.

2. M. Garcia-Martin, E. Henrikson, and D. Mills:ivate Header (P-Header) Extensions to the
Session Initiation Protocol (SIP) for th& &eneration Partnership Project (3GPP), IETF
RFC3455, 2003.



11.

12.

13.

14.

J. Franks, P. Hallam-Baker, J. Hostetler, S. eawsge, P. Leach, A. Luotonen, L. Stewart:
HTTP Authentication: Basic and Digest Access Autlation. IETF RFC 2617, June
1999.

C.C. Yang, R.C. Wang, W.T. Liu: Secure Authenticatiicheme for Session Initiation
Protocol. Computers and Security 24 (2005): 381-386
A. Durlanik, I. Sogukpinar: SIP Authenticatioglgme Using ECDH. World Informatika
Society Transaction on Engineering Computing andiielogy 8 (2005): 350-353.

L. Wu, Y. Zhang, F. Wang, A New Provably SeciArghentication and Key Agreement
Protocol for SIP Using ECC, Computer Standards ateifices 31 (2009) 2: 286—291.

R. Canetti, H. Krawczyk: Analysis of Key-excharf@@tocols and Their Use for Building
Secure Channels. In: Proc. Eurocrypt 2001, LNCS 28@Enger, pp. 453-474, 2001.

E. J. Yoon, K.Y. Yoo, C. Kim, Y. S. Hong, M.,Jd. H. Chen: A Secure and Efficient SIP
Authentication Scheme for Converged VOIP Networksm@ater Communications 33
(2010): 1674-1681.

Wiresharkhttp://www.wireshark.org/

W. E. Burr, D. F. Dodson, W. T. Polk: Electroiathentication Guideline. NIST Special
Publication 800-63, April 2006.

D. Hankerson, A. Menezes, S. Vanstone: Guidglliptic Curve Cryptography. Springer,
2003.

S. Bellovin, M. Merritt: Encrypted Key ExchangPassword-based Protocols Secure
against Dictionary Attacks. Proceedings of the IEREnposium on Research in Security
and Privacy, May 1992.

Certicom Research: SEC 2: Recommended EllipticeCDomain Parameters.
http://www.secqg.org/collateral/sec2_final.pdf
IEEE P1363.2: Password-Based Public-Key CryppigraSeptember 2008.




