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Abstract—Centralised wireless network management becomes
increasingly common but requires information about wire-
less links to be able to properly use the existing spectrum.
IEEE 802.11 employs the Distributed Coordination Function
(DCF), which uses a decentralised Carrier Sense Multiple Access
with Collision Avoidance (CSMA/CA) approach to control the
access to the wireless medium. Both IEEE 802.11 and non-
IEEE 802.11 sources can interfere with the transmission and
degrade performance, but the impact of non-IEEE 802.11 in-
terfering sources has not been extensively researched yet in
literature. Only systems without a non-IEEE 802.11 interfering
sources are considered in existing models. In this paper we
explore the impact of non-IEEE 802.11 interference through
realistic measurements in a large-scale wireless testbed. Based
on these observations, we discuss the impact of an interfering
source and identify the main components that affect the delay.
We also propose an outline of a possible analytical model that
we will extend in future work.

I. INTRODUCTION

Wireless networks, especially IEEE 802.11, are used in
a plethora of scenarios, ranging from small home networks
to networks for large-scale events such as conferences and
festivals. Particularly, in scenarios with a high number of
stations, interference and collisions degrade the performance
significantly. However, interference is not only caused by
other IEEE 802.11 stations, but also by non-IEEE 802.11
sources, such as other radios (e.g., Bluetooth, IEEE 802.15.4,
Long-Term Evolution (LTE) in unlicensed bands [1]) and
even microwaves, screens or other Radio Frequency (RF)
equipment. While interference from IEEE 802.11 stations
already manifests a higher latency and lower throughput due
to the employed back-off mechanism, the interference caused
by non-IEEE 802.11 devices multiplies these negative effects
due to the fact that those devices do not apply the rules of the
IEEE 802.11 Medium Access Control (MAC) protocol and
can cause latencies of up to several seconds depending on the
location and surrounding environment of the device [2, 3].

This performance drop is caused by the way IEEE 802.11
handles transmissions. Contrary to licensed spectrum technolo-
gies that use a centralised resource allocation mechanism, such
as LTE, IEEE 802.11 employs a Listen-Before-Talk (LBT)
protocol to manage transmissions, implemented by means of
a CSMA/CA protocol: before a station sends a packet, it
senses the medium and only if the medium is idle, it will
transmit the packet. The medium is sensed in two ways,
Carrier Sense (CS) and Energy Detection (ED). The first
detects and decodes IEEE 802.11 traffic and estimates how

978-3-903176-14-0 (¢) 2018 IFIP

long the channel will be busy by reading the preamble. The
latter detects energy from any source that surpasses a specified
threshold. Therefore, the ED will detect the presence of non-
IEEE 802.11 sources and prevents stations from sending if
the detected energy is above a certain threshold. If a collision
occurs (e.g. when the interfering source becomes active while
a packet is being transmitted), the station backs off with the
value of the back-off timer randomly chosen from its current
Contention Window (CW) and re-transmit the packet. The size
of the CW is doubled at each collision.

A first step in better managing IEEE 802.11 networks in
current heterogeneous environments is to accurately assess
the impact of non-IEEE 802.11 interference. This can be
used to provide better Quality of Service (QoS) management
for IEEE 802.11 networks, but also trigger handovers, or
facilitate the application of load balancing to avoid links that
are predicted to have degraded performance. However, little
is known how this non-IEEE 802.11 interference impacts
IEEE 802.11 performance exactly. This paper is the first that
aims at accurately assessing the impact of non-IEEE 802.11
sources on the performance of IEEE 802.11 networks using
measurements in a wireless testbed.This large-scale testbed
approach allows the highest realism in assessing the complex
interdependencies between wireless protocols. We characterise
the interfering source in a general way so that different types
(e.g. Bluetooth, LTE, microwaves, etc.) can be described by it.
Based on the characterisation of the interfering source and the
measurements from the wireless testbed, we outline a possible
analytical model that will be further explored in future work.

The contributions of this paper are twofold. First, we have
set up an experimental testbed consisting of one access point,
up to 25 stations, and an interfering source. Using this testbed,
we present measurement results with variable number of
stations, variable packet arrival rates, and variable parameters
that characterise the interfering source. Second, we identify
the different factors that determine the packet latency in an
IEEE 802.11 network with interfering source and outline an
analytical model based on these factors..

The paper is organised as follows. First, we present related
work and currently used models in Section II. Then we
characterise a non-IEEE 802.11 interfering source and describe
the impact of said source on an IEEE 802.11 network in
Section III. Afterwards, we explain the reason why IEEE 802.1
reacts in this way and outline the components of an analytical
model in Section IV. We conclude in Section V.



II. RELATED WORK

Interference in wireless systems has been studied for a
variety of interfering sources and it is known that different
types of interference can have a detrimental effect. Simple
probe requests can already have a significant effect on the
performance of the network, although the station does not
actively participate in the channel [4]. Ever denser network
deployments increase the amount of interference between
networks [5]. This can be passively monitored as well [6].
Additionally, interference can come from adjacent channels
as well, as the frequency bands overlap [7]. Although, adja-
cent channels can improve throughput if used correctly [8].
Because of this, more and more managed tools attempt at
detecting the presence of non-IEEE 802.11 interference. Air-
shark proposes a solution to detect non-IEEE 802.11 (Wi-Fi)
interference with commodity hardware [9]. It is also shown
that User Datagram Protocol (UDP) throughput is severely,
over 90 %, reduced by different interfering sources such as a
video camera, an analogue phone, or a microwave. Similar,
the effect of digital cordless phones, baby monitors, and
frequency hopping Bluetooth was explored. While Bluetooth
has a minimal effect on throughput, cordless phones and baby
monitors can completely drop the connection [10]. The general
occupancy of the 2,4 GHz band can reach up to 34 % during
busy hours [11] IEEE 802.11 networks also interfere with
other network technologies like ZigBee and Bluetooth Low
Energy, where the latter is performing slightly better [12]. Yi
et al. provide accurate deployment guidelines for ZigBee to
coexist with IEEE 802.11 based on interference avoidance
and distance [13]. Large-scale and dense network measure-
ments show that IEEE 802.11 performance can be severely
degraded [3]. The high latency also indicates an interfering
source. Introducing LTE into the unlicensed spectrum has
severe impact on the performance of IEEE 802.11 [1, 14]. The
throughput of IEEE 802.11 can decrease up to 98 % while LTE
is barely affected.

In addition to the previously discussed measurements
and real-life experience, analytical models have been de-
veloped that aim at modelling the latency and throughput
of IEEE 802.11. One of the most prominent contributions
for modelling IEEE 802.11 behaviour is the work from
Bianchi [15]. It models the throughput in the saturated
case, using a Markov chain to describe the process of the
IEEE 802.11 transmission mechanism. Other authors extended
this work and adjusted shortcomings such as accuracy, dropped
packets, latency, jitter, power consumption, and the unsaturated
case [16, 17].Combined models for the unsaturated and satu-
rated case are presented as well [18].Error prone channels are
taken into account in too [19]. Multi-hop networks are also
taken into consideration where the authors focus on end-to-
end latency [20]. At last, computation time is considered to
show that in some cases a more inaccurate, but faster model is
more beneficial [21]. None of these analytical studies consider
interfering sources though.

III. IMPACT OF NON-IEEE 802.11 INTERFERENCE ON
IEEE 802.11 NETWORKS

In this section, we explore the impact of the presence of
an interfering source on the performance of an IEEE 802.11
network by means of a series of experiments on a testbed. We
focus on the average packet latency, which consists of two
parts, the waiting time in the queue and the access latency.
When a packet is ready for transmission, it is placed in the
MAC queue. The time needed to reach the head of the queue
is called the waiting time in the queue. Once at the head of the
queue, the station has to compete with other stations for getting
access to the medium. This time is called the access delay.
Finally, the packet is transmitted and in case of successful
transmission, an acknowledgement is received. The total time
between the arrival of the packet in the queue and the time
instant the acknowledgement is received, is called the packet
latency. In what follows, we first characterise the interfering
source. Next, we describe the setup used in the experiments.
Then we present results that show the impact of an interfering
source on the performance of an IEEE 802.11 network.

A. Characterising an interfering source

We model the interfering source as an on/off process with
exponentially distributed on and off periods. Interruptions of
the medium access due to the interfering source generating
energy above the ED threshold, occurs according to a Poisson
process with rate v. For example, a microwave oven, among
others, can be modelled in such a way [22]. We assume that
no new interruptions start during an ongoing interruption. We
denote the random variable representing the length of the
interruptions by w and we assume that u is exponentially
distributed with mean E[u]. In view of the Poisson assumption,
the average time the interfering source is not active (or
generates energy below the threshold) is given by % Then
clearly the fraction of time the interference source is active is
given by:

(D

B. Experimental Setup

The w-ilab.t ! 1ab facility has been used for our experimental
study. W-iLab.t is an experimental, generic, heterogeneous
wireless testbed, allowing large-scale wireless experimenta-
tion. It consists of 100 wireless nodes, supporting several
wireless radios (IEEE 802.11, Bluetooth, etc.), Software De-
fined Radios (SDRs), and controllable robots, for mobility
scenarios. For both the initial analysis and later validation,
we use configurations of 15, 20, and 25 stations on the 5 GHz
band with IEEE 802.11a. All stations are connected to one
access point (AP) and are transmitting packets for 60 seconds.
The experiment for each configuration was repeated 5 times
to get reliable results. Additionally, we installed a Software
Defined Radio (SDR) to generate interference according to the
model defined in Section III-A. The stations are of type Zotac

Thttp://doc.ilabt.imec.be/ilabt-documentation/index.html



TABLE I
AIRTIME OCCUPATION OF INTERFERING SOURCE FOR DIFFERENT
PROBABILITIES AND TIMESLOTS USED IN THE PRESENTED EXPERIMENTS.
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Fig. 1. Latency without and with interference with % =9-10"%*s and 25
stations.

Zbox ID10 with IEEE 802.11n capable wireless cards, the AP
consists of a PC Engines APU 1d4 with an IEEE 802.11ac
enabled wireless card, and the SDR is a USRP N210.

For this experiment the occurrence of interference is set
to two modes: L equal to 9-107*s and 1.8 - 10~*s. The
interference duration F[u] was set to: 9-107°s, 4.5- 10745,
and 9-10~*s. The packets have a size of 1500 bytes and are
sent at a fixed bit rate of 54 Mbps.

The number of packets per second was varied between 25
and 200 packets per second. We used a continuous packet
source that generates packets on the MAC layer according to
a Poisson process.

C. Results

As discussed in Section III-A, this combination of v and
E[u] leads to different levels of airtime usage of the interfering
source. We chose these values in such a way that the airtime
usage varies from very little (9.1 %) to a significant amount
(83.33 %). This is illustrated in Table I, which shows the
relationship.

In the following graphs, we consider three parameters: the
duration of the interference E[u], the arrival rate of interfer-
ence v, and the number of stations IN. All three different
parameters have an impact on the saturation point, the point
where the medium is fully used and therefore all participants
are heavily competing for airtime, and the maximum delay.

Figure 1 shows the latency for variable E[u]. The interfering
source becomes active according to % = 9.10"*s, while
the number of stations is fixed to N = 25. For once, we
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Fig. 2. Latency without and with interference with E[u] = 9 - 10~*s and
25 stations.
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Fig. 3. Latency without and with interference with % =9-10"*s and

Elu] =9-1074s.

observe that for a fixed value of v and an increase in duration
of the interference the saturation point is reached earlier as
the interfering source is occupying an increasing amount of
the airtime. At the same time, we observe an increase of the
average packet latency under saturation as well as stations have
to wait longer until they can transmit.

Figure 2 shows the impact of an increased packet rate and
different values of v. In this case, the number of stations was
set to 25 and E[u] to 9-10~*s. Similar to the previous case,
an increase in v shifts the saturation point towards lower load
value due to a higher airtime usage of the interfering source. At
the same, the average packet latency under saturation increases
as well, in this case much more drastically then previously.
Remark the large confidence interval for v = 1.8 - 10~%. This
test yielded a very low number of successfully transmitted
packets and therefore the variation is much higher.

In the last figure, Figure 3, the number of stations N varies
from 15 to 20 to 25 while E[u] and v are kept constant:
Elu] = 9-107*s, while 1 = 9.107*s. Even when no



interference is present, the saturation point as well as the
maximum latency shift with an increasing number of stations.
A similar behaviour can be observed when interference is
present. The interference is occupying a part of the airtime
and the existing stations have to compete for the remaining
airtime.

Summarising, we can see that a non-IEEE 802.11 interfer-
ence source can heavily degrade performance. Saturation is
reached much earlier and latency increases significantly due
to competition in airtime usage. The latency can reach up to
a maximum of 10s, which means every type of connection
suffers greatly. Obviously, the decrease gets worse the more
interference is present in general, but there is an indication that
different pairs of values of v and E[u], may lead to different
behaviour of the average packet latency (both in absolute
value and saturation point), although the fraction of time the
interference source is active is the same for these pairs.

IV. DISCUSSION AND OUTLINE

From the previous experiments, it is clear that interference
has a strong effect on the packet latency in an IEEE 802.11
network. While the effect of an increasing number of stations
in a system with interference has a similar effect as in a system
without interference, the effect of the parameters defining the
interfering source, namely v and E[u] is more important. In
what follows we discuss the reasons behind this impact.

First, when the interfering source becomes active, it does
so regardless of other stations transmitting. Contrary to
IEEE 802.11 stations, it does not listen to the channel and
hence ignores the LBT IEEE 802.11 MAC protocol. While
other wireless protocols may follow a similar principle, a mi-
crowave for example does not. This behaviour is also observed
when LTE is present near an IEEE 802.11 network [1, 14].
As soon as the source becomes active, it collides with the
packet being transmitted and hence interrupts the ongoing
transmission. In addition, the affected station has to double
its contention window, increasing the access latency. With
a higher arrival rate v, this effect is more prominent as
the transmission of an important part of the packets do get
interrupted by the interfering source becoming active.

Second, during the time the interfering source is active, no
station can transmit packets. Each station that has a packet
ready for transmission senses the channel as busy, as it detects
the energy of the interfering source, and hence will postpone
the transmission. This can also clearly be seen in the results
where the latency increases significantly when E[u] increases.

Third, the activity of the interfering source has an additional
effect due to the back-off mechanism. As long as the interfer-
ing source is active, a station in the back-off state has to stop
the countdown process. This implies that the value of E[u]
has an important impact on the access latency.

From the above discussion it is clear that the way the
IEEE 802.11 MAC protocol is designed leads to additional
packet latency in the presence of an interfering source. While
ED and CS and the exponential back-off mechanism are a
good compromise to grant access to stations that have similar

behaviour, they do not work well when sources not obeying
the same rules are present.

From this discussion, we can identify three components that
are necessary for an analytical model:

First, based on the ED function of an IEEE 802.11 station,
which senses for energy on the channel before it tries to send
a packet, the station defers from transmitting a packet when
the interfering source becomes active as it detects energy on
the channel. In other words, the medium is not available for
the duration of the activity of the interfering source (i.e. for
E[u] seconds on average). This time is referred to as the first
component.

Second, the exponential back-off algorithm of the
IEEE 802.11 MAC leads to additional latency. Indeed, in
case a packet is being transmitted when the interfering source
becomes active, it is lost in a collision with the signal of
the interfering source. As a result, not only the packet needs
to be re-transmitted, but in addition, the station will have to
double its contention window for the next back-off phase. This
additional latency is referred to as the second component.

Third, all stations having a packet ready for transmission
while the interfering source is active, sense the medium active
and hence will enter in a back-off phase after the interfering
source becomes inactive again. The stations that are in back-
off phase during the activity of the interfering source have to
stop their back-off process until the medium is free again. This
is referred to as the third component.

From these three components an analytical model can be
formed that can predict the saturation point and maximum
latency at saturation with an interfering source, based on
values without an interfering source.

V. CONCLUSION

In this paper the performance of an IEEE 802.11 in the
presence of an interfering source is investigated. Using large-
scale measurements made in an IEEE 802.11 testbed, we show
that the performance is heavily affected by such an interfering
source, depending on its characteristics. Three characteristics
of IEEE 802.11 were identified as components of an analytical
model. First, the ED of a station will sense the medium busy
as long as the interference source is active. Second, when
the interfering source becomes active, it interrupts the current
transmission and forces the station to increase its CW. Third,
stations ready to transmit while the interfering source is active
will enter an additional back-off when the interfering source
becomes inactive. Based on these components, it is possible
to formulate an ana
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