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Abstract—Outlier detection has been commonly used in
large scale distributed systems to detect abnormalities and
service failures. Traditional abnormality detection methods are
mostly based on statistical analysis or simple thresholds to
detect outliers. However, those solutions do not consider the
periodic patterns of data which is a common feature in many
systems due to users’ repetitive activities on a daily basis.
In our work, we investigate a method that can significantly
improve the effectiveness of outliers detection through utilizing
periodic patterns in the system data. To this purpose we use
State-Frequency-Memory (SFM) Recurrent Neural Networks
(RNN) to analyze the cyclical patterns of monitoring data and
use cumulative sum (CUMSUM) to identify outliers. Our real
data evaluation shows that our detection method can achieve
99% accuracy. Finally, our method also applies to many other
fields, such as network traffic security monitoring, bank fraud
detection, etc.

Keywords—Outlier Detection, Data Mining, Machine Learn-
ing, Service Management, Neural Network, Deep Learning

I. Introduction

Nowadays, many companies, such as Google and Yahoo,
are using distributed systems to provide users with stable
services. However, once an abnormality occurs in the
system, users’ experience may be compromised. Therefore,
it is highly important to be able to detect abnormalities
in a timely manner and inform the occurrences to the
administrator.

Traditional anomaly detection methods are based on
anomaly detection through statistical methods [16] [17]
[18]. Once the observations are outside the normal range,
it is considered an outlier. However, we found that data set
may follow some patterns. Therefore, many outliers can be
detected based on whether they conform to the expected

Corresponding author: Zhongzhi Luan

978-3-903176-14-0 © 2018 IFIP

Zhongzhi Luan B<
Sino-German Joint Software Institute
Beihang University
Beijing, China
luan.zhongzhi@buaa.edu.cn

Carol J Fung
Computer Science Department
Virginia Commonwealth University
Richmond, USA
cfung@vcu.edu

Depei Quian

Beijing municipal key laboratory of network technology

Beihang University
Beijing, China
depeiq@buaa.edu.cn

patterns, our approach is to identify these patterns and
apply them to anomaly detection.

In this work, we propose the use of the SFM-RNN
to predict a sequence of data and then calculate the
difference between the predicted values and the actual
data. We use the Cumulative Sum method to identify
anomalies. SFM-RNN was first proposed by Hao Hu
and Guo-Jun Qi in 2017 [1], which is a novel recurrent
architecture that allows modeling the dynamic patterns
across different frequency components. Evaluations on
several temporal modeling tasks demonstrate the SFM
can yield competitive performances [20].

To the best of our knowledge, our work is the first to
apply SFM-RNN to the field of anomaly detection for
Distributed Systems. Our prediction model is based on
dataset provided by Yahoo! Web-scope program which
was approved to be used in non-commercial research. The
goal of this work is to provide a novel approach of outlier
detection in distribute systems.

The key contributions of this paper can be summarized
as follows:

1) Modeling distributed system monitoring data using

the SFM-RNN Model.

2) Identifying sensors that exhibit abnormal behavior

using CUSUM method.

3) Validation of the proposed method on a Distributed

System Benchmark testbed.

The remaining of our paper is organized as follows:
Section II reviews relevant literature on different out-
lier detection techniques. In section III we describe our
proposed model. In section IV, we briefly describe the
data and the detect method. We present our results on
the Yahoo! Web-scope program dataset [2] in section IV.
Section V concludes this paper.



II. Related works

Outlier detection lies in the category of data mining.
The definition of outlier detection is stated in Angiulli
and Pizzuti (2005) [3], given a dataset, the definition of
exceptional data should be defined before the exceptional
data could be detected.

During the past many years, many anomaly detection
methods have been created. Most popular ones can be
categorized into distance-based approach and model-based
approach.

In the distance-based approach, given a specific distance
measure, the data are categorized as outliers if the distance
between the data to its nearest neighbors is higher than
expected [3], [4], [5], (6]

The second approach is termed as the model-based
approach. In this approach, a model is applied to describe
the data. Any data that cannot be described will be
deemed as outliers [7].

In the model-based approach, the primary way to
detect outliers is based on regression methods, including
autoregressive-based methods and network-based meth-
ods. The autoregressive model mainly includes AR model
[8], MA model [9], ARIMA model [10] [14], and SARIMA
model [11]. The auto-regressive model not only considers
the values of the observed data, but also the correlation
among data. The neural network based models mainly
includes RNN [12] and LSTM [13]. In this paper, we
use the SFM-RNN model which is a recurrent neural
network combined with different frequency components as
our prediction model. The SFM model was first proposed
by Hao Hu and Guo-Jun Qi in 2017 [1]. The work of
L.Zhang, Charu Aggarwal [20] verified the validity of the
SFM model in stock data prediction. We will compare
our model with the existing model based on a set of
performance metrics.

III. Outlier Detection Model

In this section we describe the SFM model and the
CUMSUM method that we use for outlier detection. We
will first introduce the architecture of the State Frequency
Memory (SFM) recurrent neural networks (RNN). Then
we apply the SFM to data prediction with historical data.
Finally we use Custom Sum (CUSUM) to calculate the
difference between the predicted outputs and the actual
sensor data to detect outlier data.

A. Formulation of Outlier Detection Problem using SFM

Inspired by Discrete Fourier Transform (DFT), the
SFM decomposes the hidden states of memory cells into
multiple frequency components. Each component models
a particular frequency of latent data generation pattern
underlying the fluctuation of monitoring data. Then the
future monitor data are predicted as a nonlinear mapping
of the combination of these components in an Inverse
Fourier Transform (IFT) fashion. The SFM model can
simulate the pattern of monitoring data better by adding

the different frequency unit. The structure of SFM is

shown in Figure 1.
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Fig. 1: The structure of SFM

1) Updating State-Frequency Memory: The input of
SFM model is a sequence Xy.7 = |21, @2, ... , 7] which
means T observations of N-dimensional space, i.e., x; €
RN fort =1, ..., T. SFM decompose the memory hidden
states into a set of frequency components, denoted by
{wg = %\k = 1,2,..,K}. For this purpose, we define
the hidden state of SFM model as a matrix S; € CP*K at
each time t. The rows of the matrix mean D dimensional
states and the columns mean K frequencies. This forms a
joint state-frequency decomposition to model the temporal
context of the input sequence across different states and
frequencies.

The SFM matrix of a memory cell is updated by
combining the past memory and the new input. the
updating rule for the state-frequency matrix is formulated
below:

ejwlt T
engt

Sy = fr-Sp—1+ (ip - cf) - (1)

ejwkt

where the operator - is an element-wise multiplication and
j=v—1and [ef1t eiw2t = eiwrt] are the Fourier basis of
K frequency components of the state sequence. f, € RP*K
is a joint state frequency forget gate matrix to control
how much information on various states and frequencies
should be kept in the memory cell. iy € RP is the input
gate similar to the traditional LSTM model. The input
modulation ¢}’ aggregates the current inputs fed into the
memory cell at time t.

Based on the Euler formula and Complex Fourier
Transform, the updating rule can be separated into the
real and virtual parts of the state-frequency matrix S;:

ReS; = fi - ReSi—1 + (it - ¢)[cosit, ..., cosgt]  (2)
ImSy = fi - ImSi—1 + (iy - ¢ [sinat, ..., singt] (3)



The polar coordinate representation of a complex number
is represented by its magnitude and phase angle which
can be seen below:

Ay =S| = V/(ReSy)2 + (ImSy)? € CP*K (4)
ISy e L2 oo ()
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where arctan( - ) is an element-wise inverse tangent func-
tion; A; is the amplitude of Si; and £S; is the phase angle
of S;. The amplitude A; is used to obtain the output
hidden state h; € R”. We ignore the phase £S; as we
found it has no significant impact on the results in our
experiments but incurs extra computational and memory
overheads.

2) The Joint State-Frequency Forget Gate: The hid-
den state Sy is a matrix containing state information and
frequency information. Therefore we define a joint state
frequency forget gate matrix f; € RP*K which can be
decomposed into two matrices : f*¢ and f7*¢. They can
be formulated as follows:

tSte = U(Wstdxt + Usteht—l + bste) S RD (6)
7 = o(Wipews + Uppehi—1 + byre) € RE (1)
ft —_ fte X ft re c RD*K (8)

where X is an outer product; f{% is a state forget gate

and f/" is a frequency forget gate vector. Through the
outer product, f; can be seen as a composition gate over
different states and frequencies to control the information
flowing into the memory cell.

3) Gates and Modulations: The input gate i; and the
input modulation ¢}” can be defined as below:

iy = o(Wizy + Uihe—1 + b;) (9)
¢y = tanh(Wexy + Uchy—1 + bc) (10)

The input gate i; controls how much information of
the input modulation ¢}” should be kept in the memory
cell. ¢ is the tanh activation of linear transformation
combinations of the current observation x; and the output
hidden state h;—1. iy - ¢} represents the value of the
Fourier base.

4) Multi-Frequency Outputs and Modulations: As we
discussed earlier, the amplitude A; of hidden state S; is
given, we should also get an output state h;. An output
vector hy € RM can be calculated as follows:

£Sy = arctan(

¢; = tanh(Azu, + bg)
0 = O(UOCt + Wohi_1 + Voxy + bo)

htZOt'Ct

(11)
(12)
(13)

where A,€ RP*K is the state amplitude; ¢, is the hidden
unit of SFM, o, is controlling how much information could
be allowed to output from the memory cell; h; is the
output vector of the SFM cell.

After training, the unique complex-value memory
states of SFM model can learn multiple patterns with
different frequencies.

B. Cumulative Sum (CUSUM)

Based on the prediction of the SFM, we then calculate
the difference between the predicted outputs and the
observed output. In this paper, we use CUSUM [15] to
calculates all cumulative sums of the positive and negative
changes to detect small deviations over time. The formula
of calculating the CUSUMs are shown below :

o = 0 (14)
SH; = MAX(0,z; — Target — b) (15)
SL; = MIN(0,z; — Target + b) (16)

where SH means the high cumulative sum, SL is the
low cumulative sum and z; is the difference between the
predicted value and the actual value at time i. Target and
b are pre-defined safety limit with the allowable slack. If
x; is higher than Target+b or x; is lower than Target —b,
then we classify the data to be an outlier.

IV. Evaluation results and analysis

We have implemented SFM algorithm and compare
the performance with three other methods. The first
method is LSTM model which is combined with CUSUM
to detect anomies. The other two methods are LOF model
and Isolation model(both are Distance-based anomaly de-
tection method). We use the data from the A4Benchmark
of the Yahoo Webscope anomaly detection dataset [2] in
our experiment.

A. Experimental setup

1) Models: In this subsection, we briefly overview the
three other methods we will use as a baseline to compare
with in our experiments.

e LSTM model: The LSTM model has made a remark-
able achievement in the fields of time series prediction.
In this experiment, we use the LSTM model to
perform data predictions, and then use the difference
between the actual data and the predicted data to
determine whether the actual data is an outlier or
not.

o Isolation forest: The strategy of Isolation forest to
perform outlier detection is to use a random hyper-
plane to split a data space. It is straight forward to see
that the clusters with high density can be cut many
more times before the loop stops, while anomaly data
take fewer rounds to be isolated.

e LOF model: The Local Outlier Factor (LOF) al-
gorithm reflects the abnormality of a sample by
calculating a numeric score. The meaning of this score
can be explained as a ratio that represents the average
density of around a sample point compared to the
density on the sample point.

2) Metrics: We will use a few metrics to compare
the performance of all methods. The first metric is the
accuracy rate. Accuracy is one of the most important
criteria in a typical classification problem. The second



metric is the ROC value. We will plot the ROC curves
for all methods. After comparing the above evaluation
metrics, we will summarize the performance of all three
methods.

3) Dataset: In this experiment, We will use the data
from the A4dBenchmark of the Yahoo Webscope anomaly
detection dataset [2]. We pick two groups of correlated
series to do our experiment, after correlation analysis of
the data in the collection(Group 1: TS6, TS16, TS34,
Group2: TS4, TS13, TS90).

4) Experimental Design: In this experiment, we use
the first 90% of the dataset as the training set and
the last 10% of the dataset as the validation set. Our
experiments were run on top of a Windows server with
the configuration of Core 17-870 CPU, 4G RAM, and
WINDOWSS.

B. Result value and analysis

In this section, we present the experimental results
based on the metrics we have proposed in Section IV-A.

1) Effectiveness of prediction: Since our idea of
anomaly detection is based on regression to make pre-
dictions, we first look at the prediction effect of the
LSTM model and the SEFM model. In this experiment,
the parameters of the LSTM model were set to be
NUMunits =128, and the optimization algorithm used was
the Adam algorithm [24]. The parameters of the SFM
model are: hiddeng;, = 50, fregim = 4, and the parameter
optimization algorithm is the SGD algorithm [25]. The
MSE comparison of these two model are shown in Tablel.
We can see that the SFM model predicts better than the
LSTM model.

TABLE I: the MSE of LSTM and SFM model

LSTM SFM
MSE(Group 1) | 193687.72 | 22307.32
MSE(Group 2) | 663536.44 | 32312.13

2) Detection accuracy: After obtaining the corre-
sponding predicted value, the difference between the
actual value and the predicted value is calculated. After
that the CUSUM algorithm is used to classify the outliers.
In this experiment, we consider there is an abnormality
at the moment when SHi or SLi is not 0. Fig.2 shows
the detection accuracy of different methods. From Fig.2,
we can see that the SFM-CUSUM model can achieve the
highest accuracy.

3) ROC comparison: The experimental results of
ROC curves are shown in Figure 3. We can see that the
SFM achieves better results with lower false positive rates
and higher true positive rates. Although Isolation forest
method can achieve higher true positive rates, it is still
worse than SFM model.
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Fig. 2: the accuracy of different method
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Fig. 3: Roc curves of different mothods

Through all the experiments above, we can see that
the SFM-CUSUM model outperforms the other two meth-
ods in the anomaly detection field. The accuracy of SFM-
RNN algorithm is higher than the traditional methods.
Through our experiments, we verified the feasibility of
anomaly detection based on regression, and introduced
the SFM-RNN model into the anomaly detection field.

V. CONCLUSION

In this paper, we present SFM-CUSUM, a novel
unsupervised neural network model combined with Fourier
transform for the purpose of detecting outliners in dis-
tributed systems. More specifically, we introduce the SFM
model into the anomaly detection field and use CUSUM to
calculate the difference between the predicted value and
the observed value. If the difference is too large, the data
point is classified to be an abnormal value. In this way,
we can better detect local anomalies. Our results show
that the SFM-RNN achieves high detection accuracy and
outperforms several other algorithms including LSTM,
Isolation, and LOF methods.
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