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Abstract—The aim of this work is to detect compromised users
of tweets based on their writing styles. In this paper, we use
Siamese Networks to learn a representation of user tweets that
allows us to classify them based on a limited amount of ground
truth data. We propose the employment of this classification
model to identify compromised user accounts of tweets.

Index Terms—Cyber security, compromised users, author at-
tribution, latent representation, siamese networks

I. INTRODUCTION

With the advancement in network technologies and the vast
amount of freely available resources on the internet, it is
easier even for an unskilled person to hack someone’s online
account. Where an advanced attacker could use sophisticated
resources like keyloggers, Remote Administration Tool (RAT)
and Trojan horses, an inexperienced person could use phishing
pages or various GUI based brute force tools readily available
online. To this end, there are various instances of data breaches
exposing millions of user accounts that are being sold on the
black market. Although websites employ security measures
to prevent unauthorized access, once the account credentials
are acquired, the attacker can masquerade as the owner of
the compromised account. The attacker would use the com-
promised account to send phishing links, spam, or fraudulent
messages. Usually, these messages are short texts, i.e., 140
characters or fewer, especially on social media websites. These
text messages also contain improvised vocabulary to make use
of the character limit. Therefore, it is harder to find a pattern
in these micro-messages compared to longer texts.

In text analysis, previous works [1, 2] aims to classify
longer text corpora such as Reuters Corpus v.1 [3] while
others [4, 5, 6] are designed for shorter texts, such as tweets.
They use feature extraction and representation techniques,
namely bag of words and word embeddings [7]. However,
these techniques fail to learn latent representations from the
text. Latent similarity between two documents is the semantic
closeness between them based on the context. In this paper,
we employed Siamese Networks [8] to explore the learning
of latent representations for analyzing tweeted messages. As
Horiguchi et al. [9] stated, latent representations or metric
based features perform well when there is less data, as in
the case here. Since there is a maximum of 100 tweets per

user, the metric-based features, i.e., contrastive loss, performs
better than the Softmax based ones.

The rest of the paper is organized as follows. Section II gives
an overview of the related literature. Section III introduces the
dataset and the feature extraction and representation techniques
used as well as introduce the proposed approach. Section
IV discusses the experiments and evaluation results of the
proposed system. Finally, conclusions are drawn and future
work is discussed in Section V.

II. RELATED WORKS

Research on classifying authors of short text messages
based on their writing styles have been studied previously
after the advent of social media websites like Twitter and
Facebook. Layton et al. [10] carried out one of the earlier
researches on the short text using Twitter data. They proposed
the lazy learning approach using character n-grams. Their
system calculated the most frequent character n-grams after
combining all tweets for a single author and then compared it
to a new data sample using the Simplified Profile Intersection
(SPI) [11] similarity. Later, Schwartz et al. [4] extended the
character n-gram approach when they proposed the supervised
learning model using Support Vector Machines (SVM) [12].
Their system is also trained on the data collected from Twitter
users and features are extracted using character n-grams, word
n-grams, and flexible patterns [13].

Combining deep networks with supervised learning, Rhodes
[14] implemented a model based on convolutional neural
networks (CNN) using word embeddings [7]. They created
word vectors that are trained using the skip-gram approach
before feeding it to CNNs. Although their research was
based on longer texts [15] it formed a basis of the system
implemented by Shrestha et al. [5]. They adopted the similar
CNN architecture but instead of using word vectors their
system is based on the sequence of character n-grams. They
constructed unigrams and bigrams from short text data [4] to
build character embedding before applying CNNs.

Recently, there are several systems that implemented an-
other form of artificial neural networks called Siamese Net-
works [8]. Qian et al. [16] used them to verify the result
of authorship attribution on C50 [3] and Guternberg [15]
datasets. Their model consists of two gated recurrent units
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which take word vectors as inputs that are formed using
50-dimensional Glove [17] embeddings. Subsequently, Parikh
et al. [18] implemented an architecture where they used skip-
gram embeddings of words, character tri-grams and combi-
nations of these two approaches to train their encoder and
learn the embeddings from the data. Later these embeddings
are used for classification using SVM, KNN, their cohort
algorithm which is the binary classification of one author
against each of the other authors, and a dense neural network.
Their word based ensemble model produced the best results
[19]. More recently, Boenninghoff et al. [20] constructed a
hierarchical LSTM based Siamese Networks to compare text
from two authors. They used 300-dimensional Glove [17]
embeddings as the input vector. They evaluated their results
on the dataset used by Halvani et al. [21] and showed that
they outperformed the previous work by 15%.

Most of the earlier works in this area focus on longer
texts and feature extraction techniques like character and
word embeddings. These, as stated earlier, do not work ef-
fectively for short text messages. To this end, we propose
a sub-word embedding technique which alongside Siamese
Networks works better on short text data. We also study other
feature extraction techniques and evaluate them in terms of
their performance as the number of tweets and users change.

III. METHODOLOGY

Here we introduce the dataset [4], the feature extraction
techniques and the neural network architectures used to im-
plement the proposed system.

A. Dataset

The original dataset consists of over 7000 users with each
user having 1000 tweets. In this paper, we randomly selected
users from this dataset. For each tweet in the dataset, we
replaced the word @user with user. We also replaced all the
numbers and the URLs with num and URL, respectively. We
considered punctuation as valid tokens and put space between
them and any other words. Additionally, we removed multiple
spaces and any other special characters. Lastly, we marked the
start of the message with the word ”BEGIN” and the end of the
message with the word ”END”. The features are represented
using word n-grams, character n-grams, flexible patterns and
word embeddings. All these features are combined to form the
input to the model.

B. Word and Character N-grams

N-grams are consecutive sequences of words and characters
in text which can potentially capture repeating phrases shown
to be useful for authorship attribution. We consider word n-
grams of length 2 6 n 6 5 and character n-grams of length
3 6 n 6 4. However, we have not included the n-gram
sequences that are in more than 95% of the messages since
they do not provide uniqueness.

The n-grams are vectorized using term-frequency and in-
verse document frequency (tf-idf) [22] with sub-linear scaling.
The tf-idf score is used to assign a weight to a word in the

tweet based on the number of times it appears in a tweet and
the number of tweets in which it appears. Eq. 1 shows tf-idf
with sublinear scaling.

tf − idft,d = (1 + log tft,d) · log
N

dft
(1)

where tft,d is the number of times term t appears in a tweet
d, N is the total number of tweets, and dft is the number of
tweets in which the term t appears. The maximum number of
features considered after vectorizing with tf-idf are 40,000 for
both character and word n-grams.

C. Flexible Patterns

Flexible patterns tag high frequency words and common
words separately using a threshold which depends on the
vocabulary size. Fig 1 describes the algorithm for generating
the flexible pattern of a tweet. First, the total number of
tokens for a user (author) is calculated along with frequency
of each token. Next, we replaced words whose count is less
than the threshold with a keyword ”CW”. These words are
rare in occurrences and are called Content Words (CW). The
threshold is selected as square root of log of total number
of words in the training dataset vocabulary. For example, the
sentence ”I have a bat” will converted to ”I have a CW” if bat
is the content word. For vectorization, TF-IDF is used.

Data: T = given tweet
C = corpus
V = vocabulary of corpus
Result: Find the flexible pattern for the tweet
freq ← {}
for word in V do

freq[word]← count of word in C
end
thresh← 2 log10 V
flex pattern← []
for word in tweet do

if freq[word] 6 thresh then
flex pattern← flex pattern + ”CW”

else
flex pattern← flex pattern + word

end
flex pattern← flexible pattern for tweet T

Algorithm 1: Pseudo-code for the flexible pattern

D. FastText

We use fastText [23] word embeddings in our models.
FastText models can be trained to create a word embedding by
making use of character level representations. These models
learn a vector representation for a word by learning a rep-
resentation for each of its character n-grams. Therefore, the
overall word embedding is a weighted sum of the embeddings
of these character n-grams. For example, for n=3, the vector
for the word hello would be represented by a sum of trigrams:
< he, hel, ell, llo, lo > where < and > denote the beginning
and end of a word. The word embedding of word V is given
by Eq. 2.

V =
N∑

n=1

w(n)× v(n) (2)



Fig. 1: Siamese network model for compromised tweet learning.
During the training process, pairs with tweets of the same author
are trained with 1 as supervisory signal and pairs of different authors
are trained 0 as supervisory signal. The weights for both branches
are shared to learn a common representation of tweets.

where v(n) is the embedding vector for nth n-gram of a
word and w(n) is the weight for the embedding. We use the
skip-gram architecture when training the fastText embedding.
The skip-gram contains a single hidden layer. The weights
of this network are learnt by giving a word in the middle
of a sentence as input. Then, use the surrounding words
in a specific window size as supervisory signals. The word
embedding from the skip-gram model is weighted using tf-idf
of the word.

E. Models

1) Siamese Networks: Siamese Networks were used for
one-shot image classification by Koch et al. [8]. They used
Siamese Networks which consist of two sub-CNNs with
shared weights. Pairs of images from the same class and also
from different classes were created in equal proportion for a
single batch of training. The image pairs are presented to the
CNNs in the Siamese Network. The structure of the CNN was
a series of convolution and pooling layers. The feature repre-
sentations from the layers are flattened to a one-dimensional
vector. The flattened vector represents the projection of the
image onto a continuous vector space. The distance between
the two vectors is calculated using the Euclidean distance [24].
This distance is fed into a fully connected layer and then
finally, optimized using the cross-entropy loss function. The
results show the network correctly differentiating pairs that are
from the same class and those that are from different classes.

In our approach, we aim to determine if a given tweet is
written by a given user. To this end, a representation of the
user’s style of writing is created by passing all tweets of a
user into a MultiLayer Perceptron (MLP). Subsequently, the
tweet whose author is to be determined is passed on to another
MLP. The euclidean distance between the representation from
both of these MLPs is calculated. During training, this signal
is 1, if it is from the same user; and is 0, if it is from different
users. During testing, we observe the euclidean distance and
categorize it as the same user, if the value is greater than

0.5; and as a different user, if the value is less than 0.5. The
contrastive loss [25] is defined in Eq. 3.

Loss =


1

2
||fi − fj ||2

2 if yij = 1

1

2
∗max(0,m− ||fi − fj ||2

2
) ifyij = 0

(3)

Here, fi and fj are representations of tweets i and j. yij is
a boolean variable which is 1 when both tweets are from the
same user, and 0 when the tweets are from different users.
The contrastive loss requires the distance between embedded
representations of tweets to be larger than a margin, m.

During the training process, we randomly select a user
and 50 tweets of that user from the dataset. Each tweet is
preprocessed by vectorizing with word n-grams, character n-
grams and flexible pattern models. The preprocessed tweets are
concatenated and passed on to the user network. Subsequently,
a random tweet is selected and labeled with 1 (same user) and
0 (different users) signals.

IV. EXPERIMENTS AND RESULTS

The proposed system is trained for 200 epochs with a
patience number of 50. Based on empirical tests, our model
converges well before 200 epochs, so we choose this as the
upper limit. For feature extraction, we combine the word,
character and flexible n-grams in a single stack and consider
this as one input. In comparison to this, we also consider just
the tf-idf weighted word embedding feature set as the input.
The word embeddings have a maximum of 100 dimensions as
we are taking the mean of every word in the dataset.

The training process is divided into two phases. In phase 1,
the total number of users is 50 and the number of tweets ranges
from 10 to 100. This is done to compare the aforementioned
extraction techniques. In phase 2, the total number of tweets
is 100 and the number of users ranges from 10 to 100. This
is done to test whether the performance of the model is
impervious to the number of users. We randomly split 10%
of the dataset for testing and the remaining 90% is used for
training. While training, all the tweets from a particular user
have label 1, if they are combined with the tweets of the same
user and label 0 if they are combined with a randomly selected
tweet from any other user. We keep an equal number of
positive and negative samples to keep the training set balanced.
Although, after every epoch, we include more random samples
to make our network robust [8].

Fig 1 shows the architecture of the Siamese Network
containing two branches of a MLP. The MLP has four fully
connected layers, where three of them have 128 units with
Tanh activation function, while the last layer having 512 units.
We have used dropout layers with rate 0.1 for regularization.
The last layer is a lambda layer which uses output from
both branches as input and calculates the euclidean distance
between the two representations. We pass the combined rep-
resentation of users into the left network and the user tweet
that is tested for compromised detection into the right. We
use contrastive loss with a margin of 1. We use the ADAM
optimizer [26] with a learning rate of 0.001.



model word, char and flex fastText embedding
#tweets mean std dev mean std dev p-value

10 0.57 0.03 0.60 0.04 0.14
20 0.65 0.02 0.70 0.05 0.02
30 0.66 0.02 0.69 0.05 0.06
50 0.66 0.01 0.71 0.03 0.002
100 0.71 0.01 0.73 0.04 0.12

TABLE I: Accuracy for 50 users as the number of tweets changes.

Fig 2 shows the test accuracy as the number of tweets
changes for 50 users using Siamese Networks. We employ
two types of features as input to the Siamese Network. First,
we vectorize the tweets using word n-grams, character n-
grams and flexible patterns. Secondly, we use the fastText
word embedding tweets with a dimension of 100. We trained
both models 10 times and calculated the mean test accuracy
as shown in Fig 2. The mean test accuracy increases as the
number of tweets increases.

A student t-test between test accuracies for word, char and
flexible pattern models with 10 tweets and 20 tweets gives a
p-value of 2.5× e−5. This p-value is less than 0.05, showing
that the we can reject the null hypothesis and data have been
drawn from different distributions. Therefore, the test accuracy
for 20 tweets is greater than 10 tweets. Although, there is no
major difference between the test accuracies of 20, 30 and 50
tweets. However, when we increase the number of tweets to
100, we observe an increase in the mean test accuracy to 71%
(1% std). A student t-test between test accuracies of 50 tweets
and 100 tweets gives p-value of 2.8×e−10, rejecting the null-
hypothesis. This shows that there is a difference between the
test accuracies for 50 and 100 tweets.

Table I shows a comparison between test accuracies for
word, char and flexible pattern model and fastText word
embedding model. The test accuracies are similar for 10,30
and 100 tweets with p-value greater than 0.05. However,
fastText word embedding model performs better with 20 and
50 tweets. The fastText model input has a lower dimension
than the word, char and flexible pattern models.

Fig 3 shows the test accuracy as the number of users (each
trained with 100 tweets) changes using Siamese Networks. We
use the fastText word embedding of tweets with a dimension
of 100 as input to the Siamese Networks. We ran the training
process 10 times and calculated the mean test accuracy as
shown in Table II. The increase in the number of users does
not impact the performance of the Siamese Networks. The
mean test accuracy is similar for 10, 20 and 30 user. The test
accuracies of 50 and 100 users exceed the test accuracy of 30
users. A student t-test between test accuracies with 50 users
and 30 users gives a p-value of 0.001. This p-value is less
than 0.05, showing that we can reject the null-hypothesis and
data have been drawn from different distributions.

V. CONCLUSION AND FUTURE WORKS

We observe that compromised user detection using Siamese
Networks performs well as the number of tweets increases.
The mean test accuracy improves as the number of tweets
increases, Fig. 2. The test accuracy performance does not

Fig. 2: Test accuracy vs the number of tweets.

Fig. 3: Test accuracy vs the number of users (authors)

degrade as the number of users increases as shown in Fig.
3. We also perform a comparison between the fastText word
embedding model and the model that used word, char and
flex n-grams as the feature representations, Table I. The test
accuracies are similar across both models except for the
fastText model, which has a lower dimensional input resulting
in a lower computational cost.

For future work, we plan to use auto-encoder models
to create another latent representation of the tweets before
passing them as input to a Siamese Neural Network.
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