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1. Client Hello = {Version, SessionID, Cipher Suite, Random, Etc}

2. Server Hello = {Version, SessionID, Cipher Suite, Random, Etc}

3. Server Certificate

4. Server Key Exchange

5. Client Certificate Request

6. Server Hello Done

7. Client Certificate

8. Client Key Exchange = EKUS[Premaster Secret ]

9. Certificate Verity

10. Change Cipher Spec / Finished

11. Change Cipher Spec / Finished

Propose Acceptable Cipher Suites

Choose Cipher Suite and 
Prepare Key Exchange Parameters

Acquire Client Public Key
Verify Parameters, and 

Prepare Own Key Exchange 
and Verification Parameters

Acquire Server Public Key(KUS)

Generate Master Secret
Generate Key Block

Generate MAC Keys, 
Session Keys, IVs Generate Master Secret

Generate Key Block
Generate  MAC Keys,  

Session Keys, IVs

Client Server

12. Secure Communication
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3. Client Key Exchange = EKUS[Premaster Secret]

4. Change Cipher Spec / Finished

5. Change Cipher Spec / Finished

Regenerate Master Secret
Regenerate Key Block

Regenerate Master Secret
Regenerate Key Block

Client Server

1. Secure Communication

Regenerate Premaster Secret

.

.

.

.

Data Frame Loss

t∆

2. Request Premaster Secret for Session Resume

6.  Secure Communication Restart

d∆
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5. Change Cipher Spec / Finished

Regenerate Key Block

Regenerate Key Block

Client Server

1. Secure Communication
.
.
.
.

Data Frame Loss

t∆

2. Request Premaster Secret for Session Resume

7.  Secure Communication Restart

d∆

3. Client Hello = {Version, SessionID, Cipher Suite, Random, Etc}

4. Server Hello = {Version, SessionID, Cipher Suite, Random, Etc}

6. Change Cipher Spec / Finished

Regenerate Random

Regenerate Random

�	
� 
� "����������� *����	��  �� ��	
�� ������� ���
!� 
���� �����! ���
�

'��
���� ��
 �
��
� �
��� ��
 @����
� �
��
�
 �� ��
 ���
��# ��
 �
��
� �
�
�&

�
� 
 �
� 	
� %���	� �
������� �� �
� �
����� 	
�� 
�� �
� 3;�� 
�� ��
� �� 
���
�
��� ��
 @����
� �
��
�
 �� ��
 ���
��# �$�
� �
����� �
���
 ���
 �� ����� ��
'��# *� �
���
 ��������
���� �� �
�����
�
�#

� ������
� �
���
 ������	���	�� �
���
 ��������

 �	�� �! �����

��� �������� 	�� �����
�� 
����� 
�

��� ��
��� �
��� �� �����

�� ��
����
 ��
 ���%�
�� ���
�
�� �� ����
�����
� �
���
 ��������
���� �
&
���
 ��������� 
�� �� �
�����
�
 �
���
 ��������
���� ���� $
��
� ��
� ��
�

����� �
 ������
 
 �
�� 
Æ��
��� 
�� �
���
 ��������
���� �
���
 ��������
��
� ��
� 
� 3; ����� �
��
#

'��# + ����� ��
 ������
� �
���
 ��������
���� �
���
 ��������� �� �����

 ����� �
��
 �$ 3; �� �
�� �� �
�
�
�
 ��
 �
� 3;� �� 

�� �
���
 �
�����# �$�
�
�

��(��� ��
 �
�
 $�
�
 ����� ��
 �
��
� �
?�
��� 
 �
� ����� �
��
 �$ 3; $��
�
����� �
���
# ��
 ���
�� �
��� 
 �
� ����� �
��
 3; 
�� �
�
�
�
� �
� 3;�
����� ��
 ����� �
��
# ��
� ��� ��
 ����� �
��
 �� ��
� �� �
�
�
�
 �
� �
��
�

����
����� �
�
��
��� ����� �

�� ��
� 

�� �
���
 ����
����� ��
��� �� ����
��G
�
�� 3;�# ��
�
$��
� 
 �
���
� �
����� ���� ��
 ��
 �
�
 �
����� 	
�� 
� ��

��
����� �
�����# 7��
 ��
�� 
������� ��
 �
�
 �
����� 	
�� 
�
 ��
�� �
� 3;�

�
 ��
� �� ��
 �
���
 ��������
���� �
���
# ��
 ���
�� �
��� ��
 ��
��
 ����
�
��
� 
�� @����
� �
��
�
 �� ��
 �
��
�# ��
 �
��
� �
�
�
�
� �
� 3;� ����� ��

�
�
��
� ����� �
��
� 
�� ��
� �
��� ��
 ��
��
 ����
� ��
� 
�� @����
� �
��
�




3. IV Count Value = EKUS[Count Value of IV ]

4. Change Cipher Spec / Finished

5. Change Cipher Spec / Finished

Regenerate IV

Regenerate IV

Client Server

1. Secure Communication

Generate Count Value of  IV

.

.

.

.

Data Frame Loss

t∆

2. Request Count Value of IV for Session Resume

6.  Secure Communication Restart

d∆
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