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Abstract. Enterprise Rights Management (ER8stems aim to protect dissem-
inated data even after it has been sent to remote locatixistirig) systems are
based on common components, have similar functionalitielsaiten have two
shortcomings: a centralised architecture and a lack ofeonfor the trust and
privacy of data recipients. To access the data, recipientst present their cre-
dentials to a policy evaluation authority, which they canctmose and may not
trust. Furthermore, recipients may be unable to accessataeifdtheir connec-
tion is intermittent or if they are off-line. To address tadsnitations, we pro-
posePAES: a Policy-based Authority Evaluation Schemhbich combines data
protection with a distributed policy evaluation protocthe result allows us to
implement the sticky policies paradigm in combination withst management
techniques. This permits distributing policy evaluatiaeioa flexible set of au-
thorities, simultaneously increasing the resilience dicgeenforcement.

1 Introduction

Organisations and individuals gather and exchange datalaifyebasis to conduct their
business and their life. Information about customers,sysmilaborators and competi-
tors is gathered and stored; new data is produced througihdsssactivities or received
from third parties. This data is often exchanged with chearid collaborators and needs
to be adequately protected even after it has been delivertbein.

This problem has been gaining increasing attention in tgaars. Controlling data
usage after dissemination to remote parties is a challemgehwinderpins Enterprise
Data Sharing, Privacy and Digital Rights Management (DRB&th academia and in-
dustry have proposed several approaches to the problerohughoften referred to in
industry a€Enterprise Rights ManagemefRM). Although these approaches vary on
aspects such as policy/rights deployment and data protectechanisms, common de-
sign principles and functionalities can be identified. f-idsita is associated with access
rights (or usage control policies) and cryptographicatiytected before distribution to
recipients. Then, a centrmlisted authority (TA)often the originator himself, responds
to access requests, evaluates recipients’ rights andsiiseelecryption keys. A trusted
component running on the recipient devices that we willredeas thevirtual machine
(VM), ensures that rights are locally enforced. Specific arctites differ in their man-
agement of user authentication, policy and rights rettjemadit of user actions and
other tasks [4,16-18, 23].

Although used in many ERM products and in research, thisiteicthire has several
limitations. First, the set of TAs is statically and expligidefined. Changes in this set,



such as adding a new TA or removing an existing one, requfieidg new agreements,
establishing new trust relationships and implementingitireterms of key exchanges,
trust records etc. A second issue concerns the availabflitye TA: if recipients cannot

contact the specified TA, they cannot access the data recdtethermore, current
protocols assume that recipients are willing to preserit thedentials to the authority
designated by the data originator even when credentials bbmagonfidential. A last

issue arises in particular in organisational environmevritsre partners do not know
the internal structure of the organisation with whom thegriact. In such situations,
it is difficult for the originator to specify access rules édson internal roles or to

specify which entities in the partner organisation aretketito issue or verify specific

credentials. Instead, recipients are typically bettecgdato choose which authority
could better evaluate their credentials amongst a scopecgiptablauthorities defined

by the originator.

To address these issues we propo$licy-based Authority Evaluation Scheme
(PAES) Its design is motivated by the idea that authority to ev@ymlicies can be
granted by other policies associated with them in the santnaraas access to data
is granted by policies associated with the data. Thereforagdition to specifying the
criteria recipients must meet to access the data, PAES alsoits data originators to
specify the criteria that authorities must meet to be taiteevaluate policies. The set
of TAs is therefore a dynamic set defined by characterisatiahthis confers increased
flexibility in finding authorities mutually trusted by botlath originators and recipients.

In PAES any entity that satisfies the originator’s requirateean act as a policy
evaluation authority. The same principle can be generiliseattribute and identity
certification. In PKI infrastructures, authorities certthe association of an identity
(or attribute) to a public key. Users trust certificates ésbbyy authorities but author-
ities issue certificates according to their own policies prattices. Thus certificates
from different authorities have different meanings andyirag confidence in the asso-
ciations they certify. In PAES, authorities are only traste evaluate the policies they
receive and are designated by other policies. Therefotbpdty hierarchies can be
built according to the user’s policies and the certificasssiéd carry both the authority
signature and references to the policies they are basedemipiBnts of a certificate
can thus verify whether an authority is part of a specificdrieny but also whether the
policy used by the authority satisfies their requirementss Ts possible in so-called
policy-based PKIs [13], but the policies included in cectties are still decided by the
authorities, not the users.

In this paper, we aim to describe design principles that ead ko more flexible
data dissemination control and address the issues distabsee. Therefore, we first
present PAES as a general approach before proposing amm@ipiation. The rest of
the article is organised as follows: related work is preseim Section 2 whilst Section
3 describes an application scenario providing a contexttferexamples; Section 4
gives a general overview of our approach while Section 5ritess the protocol and
the data protection mechanism we propose to implement P&ES&ion 6 introduces a
possible policy language to represent PAES policy chaingereral discussion on the
proposed solutions is given in Section 7. Finally, con@uosiare drawn in Section 8,
which also briefly discusses future work.



2 Related Work

Park et al. [18] proposed guidelines for ERM architectursigie whose central con-
cepts are theirtual machine (VM)control setandcontrol center Virtual machines are
software components running on the recipient’s devicesti@bsets are lists of usage
policies or rights the VM enforces. Control centers are lsinto what we previously
called TAs. Most existing solutions comprise these comptsend vary on the config-
uration, responsibilities of these components and thgitémentation in software or in
hardware.

Most ERM products, such as the Authentica [4], Liquid Ma&sii2] or Microsoft
RMS (Rights Management System) [16] originate in industt$.RMS is perhaps rep-
resentative of their design. Its architecture is centedliand based on the deployment
of publishing servers that broadly correspond to TAs antlifsae encryption keys to
users authorised to disseminate data and decryption kaysets authorised to access
it. Before disseminating data, usqysblishit on a publishing server. The server then
creates gublishing licencehat contains an Access Control List for the data, a refer-
ence to the publishing server and the key used to encryptdtee (drotected for the
server itself). The user can freely distribute the licercceetipients that use it to con-
tact the publishing server and obtain the access rights eeryption keys protected for
each recipient in ase licenceOther systems differ mainly in the expressiveness of the
authorisation policies, the authentication mechanisnmgeyed, the policy deployment
methods and the techniques used to store credentials.

Different research proposals have also been made. Yu e24]l.presented the
Display-Only File Server (DOFSyhere data processing is performed on remote trusted
servers and clients only receive snapshots, i.e. pargalvof the actual data. The prin-
ciple behind this design is that the actual data never leinesusted server. However,
the solution presents similar shortcomings to existingesys as snapshots are only a
subset of the original data with different formatting.

More recently, several studies have focused on trusted etngn(TC) [22, 10] and
its applicability to ERM systems. Sandhu et al. [20] definéalaily of Policy, Enforce-
ment and Implementation (PEI) frameworks. TC is used totheatlecryption keys for
the data into trusted VMs. VMs are then trusted to correatithanticate recipients
and to not disclose the keys. The authors later extended tpoged models allowing
user-based access control policies and describing a speggfiementation [21].

Casassa Mont introduced the use of sticky policies and ottityeBased Encryption
(IBE) [7][19] to transform policies into encryption keyséhind them to the encrypted
data [17]. Decryption keys can then be issued only by a spelifj chosen at encryp-
tion time, if the policies are satisfied. This approach asdite data publication phase
as all users know the TA's public parameters and can encryptistribute data. The
Attribute-Based Encryption (ABE) scheme [8] [11] can be sidered an evolution of
IBE use, where decryption keys are generated through adgitials combination that
satisfies the policy. With respect to IBE, ABE avoids coritaxt TA for policy evalu-
ation and key issuing, i.e. it enables off-line data access.

In contrast to the work described above, our approach airappty in ERM con-
cepts derived from trust management frameworks such asRK&'SDSI [9], the RT
[15] family of languages and SecPAL [6] [5]. More specifigalle use the principle



that authority over a decision (e.g. an attribute assigrtwam be delegated to entities
satisfying specific criteria. However, when used in the ernbf ERM, the systems
mentioned above have a number of shortcomings. First, #vaiuation model relies
on a central evaluator to which all the credentials must lesqted. This extends the
problem of credential confidentiality to all the entitiedlire chain. Second, the policies
used for attribute assignment are not decided by the otigiveho thus loses control
over the delegation sequence. In contrast, in PAES: i)iestére only delegated the
right to evaluate pre-defined policies, ii) authority ovegpdicy evaluation cannot be
further delegated, iii) authority is granted by the positevaluation of another policy
itself evaluated by an authorised entity. Intuitivelystiecursive process generates an
evaluation/authority chain similar to those introducedibyst Management systems.

3 Application Scenario

We consider two fictional organisations, the Sacred Heaspltal (SHH) and the Med-
ical Research Centre (MRC), co-operating to develop a neyg.diRC develops new
drug formulations while SHH runs trials with patients andde back the results. The
process is iterative so trial results affect new drug fomatiohs and information is ex-
changed between the two partners at each iteration. MRCsrteeatcess the records
of patients involved in the trial to assess their responsealso to review symptoms,
side-effects and potential interference with other medédioa. SHH needs access to
drug formulations to evaluate potential effects on thequas’ health. Both SHH and
MRC manage confidential data. SHH manages medical recoxgsiged by legislation
such as HIPAA in US. MRC could abuse access to these recondffuence the trials’
outcomes or to advertise other drugs. On the other hand, B1B&a on drug formula-
tions and their effects on patients is commercially seresitin this context, successes
represent a competitive advantage while failures and ivegsitle-effects are a source
of embarrassment. Therefore both confidentiality and nitiegf the data must be pro-
tected regardless of the administrative domain in whichdéte resides.

~ MRC " SHH
~“Med info dpt. Med affairs dpt.
Commercial dpt R&D dpt ‘ |
/ == " Data & privacy officer Neurology
( Drugs ‘I'estling Machinery o \
\ Human testing £ >< DoctorsNurses Patients I

\ A
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Case Histories .

Fig. 1. Cooperative Scenario Example.



Figure 1 shows a particular interaction in this scenariontpatients’ case histo-
ries are distributed to personnel working on the projecpdrticular we consider SHH
(and its doctors) as the data originators and MRC biochsmaistthe data recipients.
Existing ERM frameworks (see Section 2) would typicallydebiochemists to present
their credentials to a precise TA in SHH (e.g., the data jptate officer) to obtain
access rights to the data. This is not suitable for two remdainst, the SHH data pro-
tection officer must authenticate data recipients ensuhiai role and participation in
the project. For this, it should have knowledge of MRC stafbbMRC authorities on
this matter. Second, biochemists must agree to send tlegientials (e.g. including on
all their skills and competencies) to the data protectidicefin SHH that they may not
trust with their personal information. Even if the effectaé&dential disclosure could
be mitigated through the use of trust management systemssdhution in not viable
in our scenario because of the many shortcomings alreadyided in Section 2. For
example, a trust management policy may specify that whaswersted as a biochemist
by MRC, should have access to the patient case file. The pati@rever has no control
or knowledge of the criteria MRC uses in its trust decisiddBC might delegate them
to a third entity (e.g. an employment agency for scientiSEA) the patient neither
knows nor trusts. When a biochemist, Alice, receives tha tHat credentials as a bio-
chemist are certified by SEA, which is trusted by MRC, but timeyst still be presented
to an authority in SHH for evaluation. This violates not oAllce’s privacy, but also
reveals the business relationship between SEA and MRC. &M systems such as
MS RMS may allow SHH to define a TA internal to MRC. Howeverstioes not mean
that biochemists necessarily trust this TA with their paeedanformation. In fact, they
may even not trust TAs defined by MRC itself. Moreover, croggnisational trust re-
lationships must be set up statically. In case of intermitte absent connectivity, or
unavailability of the designated TA, biochemists cannaess the data.

PAES aims to allow MRC biochemists to be authenticated thincany chain of
authorities whose root is directly trusted by the data a&gpr and to choose any entity
they trust to evaluate them, provided that it meets somdfggekcriteria. We present a
more detailed example in Section 4.

4 The Policy Authority Evaluation Scheme

An access (or usage) control policefines a set of criteria that must be satisfied to
perform a specific action. Policies expressed and enforgezkisting languages and
control systems [1, 3, 12, 14] mostly convey this meaningr&fore, each policy com-
prises a target object, an action and a set of access corglitiad can be defined as:

Definition 1. A policy p is atuple (t,a,c) where tis a protected target chja is an op-
eration that can be executed on the object and ¢ denotes &s@tbditions constraining
the operation execution.

Let Rp be the set of entities satisfying poligy i.e. that can perform actioa on
objectt. Note that the set changes continuously as the conditioascem be either
satisfied or not at different moments in time.



Definition 2. An Evaluation Authority EA for policy p is an entity trustedavaluate
and enforce p.

An evaluation authority can be explicitly defined if the pylivriter directly knows
and trusts it, or can be defined by characterization if theepalriter only knows which
characteristics an entity must present to be trusted O, be the set of directly
trusted evaluation authorities for a polipyandE A, contain the set of directly trusted
authorities and those defined by characterization. In thedong we will use the terms
eaandTAinterchangeably. PAES’ basic idea can be easily conveyedibpting defi-
nition 2 to definition 1:

Definition 3. Let p and p be two policies such thatjp= (pi,eval c), where eval
represents the policy evaluation action. Let ea be an eatiting in the system where
pi and p are defined. Then eaEA, <> eac DEA; Veac Ry,.

The above definitions allow us to introduce the new concepbé€y chain

Definition 4. A policy chainis a sequence of n policiesp ... — pn such that/p;|i =
2...n:pi=(pi_1,evalc).

Thus each policy; (i > 2) is anauthority policythat specifies the requirements an
entity must satisfy to be considered an evaluation authéwit policy p;_; and p; is
theaccess control policfor the data. Policypy, i.e. the last policy in the set, is always
evaluated by an authority directly trusted by the policyteri(i.e. EA,, = DEA,,).
Figure 2 illustrates the general format of a policy chain #recorresponding sets of
evaluation authorities.

Access-authorized Entities (Rp1)

Policy pz

A L <eesse. DEARN/EADN
Policy p3 tf_\

Fig. 2. Policy-defined groups of authorities.

According to these definitions, an entiys an evaluation authority that can vouch
for the satisfaction of policy; by other entities (i.ee € EAy) , if (i) it satisfies pi1
evaluated by an evaluation authorég; < EA,_,, or (ii) the policy writer directly en-
titled it, i.e.e c DEA,.



When applying policy chains to existing rights managemgstesns the set of au-
thorities is no longer static but automatically changesmégities no longer satisfy the
specified requirements or when new ones that do appear. (¢sergaluation authori-
ties) that must be evaluated against a policy can choosetthsted evaluator among
those satisfying the higher level policy and those beindieXly listed by the policy
writer. They can for example choose the authority they ttinstmost with their con-
fidential credentials. Moreover, evaluation chains canuik bver different paths (i.e.
with different authorities). If an authority goes offline cannot be reached it can be
easily replaced by another one satisfying the same reqaimesnThis partly solves net-
work problems, even if it still does not allow recipients ticass the disseminated data
if their devices are offline or cannot reach any authority.

With respect to trust management schemes such as TPL ordXfust relationship
linking the policy writer to the data recipient still exidtsit in a restricted form. Data
originators decide upon the policies composing the chais #ffectively controlling
the delegation. For example, TPL allows specifying theteédi€redentials but not the
criteria according to which credentials are issued and apart from the policy writer
himself) can evaluate if the criteria are met. We discuser#iilvantages of PAES in
the next section where we also present a possible impletantd the scheme.

Figure 3 shows an example chain from the scenario describ&edtion 3. Each
level specifies the entities authorised to evaluate thaequieyolicy, either as an explicit
list, a higher-level policy, or both. The figure shows a polesEHH corporate policy
governing access to patients’ records specifying that b biochemists specialised
in stem cells research can access them. SHH lets each pagiet with the policy and
choose a set of entities he trusts to evaluate it. The pat@mmgidered in the example
chooses Bob, one of his closest friends, to determine whetl@ients satisfy the re-
quirement. If Bob is a journalist most researchers wouldwmant him to know they
work on such a delicate research area. However, the pokoyadlows biochemists to
be evaluated by any research facility working on stem celégarch ranked by US-
News as one of the best hospitals. Evaluation of whetherearels facility satisfies
this policy is left to SHH. SHH and the research facility maymever be competitors,
and the facility may not trust SHH to know what kind of reségpcojects it is carrying
out. Therefore the policy also allows research facilitedé evaluated by any pub-
licly recognised organisation giving grants for medicae@rch. Whether a company
or organisation satisfies this requirement is directlytiefterify to the European Union
Research Commission (EURC). Note that SHH and patients efimedauthorities ac-
cording to their liking and that they do not need to know inailstthe structures of the
organisations involved but only sufficiently to state theiquirements.

In the following section we describe a possible impleméniedf a data protection
mechanism and protocol based on PAES that permits the éalwsnd enforcing of
policy chains.

5 A Possible Implementation

To implement the principles described above we proposee thinase protocol com-
prising: (i) the policy chain definition, (ii) the data pret®n and (iii) the policy chain
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Fig. 3. Policy chain example.

evaluation. The first two phases concern protecting thauresdrom being accessed by
non-authorised subjects. The third phase concerns polaiyation and enforcement
after the data has been received by recipients. The prootdknded to be integrated
with existing ERM systems.

Before describing the various phases, we introduce the Inasations and defini-
tions necessary to formalise the protocol. Let fex, . .., e} be the entities exchanging
and accessing data and/or evaluating policies. Le{Bi5. .., pp} be the set of all pos-
sible policies. A policy evaluationis a boolean funct®rl: E x E x P— {true, false}
such thakeval(e, em, pi) denotes thagy, satisfies (or does not satisfy) the conditions im-
posed byp; according to the evaluation made &y

K denotes a symmetric encryption key afidl} the dateD encrypted withk. PKe
andPK; ! denote the private and the public key of an entity E, andID. €s public
key identity certificate (as in any PKI).

5.1 Policy Chain Definition Phase

At first, the data originator specifies a chain of poligies— ... — pp as defined in Sec-
tion 4 and an ordered list of sets of entitigBEA,, ,...,DEAy, } such that each entity
ea; € DEA, is directly trusted to evaluatg. The specified policy chain is combined
with the list to obtain a set of seveablicy levelsl, ..., n (with n > 1) where each level

i defines a paifp;, DEAy,).

5.2 Data protection Phase

In the data protection phasthe data originator generates a symmetric kefpr each
specified level except leveh (the root of the chain is always a set of directly trusted
evaluation authorities whose public keys are known by thgirtator) and a further
key kg. Using these keys the dafais encrypted as described below. The result of the
protection phase is a concatenation of message ipgrtsy, . .., m, where:

— My = {D}ie;



— m = pi[DEA [{infoi }i {infoi}prey, |- [{inf0i bpiey, » Where d is the cardinality
of DEAy,, info, = (H(pi),ki—1) for 1 <i <n.H(pi) denotes a secure hash function
applied to policyp;;

— Mn = pn[DEAp, [{infon}tpkes, |- [{infontpres ,-

For simplicity we used thBE A, to represent the sets of directly trusted authorities.
In the actual implementation (see algorithm 1) for eachtgrte DE A, we include the
certificatel D¢ in messagen; (although for the purpose of the protocol, it would be suf-
ficient to represent each entity with a public key and a URML}hk data package shown
above, the first symmetric level kéy is used to protect the data while each subsequent
keyk; is used to protedt;_; (k,_1 is only protected with the public keys of the directly
trusted evaluation authorities at level n). A copy of eaaghsetric level keyk; 1 is also
protected with the public keys of the directly trusted ewadilon authorities fop;. There-
fore, to obtain the data protection kiyeach entity at levalmust be authorised by an
authorityea_ 1. At the root of the chain there is a directly trusted evahmtuthority.
Hashes of policies are included at each level to ensureypuwitegrity. Algorithm 1
describes the procedure to protect data according to a dgdvlesy chain.

Input: Data D to be protected with an n-policy chain
Mo = {D}, ;
for i=1...n-1do
infoi = (H(pi), ki—1);
m = pi{infoi}by;
foreacheaj € DEA do
| m=m [{infoi}pi, [IDea;:
end
end
infon = (H(pn). kn-1);
Mn =My [ Pn;
foreachea,j € EA, do
| My =My |{il’lf0n}p}<eEhj “Deaﬂ;
end
Output: mg ...m; ... My

Algorithm 1 : Data protection algorithm

The output of the data protection phase for the SHH patieat'srd in our example
would then be:

mo {Recordy |
my p1(MRC biochemist working on stem cellsH (p1),ko}tk, | {H(P1),Ko}PKss | IDBob

mp p2(Stem cells facility with USnews rank 10) | {H(p2), K1}k, {H(P2), K1} PKgn | IDSHH
mg p3(Recognised org. granting fundsjH (p3), k2 }pkeure | IDEURC

5.3 Policy Chain Evaluation Phase

Thepolicy chain evaluatiolis a recursive procedure comprising an initial forward pro-
cess policy evaluatiopand a final backward procedeef disclosurg The policy evalu-
ation finds a chain of entities satisfying the policies atdatel. The initiator is the data



10

recipientey that receives the data with the messaggan;, ..., m, and tries to access
D. To do so it first looks for an entitga;j € DEA, he trusts and that grants him access
underp;. If the search succeeds sendsm to eay; (in practice: ﬁelds{infoi}pK%‘h for
different authoritiest{ # j) are no longer useful and removed). The evaluation author-
ity eayj can then decrypt and retukg with which ey can access D. Otherwisg, can
choose any entitg; € E he trusts and that grants him access unpdeTheney removes
messageny and sends the rest of the messages tdo returnky, e; must first access
ki and therefore iterates the process (i.e. it looks for artyetftat positively evaluates

it underpy). The sequence of evaluations terminates whenever ayy eafitc DE A,
returns a positive evaluation. To summarise, the forwangiton process finds a chain
of entitiesey, ..., ey (if it exists) s.t. : (i) 1< h < n, (i) eval(e 1,6, pir1) = true, (iii)

g trustsg 1 V0 <i < h,and (iv)e, € DEA,.

In the key disclosure process each engtywherei # n) satisfyingp;. 1 is added
to the set of evaluation authoriti€4 for policy p; as it satisfied the criteria to be
authorised to evaluatp, (i.e. piy+1). This is done by allowing each entity to get the
symmetric level key necessary to disclose the informatiathe preceding level (i.e.
ki_1). This process is initiated by the last entity in the chajnEntity e, can directly
access the informatioim fop = H(pp), kn_1 encrypted with its public key. It can then
sendk,_1 to entitye,_1 that will disclosek;,_» iterating the process. Each entiyin the
chain sends to entitg_1 the keyk;_1 to decrypt the informatiomfo;_; until infog,
i.e. the data, is decrypted. Note that at each backwarditierthe hash of each policy
pi is checked.

Organisation granting funds for medical research Policy2 positive evaluation

Cut Data + organ.’s Cut Data + facility’s

credentials (7= F;—.-.Il:redenﬁals K1 3 2

» Research facility

working on stem » Policyl positive
me“s ranked by J.m evaluation

EURC

—

_ - ,'_-'.,:l USNews Policy3 _posit‘ive - A
) < : 3%; " Cut Data + recipient’s evalyanon *--.7'\"‘2%: ; o
'ﬁ* Hes credentials [
MRC Biochemist Case History Access
Figure {a) spec. in stem cells Figure (b)

Fig. 4. Policy evaluation recursion.

Figure 4 shows the execution of the two phases in our exampkerecipient of a
patient’s record removeasy and sends the data, along with his credentials (certifying
that he is a biochemist working for MRC and specialised imstells) to a research
facility. Since policies are public (see Section 7 for matign), he should look for a
facility running a project on stem cells and ranked by USNeagsspecified in the re-
quirements. We call this entitgy. e; verifies that the recipient is a MRC biochemist
specialised in stem cells, removes messagand sends the data, along with its cre-
dentials, to an organisation that funds research projd@sall this entitye,. e, verifies
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thate; is a facility working on stem cells and ranked by USNews, reesanessageyn
and sends the data, along with its credentials, to the Earopeion Research Commis-
sion (e3). The EURC can directly acceb$ps) andk, and verify thate, is a company
whose research grants are publicly recognised. This cdaslthe forward process.

During the backward procegs send; to e;, who can now access and verify the
integrity of p,. If the policy was not tampered with it can sekdback toe; that can
now access and verify the integrity pf. If the policy was not tampered with it can
sendkg back to the data recipient that can now access the document.

Each entity trusts the one at the next level to see its crealeand to correctly verify
if it satisfies the requirements specified in the policy. Ttuswvever is not transitive
since it is strictly related to the evaluation of a policy ehinvolves only two nodes.
Credentials sent from an entity to an authority to be evelliatre in fact not further
disseminated and confidential information is accessedmnbuthorities trusted to do
so. Finally, since at each step a part of the data packagenisvesl, entities at each
level can only access the information they have been aws#bifior. With respect to
trust management systems, recipients no longer need tergatdentials from every
entity involved in the chain. At each step two different 8as (evaluator and evaluated
entity) perform a part of the protocol and evaluate part efiblicy chain. At the end,
the data recipient only has to present his own credentialse¢a@hosen authority and
does not worry about the other entities being part of therchai

6 A Policy Language for Policy Chains

We propose a language that can be used to express policyschairto combine basic
policies in a form that can be interpreted during the PAE& gabtection phase. Chains
expressed in this language convey the same semantic feiggodnd policy chains as
that described in Section 4 but in a more readable syntalioAfih the syntax is loosely
based on the SecPAL language, the evaluation is perfornmemiding to the protocol
described in the previous section. A PAES policy chain i<Higel as a sequence of
policies, where each policy is the combination gfexmissiorand apolicy statement

Subjectsayspermissionf policy statement
A permission represents the assignment of a right to a stihjte formsubject can
do actionwhile apolicy statementepresents the corresponding conditions. Note that
the policy-chain language is agnostic to the syntax usegéciy policy statements.
Any usage control policy language could be used providetawauation authorities
can interpret it. We express the authorisation to accessagat
PolicyWritersaysx canaccess datt Py (x,data)

whereP;(x,data) is a policy that grantg access to the data. Authority policies are
expressed as:

PolicyWritersaysy cansayPi (x,data) if Px(y,Py)
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whereP;(y, P1) is a policy that grantg the right to verify ifx satisfies policyP;. In
contrast with SecPAL, note that delegated evaluationsigahnot be delegated further.
A policy chain can be simply represented as:

PolicyWritersaysx can access datd P;(x, data),
PolicyWritersaysx can sayPy (y,data) if P>(x,Py), PolicyWritersaysea; cansay k(y,data)..
PolicyWritersaysx cansayP,(y, P1) if P3(x,P,), PolicyWritersaysea; cansay B(y,P)..

PolicyWritersaysea, j cansayPa(y,Pr—1)..

where the termgay;...ea,j are used to indicate the evaluation authorities directly
trusted by the policy writer. Using a hypothetical languBmygolicy statements, we can
now represent the policy chain and set of directly trustedaities for our example as:

SHH saysx can access case-history

if (x.role = Biochemist AND x.org = MRC AND x.spec = stem-cel|ls)
SHH saysBob can say (y.role = Biochemist AND y.org = MRC AND y.spec = stemigsgl
SHH saysx cansay (y.role = Biochemist AND y.org = MRC AND y.spec = stemigkl

if (x.facility = Research AND x.activity = stem-cells AND x.&wsrank< 10),
SHH saysSHH can say (y.facility = Research AND y.activity = stem-cells ANDWYSNews
rank < 10),
SHH saysx can say (y.facility = Research AND y.activity = stem-cells ANDWYSNewsran
< 10)if (x.role = PublicResFunder),
SHH saysEURCcan say (y.role = PublicResFunder)

A~

Note that the example does not specify which entities mgskishe required cre-
dentials (e.g. the public recognition as research fundieigiesued by the United Na-
tions Institute for Training and Research, UNITAR, or USNesigning a rank certifi-
cate). This is typically addressed in the language adojptepdlicy statements.

7 Discussion

PAES represents a generalisation of the traditional ERMogr. The originator (or
an authority he trusts) could in fact be included as firstadiygrusted authority in the
chain or second for collaboration between two domains (teedne being the authority
in the partner domain), thus implementing the traditiorRMEprotocol.

Limitations. A limitation of PAES is that when one of the policies is evaadineg-
atively, the entity under evaluation must choose a diffeesaluator or return back to
the previous entity a negative response. This also happeanstiusted evaluators can
be found. Therefore, a policy chain evaluation may returegative result even if the
entity under evaluation actually satisfies the specifiedireqents. The flexibility that
PAES offers to receive a negative response and try a differetuation authority also
raises a scalability issue. tfentities are required to evaluate a policy at each level of a
chain spanningjlevels, in the worst case the number of messages exchanged b&
O(n'). However, we must consider that: i) an evaluation chain easHwrter than the
corresponding policy chain (e.qg. if the chosen evaluatigthearity is directly trusted
by the policy writer), i) policy recipients can filter outetentities they do not trust or
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that do not probably satisfy the chain requirements, iiiligyochains for most appli-
cation scenarios are very short. Note that PAES allows tiggnaitor to specify his/her
own policies for ascertaining his/her trust at each levehiing the policy specifica-
tion to the data originator places a burden on him/her, bytractice many users are
likely to use similar policies. Furthermore, as our exangblews, corporate or regula-
tory policies can be directly used while the originator cammy integrate them with
"shortcuts”, i.e. with the specification of authorities hests to perform the evaluations.

Although the PAES approach offers greater flexibility, da@ipients are still lim-
ited in their choice of evaluation authorities to those atakle to the originator as
defined in the policies. A negotiation process between datipients and originators
could offer more flexibility but would not be feasible in a dalissemination envi-
ronment where users may not know each other and may be onluli#exent times.
Moreover, this may require the data to be repackaged for eagbtiating recipient
and would result in a set of disseminated packages contgiinensame information but
being controlled by different rules.

Possible Attacks PAES aims to protect the confidentiality of disseminated that
remains prone to an attack that does not affect data conitdignbut the system avail-
ability, i.e. a denial-of-service attack (DOS). PAES piglicare attached to the data as
clear text so that they can be evaluated before the datatisosére upper level. This is
done to avoid the construction of a chain that may fail in taeliward process. Only
policies’ hashes are protected to verify policy integritya policy is corrupted then its
chain can be destroyed (as well as its copies already diesg¢adi) and the resource
consumption would correspond only to the cost of an evalnathain construction.
No protected information would be disclosed to non-aueatientities. However, an
attacker may disseminate many tampered policy chains ingtweork, thus causing the
consumption of a large amount of resources (an evaluatiaim chust be constructed to
discover every tampered package). The best solution tgat@iDOS attacks is that of
identifying the packages’ sources. This can be done for pl@by having data origi-
nators sign all the policies in the chain. Therefore autlesricould verify the signature
before executing the protocol and, if the policies have aerpered with, they could
simply include the originator’s key in a blacklist or revtica list.

Applicability. PAES may have different applications. Our work was motiddig
ERM systems where our solution allows data originators fomdavho can access the
data before the dissemination, without necessarily kngwhe result of the successive
access attempts and the set of possible recipients. Howtbeesame protocol could
also be used for data dissemination in Peer-To-Peer and@dédiworks. Every peer
could define the requirements recipients must satisfy tesscthe data and how the
satisfaction of these requirements must be evaluated ley titisted peers. In this sense,
a particular application of the protocol could be represérity data exchange through
e-mails. In this case PGP (Pretty Good Privacy) keys coulase€.

An other interesting application is that of privacy protent Consider a user ac-
cessing a remote service that requires a form to be filled ghprivate information.
Assuming the company issuing the service is willing to pdevsuch protection (e.g. to
attract more clients) it could let the user define his owngxtion policies for the data
inserted in the form and protect it before it is sent to theeerThis would allow him
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to specify that data can be accessed only under the natemalations as evaluated by
a known and trusted independent authority.

8 Conclusions and Future Work

The fact that different organisations can work on joint pot$¢ does not imply that the
single individuals and entities of each party directly treach other. The same can be
said for entities working for the same organisation. ERgtERM systems and more
generally policy evaluation mechanisms assume insteaexiseence of such trust re-
lationships and force users to disclose their credential;miknown entities. PAES fills
this gap by allowing data recipients to choose their owrtédipolicy evaluators among
those satisfying criteria defined by the data originatosojit enhances existing solu-
tions by distributing the policy evaluation process, sd tha set of evaluation author-
ities can dynamically change. This is useful whenever sontieoaities are unknown
or unreachable. Finally, PAES implements the Sticky Poftiayadigm allowing data
originators to distribute data with no need of an online mablon phase. We have thus
shown that simple extensions to existing policy evaluasiggstems can bring improve-
ments in terms of flexibility and resiliency of the evaluatiprocess. However, these
improvements also have a complexity cost in some cases.

Future work will focus on an evolution of the protocol to dedth threshold policies
(i.e. policies that must be evaluated by more than one aityhowe will also allow
different parts of the same policy (e.g. connected by ANDfpRBrators) to be evaluated
by authorities satisfying different requirements. Thisamgrealising policy trees rather
than simple chains. We aim to further evaluate the use ofsigmedentials attesting
policy chain evaluations and thus how PAES can be integmitbdexisting certification
systems.
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