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Active Networking is an expandingfield of researchin towardsa nev way to provide servicesfor customers.The
facility to develop and put customizedservicesin the network enablesa new managemenarchitectureto support
this evolution. In a telecomervironment,for example,the servicescan be purchasedaccordingto the customers

requirementskFurthermorea lot of differentserviceds offeredby serviceproviders.In thiswork, we outlinea mobile
agent-basednodelfor servicemanagemenin Active Networks consideringthreeof the five managemenfunctional
areas:accounting performanceand configuration. The paperexploits the managemenof Virtual Active Networks-

VANs wherethe servicescanmigratefrom a VAN to anotherone,andpresentsa modelandits componentsve have
proposedor mobileservicemanagemerin this context.

Keywords: Managemenof Virtual Active Networks, Mobile ServiceManagementMobile Agent,Policy-BasedVian-
agementtelecom.

1 Introduction

Theflexibility thatnew Internetservicesarebeingdevelopedpresentsnew challengéor the network man-
agemengrea.With theintroductionof the active networking technologythe pacletscarry programcodes
in additionto data.Thesepaclketsarecalledactivepadetsor capsulesandthe codecanbea program(ser
vice) or caninstantiatenew applicationgExtensions)n thenodeg[D.97]. A network nodeis responsible
for executingtheapplicationsdevelopedby usersor serviceproviders.Suchapplicationsarecalledin some
casedActive Serviceghatcanbe sentto the network nodesfor satisfyingcustomersandenablingdynamic
servicegnoving accordingto the usersdemand.Also, eachusercandevelop servicesandput theminside
thenetwork in a customizedvay.

Thenodessuchasrouters switchesgcachesindmirrorsareableto receie active servicego beexecuted.
The executionervironmentdocatedin thesedevicesmanagebasictaskssuchasschedulingaccesgo the
resourcessecuritypolicies,andsendingandreceving servicedn thatnode. The underlyingnetwork user
cancreatean active network choosingthe hostsandservicemeededIn atelecomervironment,providers
mustoffer asetof serviceghatcanbepurchase@ccordingo thecustomersrequirementsThisinteraction
betweera customeranda provider canbe easilyreachedy usingactive networks. An active network can
be separatedhto Virtual Active Networks- VANs allowing a customeleasest from a provider. On such
VAN, the customercaninstall, configureand run active services. The provider must have capabilities
for accessinghe customerdomainto perform managemenbasictasksrelatedto creation,supervision,
updatingandremoval of a serviceon a networking platform[MR99]. In this context, the managementf
theseserviceswhich arestaticsor canbe moving insidea virtual active network or amongvirtual active
networks, is necessaryinformationaboutaccountingperformancendconfigurationenableshe manager
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(human)to know the behavior of the managedervironmentto detectproblemsandtake actionson them.
In orderto getthis information,we have proposeda mobile agentbased-modefior servicemanagemernin
virtual active networks.

The scenariovherethe servicescanbe movedamongVANS is a very commononein telecomernviron-
ments. Furthermore aspectsaboutpolicy areimportantin this context whereasa lot of servicescanbe
developedby differentprovidersandby differentcustomerssothat,eachservicehasits own policy based
on the domainit was created. The importanceof managemenin this kind of environmentis evidentin
the senseof mary undesirablesituationscanbe generatedvhich affect the ervironmentasa whole. The
integrationof staticandmobile servicesVAN, andpolicy currentlyreflectsa perfecttelecomernvironment.

Our modeltakes accountthe capacitya servicehasfor migratingandwe definea schemeon how the
mobileagentsarestructuredor collectingmanagemerdata. Themodelis innovativein thesensef we are
consideringhe migrationof aservicefrom aVAN to anotheionein orderto satisfythe customersdemand.
For supportinghesefeaturesye have developedthe modelbasedn amobileagentplatformfor gathering
managemerdatausingthe facilities thata mobile agenttechnologyoffers. We have developeda telecom
ervironmentusingthe ANTS toolkit 1.3.1[JVL98] for simulatingsomeof thecommontelecomscenarios.
Theervironmenthasa ServiceProvider - SP, thatofferstheservicesacustomercandownload,anda Policy
Manager - PM, thatstoresandmanagegolicies. A prototypehasbeenimplementedo validateour model
supportingaccounting performanceandconfigurationrmanagementThe managemergystenmwe describe
successfullyoffers functionsfor monitoring telecomenvironmentsby combiningmobile active services,
Virtual Active Networks, policies,andmobile agenttechnology

The paperis organizedasfollows. In the next sectionsomeconceptsaboutactive networks and vir-
tual active networks are presentedand somerelatedworks arecommented.Section3 outlinesthe model
andits componentsandillustratessomepossiblescenarios.Section4 describessomeaspectsaboutthe
implementationSection5 presentshe conclusionandgivesanoutlookon furtherworks.

2 Active Networks and Virtual Active Networks

Active Networking breakswith thetraditionwherethe nodesonly route pacletsaccordingto their routing
tables.The nodesin active networks canreceive andrun externalprogramsusingcomputationafesources
for processinghem. In this papertheactive nodesarecalledExecutionEnvironments EESs following the
terminologyof the AN working group[Gro99.

The active networks are classifiedconsideringsomebasicarchitectures.Thereis an approachcalled
Active Packetsin which active codeis carriedby pacletseitherto be executedon the dataof the same
paclet that carriesthe code, or to be executedin orderto changethe stateor the behaior of the node.
Anotherparticularlyapproactis calledActiveNodesin which the pacletsdo not carrythe actualcode,but
insteadcarry someidentifiersor referenceso predefinedunctionsthatresidein the active nodes[K.99].
By usingactive paclets, an active network can carry programsand not only dataandwhenthe paclets
arrive in a node,its processinganchangethe nodes local state. Somearchitecturegor active networks
enablea capsuleto install applicationswhich will stayin that nodefor a finite time. On the otherhand,
the capsuleitself can executesomespecifictaskswhenit is evaluated. We are consideringboth cases,
i.e., a capsulecanitself executesomecodeor the capsulecaninstall someapplicationon the node. The
processin®f theinstalledapplicationsandcapsulesangeneratetherpacketswhich will be sendto other
nodesthroughthe active network, openinga new way for installing serviceson the network. The provider
canoffer an abstractiorncalled VAN in the senseof the customercaninstall, configureand run network
serviceswithout furtherinteractionwith the provider. Thus,a VAN canbe describechsa graphof virtual
active nodesconnectedy virtual links transportingactive packetsinternally and amongdifferentvirtual
active networks [MR99]. The VAN is a very usefulsolutionfor separatinga customerfrom anotherone
andto provide specificservicesor eachcustomers domain.In our model,we createvVANs installingmore
thanone Node (EE) objectof the ANTS toolkit per host,sothat, a single (physical)active nodecanrun
severalvirtual active nodesbelongingto differentVANSs. In this way, a customeiis isolatedfrom another
oneandtheactive network resourcesiresharedoy them.

Many approachesaken today have focusedon active networks. In [DY0Q] active networks are used
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for managemendf devicesin the network andin [RRO(Q, a proposalof active distributedmanagemens
presentedlin the latter, sometypical managemenalgorithmsare developedand are availableas patterns
to be usedby the managemenprograms. In [MS99], a modelfor managemenbf mobile agent-based
serviceds described An architecturdor managemendf a network thatoffersactive servicess presented
in [WHJCO01. This architectureusesa combinationof policies and adaptve algorithmsallowing multi-
usermanagementf network basedservicecomponents. Servicemanagemenin telecomervironmentis
presentedh [MR99, MROQ]. OurpaperassumesgninfrastructurehatsupportsANs andserviceamaving
amongthem.

3 The Management Model

The proposedmodelfor servicemanagemenin active networks is basedupona mobile agentplatform.
The agentscan easily executetaskson behalf of other entitiessuchas a humanmanageror an external
application. The proposednodel hastwo kinds of managemenégents. The first oneis a staticagent
responsibldéor accountingarea.Thesecondagentis mobile,whereast is sentby themanagefor collecting
performancelatain anode.After collecting,it returnsto themanagememntode.Gettingtheresponseabout
theaccountingandperformancethe managefthuman)cantake actionstowardsthe configuratiorfunctional
area.In thefollowing, we presenthe informationrelatedto the questionave areinterestedo answeythe
managemennodelcomponentsthe managemennformationbasesandthe managemergcenarios.

3.1 Management Information

The OSI (OpenSystemsnterconnection managemenmodel[Y.93 definedfive managemenfunctional
areas: FCAPS (Fault, Configumtion, Accounting Performance Security. The proposedmodelin this
work approacheshree of thesefive functional areas: accounting,performanceand configuration. The
managemenjuestionave areinterestedo answercanbedividedin four cases:

perservice;

perhost;

pervirtual active network; and

thesetof all virtual active networks of a singlenetwork (the network asawhole).

Accordingto theaccountingunctionalareawe areinterestedn answeringsomeof the following ques-
tions:

1. Whatarethe mostand leastrequiredobjects(services)per host,per VAN andin the network asa
whole.

. Whatis thenumberof requestd$o a specificservice.

. Whatarethe mostandleastrequiredhostsper VAN andin the network asawhole.

. Whatis thenumberof requests$o a specifichost.

. Whatis the serviceresidencdime.

. Whatis thethroughputin a periodof timet perhostandperservice.
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According to the performancefunctional areawe are interestedin answeringsomeof the following
questions:

1. Whatis thecpuandmemoryusein ahostin aperiodof timet .
2. Whathostsexceedthe specifiedimits of the memoryand/orcpuuseperVAN andin the network as
awhole.

The setof information gatheredallows to identify problemsin a moregeneralway. The managercan
collect more specificinformationabouta host, a serviceor a VAN. In this casethe managercandesire
to sendanotheragentfor collectingperformancealataand/orthe manageicaninvoke remotemethodsfor
collectingaccountingdata.

Basedontheinformationabove andbasednthe policy eachservicehas,we have definedthreekinds of
possibleactionsto apply, asfollows:
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1. Moving aservicefor loadbalancing.
2. Creatinga new serviceinstance.
3. Deletinga servicefrom the ervironment.

We have createdthreerepresentatie policies for the model, but other policies can be developedand
insertedinto the databaseén a flexible way for satisfyingspecificcustomers domains. Eachprovider or
eachservicedevelopercandefinepropertiesfor usingthe services.Whena new serviceis implemented
andregisteredn the SR its policiesareincludedinto the policy databaseThe Policy Manager(seeforward
in Section3.2) is responsiblefor applying the policiesin the ervironment. Then, we have definedthe
following policies:

1. A servicehasminimumandmaximumboundsof timesfor migratingin aperiodof time.
2. A servicehasalimited numberof copiesin the network.
3. LessRecentlyUsedService- LRUS,

This policy is relatedto recevedrequestsn a periodof time andit is usedwhena custometrequires
a new service. Thelessrecentlyusedservicewill bethe candidatgfor migratingto the destination
hostfor satisfyingthe customersrequirementlf policy 1 doesnotallow the LRUS migration,thena

new servicecopy canbe createdpasedonthe configurationaction2. But, if policy 2 doesnot allow

thata new servicecopy is createdthe systemmanagefhuman)candecidewhatactiontakes.

As we cansee theeventsgeneratedby policiesaretreatedusingconfiguratioractions.Whensomeevent
relatedto policiesis detectedby the managemensystem the correctconfigurationactionmustbe taken.
For example,whenthe maximumboundfor migratingis reachedthe managemensystemcan createa
new instanceof a service. Whenthe serviceis requiredfor migrating, the systemmanagemerntooks for
the LRUS in the network asa whole. Whenan overloadis detectedthe managemengystemcanmove a
serviceto anothemodefor load balancing.Othersituationdik e thesecanbeinterpreted.

Thequestionsaibove representvhatwe have consideredo implementput themodelis openandflexible
for definingotherquestionsandcollectingotherdatafrom the ervironment.

3.2 The management model components

In this sectionwe presenthe agentsandthe othercomponentdik e the Policy Managerandthe Migration
Manager We give a brief descriptionabouteachoneandtheir rolesonthemodel. Thus,we have proposed
thefollowing componentasshawvn in Fig. 1:

e Global Manager Agent - GMA; It is the centralizedmanageiof the model. Thereonly is a GMA
in the network asa whole, i.e, in a domain. Interactionsbetweendomainsare out of the scopeof
thiswork. This applicationpresentso themanagefhumanjheinterfacewith themethodselatedto
managemenjuestiongaccountingperformanceandconfiguration).This components responsible
for analysingaccountingdata,performancealataandconfigurationdataon all VANs andits services.
Furthermoreit notifiesthe MM (Migration Manager, seebelow) for sendingperformanceagentso
specifichosts. The GMA hasatotal view of the network asa whole andtogethemwith MM andPM
it canoffersalarge setof managemerinformationto the manager

e Local Manager - LM : ThereisanLM perVirtual Active Network. It is responsibldor management
of the VAN andcollectsdataof eachMAEA (ManagedActiveElementAgent, seebelow) locatedin
the hostsof the VAN. Oneof theaimshereis to filter theinformationbeforesendingt to the GMA.

¢ ManagedActive ElementAgent- MAEA : It is responsibléor managemertf oneor moreservices
in ahostof aVVAN, beingthelower level of themanagementThereis anMAEA perhostperVirtual
Active Network. This agentis aninterfacebetweerthe Managed Service - MS andthe management
systemandit hasthefollowing tasks:

— Storingthe eventsof eachserviceit manages.
— Activatinganddeactvatingthe managemerilter in a periodof time.
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— Gatheringnformationfrom serviceausingthe managemerinterfacewhich eachservicehas.

— Sendinginformationaboutserviceso othermanagemenagentsvhenthe servicesaremigrat-
ing.

— Receving informationwhich wassentfrom otheragentsaboutservicesarearriving.

— Processingventswhichhasbeenrearlierdefined or notifying theLM aboutunrecognizeadnes.

A Policy Manager - PM: This components responsiblefor controlling, insertion, updatingand
removal of a policy in the databaseThus,arny eventabouta servicemustbe notified to the policy
managerThepoliciesaboutthe serviceareprocesseéh orderto analysethesituationsdefinedin the
earlysection.

A Migration Manager - MM : Whena new virtual active network is being created,the services
in thosehostsmustbe managedand, therefore this componensendsmanagemenagentsto these
ones.The SP(ServiceProvider, seebelow) alwaysnotifiesthe MM aboutthe eventson the network
and,hencethe MM hasto exchangeinformationwith the Policy Manageraboutthe policies. Also,
this components responsibldor sendingperformancegentdor collectingperformancelata. This
componentthe GMA, andthe PM performthefunctionof a ManagemeniCenter- MC.

A Global Naming Service - GNS: This componentrecevesthe servicelocation and the service
identifierandcreatesa referencehatindicateswherethe serviceis located. The managemerdagents
searchn this componentor gettingservicereferences.

A Selvice Provider - SP: It is responsibldor offering servicego customersWhena client sendsa
capsuleo the SPfor creatinga VAN andits servicesor for addinga new serviceto his/herVAN, the
SPnotifiesthe GMA andthe MM. Also, in a servicemigrationor removal, the SPnotifiesthe MM
for controllingits migrationtablesandnotifiesthe GMA for updatingits local informationaboutthe
VANSs. In somecasesthe SPcancreatea new servicecopy asshovn in Section3.4.

MC - Management Center

Policies
DB

Virtual
Active Network - A

Virtual
Active Network - B

Fig. 1: ManagemenModel Componentsndtheir relationship

All the agentsaredistributedthroughthe network. Fig. 1 shaws two differentVANs, A andB. We can
seethatthe node X belongsto both, but the model separategachonefor servicemanagementHence,
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a hostin a virtual active network ervironmentcanbe partof morethanone VAN at the sametime. The
interactionbetweenagents(typically MAEA) of differentVANSs is not shown, but an agentfrom a VAN
canaccessanothermgentfrom anothemnefor changingdata,sincethe customeidomainpoliciesallow this
interaction.In our model,a MAEA from a VAN changeglatato anotherMAEA from anothe®VAN only
onaninter-VAN servicemigration. To collectaccountingdatathe sequenceshovnin Fig. 2, is asfollows:

1. Themanagefhuman)invokesmethodsonthe GMA.

2. The GMA notifieseachLM for startingto collectdata.After this point, all managemeris donein a
parallelway andeachLM gathersdatafrom its VAN. The GMA waitsall LMs sendthe answers.

3. EachLM invokesmethodson the MAEA andwaits all theseonesanswer After this, the LM sends
backtheresultsto the GMA.

4. EachMAEA invokesmethod=on theservicesn orderto getthemostrecentdataandsendsackthe
resultsto the LM.

The existenceof differentmanagemerievelsfacilitatesthe coordinationramongmanagemenrdagents.

Human GMA LM MAEA MS
1

Fig. 2: Sequenc®iagramfor collectingaccountingdata

To collectperformancelata,unlike accountingdata,the managemergystemsendanobile agentdo the
hostswherethe servicesarelocated(1). They stayonthe nodesduringa periodof time (2) andreturnback
to the managemententerwith the data(3). The managementystemsendsanagentfor eachhost,sothat
all servicesaremanagedtthe sametime. Fig. 3 illustratesthe managemergystembehaior in this case.

Fig. 3: Sendingmobileagentdor collectingperformancelata

Whenthe managedecidesto sendagentsor gatheringperformancenformation,the managemersys-
tem startscollecting accountingdata. Hence,at the end of the period, the managemententercanalso
provide to the managem setof informationaboutthe ervironment.Basedon accountingand performance
information,themanagewill beableto take actionstowardsa possiblereconfiguration.
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3.3 Management Information Bases - MIBs

The proposedmanagementodelneedgo maintainmanagemerinformationat differentlevels: MAEA,
LM andGMA. In thiswork, thebaseausedto storethis informationarecalledMIBs.

In this sectionwe presentwhat kinds of informationarelocatedin eachMIB andwhat questionscan
be answeredby eachone. The managedservicehasa managemeninterface enablingsomefilter to be
activatedor deactvated. Thefilters arerelatedto the specificattributesfor managemerdandthey cancount
or not the metricsin differentperiodsof time. At eachlevel, somequestionscanbe answerechasedon
the datagatheredup to thatlevel. The Tablesl throughlll shav the questionsansweredn eachlevel of
managementThe questionsarethosein the Section3.1 organizedper service,per host,per VAN andin
the network asa whole. We label A.questiomumberfor accountingquestionsand P.questionrnumberfor
performanceguestionsfor example: A.1 meansquestionl from accountingarea. Thus, we presenthe
following MIBs:

1. MAEA — MS: This is the lower level of managementThe metricsin this MIB are: (a) receved
requestand(b) residencdime. Tah | shavs the questionghatcanbeansweredvith thesemetrics.

Tab. I:
perservice| perhost| metric
AlAA4 a
A.2 a
A5 b
A.6 a,b
A.6 a,b

2. LM — MAEA: Themetricin thisMIB is: (a) receivedrequestsTah Il shonvsthequestionghatcan
beansweredvith this metric.

Tab. Il:

perVAN | metric
A1,A3 a

3. GMA — LM: This s the upperlevel of managementHere, the managercanhave a generalview
aboutthe network asa whole. The metricsin this MIB are: (a) received requests(c) memoryuse
and(d) cpuuse.Tah Il shovsthequestionghatcanbeansweredvith thesemetrics.

Tab. llI:
perhost | perVAN | wholenet. | metric
A.1,A3 a
P1 cd
P2 cd
P2 cd

In additionto informationaboutaccountingandperformancein this MIB thereis informationabout
theservicemigration; sourcehost,destinatiorhost,whattime themigrationhappeneéndhow mary
timesit hasmigrated. All this informationis usefulwhensomeservicewantsto migrateand,then,
thepoliciescanbe appliedto theservice.
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In our proposedmodel, the metricscan be collectedall the time, in someperiodsof time, or not be
collected. Collecting managementiataall the time for all metricsin the network asa whole, is not a
convenientoptionbecaus¢he MIBs’ sizein eachlevel of managementanbecomeoo large. A typicaluse
of the managemengystemis for collectingsomemetricsduring a periodof time to detectsomepotential
problems. After gettingthesemetrics,the managemenoperationsare only to collect datarelatedto the
specificproblem.

3.4 Management Scenarios

Themanagemergcenariosve have createcarerelatedto atelecomervironment. Thescenariosreassoci-
atedwith the customers Active Application- AA, thatis aninterfacefor the customersaisingthe available
ervironment. Thus,clientsthathave anactive applicationin their domaincanperformthefollowing func-

tions:

1. Creatinganewyvirtual active network specifyingwhat hostsand what sewicesare required.
In this scenariahe following sequencés neededasshovn in Fig. 4:

(a) Customesendsacapsuldo theSPinformingwhathostsandwhatservicesachhostwill have.

(b) TheSPsendsherequiredservicedo thesetof hosts.

(c) TheSPnotifiestheMM andGMA aboutthe new VAN.

(d) TheMM sendsmanagemeragentdo the hostsanddefineghevirtual active network manager
(LM).

(e) Servicegegisterthemselesin the GNS.

Note thatin this casethe PM is not notified. In fact, whena new VAN is createdthe SP always
allows to provide new servicesThe policiesareappliedto serviceswvhich arerequiredaftercreating

VANS.
GNS set of hosts AA SP MM GMA
L@ ]
(e) *”ﬂ))””"/j:/; ******** > - Sending a capsule
by .- - Method invocation
© | &7 Q— | > - Sendi t
®) \k - Sending an agen
(d),,»»“'"'” o - New service
@ .g/ e © L4 - Management Agent
1| e '
@

Fig. 4: Customercreatinga nenv VAN.

2. Adding a sewvice to the VAN.
In atelecomervironmentthe customeirfrequentlyneedgso addnew servicego the VAN. Thisis the
mainscenariaghatcanbe createdvhereagherearemary stepsbeforea servicemigratesto another
node.In this scenariothe LRUS canbelongto the otherVAN (thisis thenormalcase)and,then,the
servicemustmigratebetweerVANs. This away to coordinateseveralinstance®f the sameservice.
Thesequenceshavnin Fig. 5, is asfollows:

(a) Customeisendsa capsulgo the SPindicatingwhatserviceis requiredandto whatdestination
hostthe servicewill besend.

(b) The SPgetsthe LRUS in the network. In this searchall theinformationaboutthe LRUS also
is available.
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(c) SPinteractswith the MM for verifying if migrationis possible.

(d) MM getstheservicepoliciesfrom PM for analysinghem.

(e) MM answergo the SPaboutthe possibility of migration.

() If migrationis possible,SP sendsa capsuleto the active applicationof the VAN wherethe
LRUS is locatedat this moment. This is necessaryor the active applicationstopsto usethe
servicein that VAN. On the otherhand,if migrationis not possible(accordingto policy 1),
andthe policy 2 is satisfied the SP sendsa capsuleto the destinatiorhostfor creatinga new
instanceof therequiredservice(f’). Thestepd, mandn arethesamefor bothcasesBut, if the
policy 2 is not satisfied the managefhuman)hasto decidewhatactiontakesin this case.

(9) If anew servicecopy wascreatedthe SPnotifiesthe GMA andMM aboutthis. If themigration
occurredthe SPonly notifiesthe GMA (@).

(h) Thecapsules forwardedto the hostwherethe serviceis atthis moment.

(i) The serviceunrgyistersitself from the global namingserviceandnotifiesits MAEA thatit is
migrating.

(i) Thecapsuleemovestheservicefrom this nodeandmigratesto the new node.

(k) ThesourceMAEA notifiesthedestinatiorMAEA thatanew serviceis arriving.

() Thecapsulearrivesin the new nodeandregistersthe serviceonthe GNS.

(m) Theservicenotifiesits new MAEA it hasarrived.

(n) The capsuleis forwardedto the new active applicationto notify thatthe requiredservicehas

migrated.Theactive applicationcanusethe new service.

&

1 @~ [oma|
]EI%jYM'

(o -0 [ o
N_----
O —---"7 T

P [y
@ G

>

Virtual

Active Network - A /

Virtual
Active Network - B

— — —=> - Sending a capsule
****** > - Method invocation
Fig. 5: Customerequiringa new service.

EachLM is responsibldor finding the LRUS in its VAN andit returnsbackthe resultto the SR
If thereis morethan one servicecopy in the network and whetherthey are migrating few times,
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somecopiescanbedeletedrom the network. Thus,the numberof servicecopiesin thenetwork can
changealongwith theintensityof theuse.

3. Removing sewicesfrom the VAN.

In this scenariothe customersendsa capsuleto the SP notifying the removal of the service. The
SPnotifiesthe GMA aboutthis. Beforeremoving the service it unreggistersitself from the GNSand
notifiesits local MAEA abouttheremoval. All the serviceinformationis sentto the GMA.

4. Migrating a sewvice from a hostto another oneinto the VAN.

The customersendsa capsuleto the SPnotifying aboutthis. The SPnotifiesthe MM andthe GMA
aboutthe migration. Before migrating, the serviceunregistersitself from the GNS andnotifiesits
local MAEA aboutmigrating. Whenthe servicearrivesto the destinatiomode, it registersitself on
the GNSandnotifiesits local MAEA.

5. Deletinga VAN and its sewices

Theclientdecidego extinguisha VAN but beforeit hasto senda capsuleto the SP The SPnotifies
the GMA aboutthis scenario All informationaboutthe servicesandthe VAN is sentto the GMA.

Items 3, 4 and5 represensomeof the stepsfrom the Fig. 5, whereagheitem 2 is the main scenario.
MigratingaservicebetweenVANsis acommortaskin atelecomernvironmentbut atthesameime, it hasto
beasynchronizedequencef phasessothat,the customeidoesnot usethe servicesduringthe migration.
Lik ewise,themanagemergystenmcannotmanageheservicewhetheiit is migratingor the servicedoesnot
exist anymore. In the proposedmodel, the customercannotmigratea serviceto anothe®VAN. Thisis an
importantissuewhereasa VAN canbecomeoverloadedvith alot of servicesandthe maliciouscustomers
cansenduntrustedcodeto the VANS. In this way, aspecton securitymustbe addressethere,but this is
not the scopeof this paper The servicecan migratebetweenvVANs whethera customerfrom a VAN is
requiringit from anotheroneandall the policiesaresatisfied.

4 Implementation

In this sectionwe presentsomeaspectsabouttheimplementation.To createthe ervironmentwith virtual
active applicationsandservicegnigratingamongthem,we have usedthe ANTS toolkit. ANTS is atoolkit
developedto supportactive applications A network basecn ANTS consistof agroupof connectechodes
andeachgroup’s elementrunsthe ANTS ervironment. The ANTS hasthreekinds of main components
[JvL9g]:

e Thepacletsin traditionalnetworks arereplaceddy capsulesThesecapsuleseferto the processing
to beperformedon their behalf;

¢ Routersandendnodesarereplacedy active nodeshatrun capsuleandmaintainstate;and

e A codedistribution mechanisnguaranteethattheroutineswill be automaticanddynamicallytrans-
feredto nodeswvherethey areneeded.

We have usedmainly thefollowing classegrom ANTS:

e Application for allowing the customeiinstallingandrunningservicesn thenodes.This classis in-
heritedby thecustomeffor creatingthe Active Applicationaccordingo thecustomersrequirements.

e Capsule for sendingandreceving codeto andfrom the nodes. The communicatiorbetweenthe
customerandthe SPis throughcapsulesThe customeusesthe serviceshy sendingcapsulego the
nodeswherethe servicesarelocatedinto the VAN.

e Node This classrepresentthe executionervironmentof a VAN in ahost.

The active ervironmentandthe managemensystemhave beendevelopedusingJava 1.2. The services
areimplementedas Java objects. The mobile agentplatformis the Grasshoppe2.1. The active nodesof
eachVAN arerunningon SunWorkstationsexecutingSunOS5.5. The MIBs locatedin eachmanagement
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level aredevelopedusinghashtablesandbidimensionahrrays.Eachmanagemeragentis responsibldor
its MIB andit cannotaccessotheronesof anotherVAN locatedat the samehost. In the following, we
commentsomeof availablefunctionsfrom the managemerinterface.

. Whatarethe mostandleastservicegequired(perhost,perVAN andin the network asawhole).

. Whatarethe mostandleasthostsrequired(per VAN andin thenetwork asawhole).

. Whatis thethroughput(perhost,perVAN andin the network asawhole).

. Sendingagentdor gatheringperformancealata(perhost,per VAN andin the network asawhole).
. Collectingaccountingdata(perservice perhost,per VAN andin the network asawhole).

. Shaving the migrationtable(perserviceandall services).

. Moving aservicefor loadbalancing.

. Deletingservicedrom the environment.
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The questionsaabove are someof the possiblethat canbe supportedoy the managemengystem. More
generalandspecificinformationcanbe extractedfrom the ervironmentin a flexible way by creatingother
questionsand gatheringothermetricson the managedservice. This is possibledueto the modelis open
to include new operationsin orderto supporta large numberof domains. Items7 and 8 are relatedto
the configurationfunctionalarea. The lastitem requiresan excessve searchacrossthe VANs for getting
candidateservicedor removal. If this operationbasedon the policy 1, finds someserviceswhich canbe
deletedthe managefhuman)candecideif theservicewill beremovedor not. Therefore beforeremoving
servicesthemanagecaninvoketheoperatiorb for collectingaccountingdataandbesurethatadetermined
servicecanberemovedandnot affect theervironment.

A servicehasa single namein the network andit canonly be identified by this name. This nameis
generateddy the concatenatiorof the virtual active network name,the host namewherethe serviceis
located,andthe namegivenby the serviceprovider. For instance:

- virtual active network name:vnl1,;

- hostnamewherethe serviceis located:1.1.1.2

- namegivenby the serviceprovider: sewviceA.

Final name=vnl11.1.1.2seviceA.

The generatechameis singleandit is registeredandlocatedin the GNS.The GNSis a namingservice
developedusing JNDI (Java Namingand Directory Interface. The GNS recevesthe location andthe
identifierfrom the serviceandcreatesareferencahatpointswherethe serviceis located. The management
agentgetthe servicereferencesearchingn this component.

5 Conclusion and future work

In this paperwe presenta modelfor servicemanagemenin virtual active networks. In thesenetworks,
the servicescan migratefrom a VAN to anotherone accordingto the customers requirements.This is
the commoncasein atelecomernvironmentwhereaghe customersaninstall a VAN for satisfyingtheir
requirements.The ervironmenthasa ServiceProvider, anda Policy Managerresponsibldor controlling
andprocessingolicies. The customethasan Active Applicationfor usingthe availableervironment.

Thesolutionpresentednainlyis for mobileservicesanddueto thisfacility, theproposednodelis based
onamobileagentplatformandconsidergshreemanagemerfunctionalareas:accountingperformancend
configuration.This modelis flexible in the senseof managememjuestioncanbe answeredrom different
levels of managementper service,per host, per VAN, andin the network asa whole. We have also
describedvherethe MIBs arelocatedthroughoutthesedifferentlevels of managemenandthe hierarchy
for gatheringdata. We have createdsomescenariodor simulatinga telecomernvironmentand exploited
the serviceprovisioningandmanagementThe scenariosvere createdusingthe ANTS toolkit which has
sufficient featuresfor implementingour experimentatiorervironment. We have alsodevelopeda Global
NamingServicein orderto allow the serviceremotelyregistersitself.
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In a customizedserviceernvironment,the customersandevelopservicesn differentprogrammingan-
guagedikeJava, C++, VisualBasic,amongothersrequiringasolutionfor interactioramongthesdlifferent
componentsln orderto take accountthis issue,in future works, the CORBA objectsarealsointroduced
whereasn thiswork we have only consideredhe Java objects(services)ln thisway, we intendto includea
new namingservicefor supportingheseCORBA objectsandto updatetheinterfaceof managemerdagents
to supportMASIF for managementf thesenew services We planto allow thecustomemigratesaservice
to anotherVAN andto enablea customerfrom a VAN accessea servicefrom anotherone. Finally, we
intendto develop a SecurityManagerfor customerauthenticatiorandfor avoiding untrustedcodein the
VANSs in orderto considerthe securityfunctionalarea. Simulationshave shavn thatthe proposednodel
canhandletelecomervironmentswith mobile servicesandVirtual Active Networks successfullyopening
up a potentialfurther study
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