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Active Networking is an expandingfield of researchin towardsa new way to provide servicesfor customers.The
facility to develop and put customizedservicesin the network enablesa new managementarchitectureto support
this evolution. In a telecomenvironment, for example,the servicescan be purchasedaccordingto the customer’s
requirements.Furthermore,a lot of differentservicesis offeredby serviceproviders.In thiswork, weoutlinea mobile
agent-basedmodelfor servicemanagementin Active Networks consideringthreeof the five managementfunctional
areas:accounting,performanceandconfiguration.The paperexploits the managementof Virtual ActiveNetworks-
VANs, wheretheservicescanmigratefrom a VAN to anotherone,andpresentsa modelandits componentswe have
proposedfor mobileservicemanagementin this context.

Keywords: Managementof Virtual ActiveNetworks,Mobile ServiceManagement,Mobile Agent,Policy-BasedMan-
agement,telecom.

1 Introduction
Theflexibility thatnew Internetservicesarebeingdevelopedpresentsanew challengefor thenetwork man-
agementarea.With theintroductionof theactive networking technology, thepacketscarryprogramcodes
in additionto data.Thesepacketsarecalledactivepacketsor capsulesandthecodecanbeaprogram(ser-
vice) or caninstantiatenew applications(Extensions)in thenodes[D.97]. A network nodeis responsible
for executingtheapplicationsdevelopedby usersor serviceproviders.Suchapplicationsarecalledin some
casesActiveServicesthatcanbesentto thenetwork nodesfor satisfyingcustomersandenablingdynamic
servicesmoving accordingto theusersdemand.Also, eachusercandevelopservicesandput theminside
thenetwork in a customizedway.

Thenodessuchasrouters,switches,cachesandmirrorsareableto receiveactiveservicesto beexecuted.
Theexecutionenvironmentslocatedin thesedevicesmanagebasictaskssuchasscheduling,accessto the
resources,securitypolicies,andsendingandreceiving servicesin thatnode.Theunderlyingnetwork user
cancreateanactive network choosingthehostsandservicesneeded.In a telecomenvironment,providers
mustoffer asetof servicesthatcanbepurchasedaccordingto thecustomer’srequirements.Thisinteraction
betweena customeranda providercanbeeasilyreachedby usingactivenetworks. An active network can
beseparatedinto Virtual ActiveNetworks- VANs, allowing a customerleasesit from a provider. On such
VAN, the customercan install, configureand run active services. The provider must have capabilities
for accessingthe customerdomainto perform managementbasictasksrelatedto creation,supervision,
updatingandremoval of a serviceon a networking platform[MR99]. In this context, themanagementof
theseservices,which arestaticsor canbemoving insidea virtual active network or amongvirtual active
networks,is necessary. Informationaboutaccounting,performanceandconfigurationenablesthemanager
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(human)to know thebehavior of the managedenvironmentto detectproblemsandtake actionson them.
In orderto getthis information,we have proposeda mobileagentbased-modelfor servicemanagementin
virtual activenetworks.

ThescenariowheretheservicescanbemovedamongVANs is a very commononein telecomenviron-
ments. Furthermore,aspectsaboutpolicy are importantin this context whereasa lot of servicescanbe
developedby differentprovidersandby differentcustomers,sothat,eachservicehasits own policy based
on the domainit wascreated.The importanceof managementin this kind of environmentis evident in
the senseof many undesirablesituationscanbe generatedwhich affect the environmentasa whole. The
integrationof staticandmobileservices,VAN, andpolicy currentlyreflectsaperfecttelecomenvironment.

Our modeltakesaccountthe capacitya servicehasfor migratingandwe definea schemeon how the
mobileagentsarestructuredfor collectingmanagementdata.Themodelis innovativein thesenseof weare
consideringthemigrationof aservicefrom aVAN to anotheronein orderto satisfythecustomer’sdemand.
For supportingthesefeatures,wehavedevelopedthemodelbasedonamobileagentplatformfor gathering
managementdatausingthefacilities thata mobileagenttechnologyoffers. We have developeda telecom
environmentusingtheANTS toolkit 1.3.1[JVL98] for simulatingsomeof thecommontelecomscenarios.
TheenvironmenthasaServiceProvider- SP, thatofferstheservicesacustomercandownload,andaPolicy
Manager - PM, thatstoresandmanagespolicies.A prototypehasbeenimplementedto validateour model
supportingaccounting,performanceandconfigurationmanagement.Themanagementsystemwe describe
successfullyoffers functionsfor monitoringtelecomenvironmentsby combiningmobile active services,
Virtual ActiveNetworks,policies,andmobileagenttechnology.

The paperis organizedas follows. In the next sectionsomeconceptsaboutactive networks andvir-
tual active networksarepresented,andsomerelatedworksarecommented.Section3 outlinesthe model
andits components,andillustratessomepossiblescenarios.Section4 describessomeaspectsaboutthe
implementation.Section5 presentstheconclusionandgivesanoutlookon furtherworks.

2 Active Networks and Virtual Active Networks
Active Networking breakswith thetraditionwherethenodesonly routepacketsaccordingto their routing
tables.Thenodesin active networkscanreceiveandrun externalprogramsusingcomputationalresources
for processingthem.In thispaper, theactivenodesarecalledExecutionEnvironments- EEs, following the
terminologyof theAN working group[Gro99].

The active networks areclassifiedconsideringsomebasicarchitectures.Thereis an approachcalled
ActivePackets in which active codeis carriedby packetseither to be executedon the dataof the same
packet that carriesthe code,or to be executedin order to changethe stateor the behavior of the node.
Anotherparticularlyapproachis calledActiveNodesin which thepacketsdo not carrytheactualcode,but
insteadcarrysomeidentifiersor referencesto predefinedfunctionsthat residein the active nodes[K.99].
By usingactive packets,an active network cancarry programsandnot only dataandwhen the packets
arrive in a node,its processingcanchangethe node’s local state.Somearchitecturesfor active networks
enablea capsuleto install applicationswhich will stay in that nodefor a finite time. On the otherhand,
the capsuleitself can executesomespecifictaskswhen it is evaluated. We are consideringboth cases,
i.e., a capsulecanitself executesomecodeor the capsulecaninstall someapplicationon the node. The
processingof theinstalledapplicationsandcapsulescangenerateotherpacketswhichwill besendto other
nodesthroughtheactive network, openinga new way for installingserviceson thenetwork. Theprovider
canoffer an abstractioncalledVAN in the senseof the customercan install, configureandrun network
serviceswithout further interactionwith theprovider. Thus,a VAN canbedescribedasa graphof virtual
active nodesconnectedby virtual links transportingactive packetsinternally andamongdifferentvirtual
active networks [MR99]. The VAN is a very usefulsolutionfor separatinga customerfrom anotherone
andto providespecificservicesfor eachcustomer’sdomain.In ourmodel,wecreateVANs installingmore
thanoneNode(EE) objectof the ANTS toolkit per host,so that, a single(physical)active nodecanrun
severalvirtual active nodesbelongingto differentVANs. In this way, a customeris isolatedfrom another
oneandtheactivenetwork resourcesaresharedby them.

Many approachestaken today have focusedon active networks. In [DY00] active networks areused
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for managementof devicesin the network andin [RR00], a proposalof active distributedmanagementis
presented.In the latter, sometypical managementalgorithmsaredevelopedandareavailableaspatterns
to be usedby the managementprograms. In [MS99], a model for managementof mobile agent-based
servicesis described.An architecturefor managementof a network thatoffersactive servicesis presented
in [WHJC01]. This architectureusesa combinationof policiesandadaptive algorithmsallowing multi-
usermanagementof network basedservicecomponents.Servicemanagementin telecomenvironmentis
presentedin [MR99, MR00]. OurpaperassumesaninfrastructurethatsupportsVANs andservicesmoving
amongthem.

3 The Management Model
The proposedmodel for servicemanagementin active networks is basedupona mobile agentplatform.
The agentscaneasilyexecutetaskson behalfof otherentitiessuchasa humanmanageror an external
application. The proposedmodel hastwo kinds of managementagents. The first one is a static agent
responsiblefor accountingarea.Thesecondagentis mobile,whereasit is sentby themanagerfor collecting
performancedatain anode.After collecting,it returnsto themanagementnode.Gettingtheresponsesabout
theaccountingandperformance,themanager(human)cantakeactionstowardstheconfigurationfunctional
area.In thefollowing, we presenttheinformationrelatedto thequestionswe areinterestedto answer, the
managementmodelcomponents,themanagementinformationbases,andthemanagementscenarios.

3.1 Management Information
The OSI (OpenSystemsInterconnection) managementmodel [Y.93] definedfive managementfunctional
areas:FCAPS(Fault, Configuration, Accounting, Performance, Security). The proposedmodel in this
work approachesthreeof thesefive functional areas:accounting,performanceand configuration. The
managementquestionswe areinterestedto answercanbedividedin four cases:

� perservice;� perhost;
� pervirtual activenetwork; and� thesetof all virtual activenetworksof asinglenetwork (thenetwork asa whole).

Accordingto theaccountingfunctionalarea,we areinterestedin answeringsomeof thefollowing ques-
tions:

1. What arethe mostandleastrequiredobjects(services)per host,per VAN andin the network asa
whole.

2. Whatis thenumberof requeststo aspecificservice.
3. WhatarethemostandleastrequiredhostsperVAN andin thenetwork asa whole.
4. Whatis thenumberof requeststo aspecifichost.
5. Whatis theserviceresidencetime.
6. Whatis thethroughputin aperiodof time t perhostandperservice.

According to the performancefunctional areawe are interestedin answeringsomeof the following
questions:

1. Whatis thecpuandmemoryusein ahostin aperiodof time t .
2. Whathostsexceedthespecifiedlimits of thememoryand/orcpuuseperVAN andin thenetwork as

a whole.

The setof informationgatheredallows to identify problemsin a moregeneralway. The managercan
collect morespecificinformationabouta host,a serviceor a VAN. In this case,the managercandesire
to sendanotheragentfor collectingperformancedataand/orthemanagercaninvoke remotemethodsfor
collectingaccountingdata.

Basedontheinformationaboveandbasedonthepolicy eachservicehas,wehavedefinedthreekindsof
possibleactionsto apply, asfollows:
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1. Moving aservicefor loadbalancing.
2. Creatinga new serviceinstance.
3. Deletinga servicefrom theenvironment.

We have createdthreerepresentative policies for the model, but other policies can be developedand
insertedinto the databasein a flexible way for satisfyingspecificcustomer’s domains.Eachprovider or
eachservicedevelopercandefinepropertiesfor usingthe services.Whena new serviceis implemented
andregisteredin theSP, its policiesareincludedinto thepolicy database.ThePolicy Manager(seeforward
in Section3.2) is responsiblefor applying the policies in the environment. Then, we have definedthe
following policies:

1. A servicehasminimumandmaximumboundsof timesfor migratingin aperiodof time.
2. A servicehasa limited numberof copiesin thenetwork.
3. LessRecentlyUsedService- LRUS.

This policy is relatedto receivedrequestsin a periodof timeandit is usedwhena customerrequires
a new service.The lessrecentlyusedservicewill be the candidatefor migratingto the destination
hostfor satisfyingthecustomer’srequirement.If policy 1 doesnotallow theLRUSmigration,thena
new servicecopy canbecreated,basedon theconfigurationaction2. But, if policy 2 doesnot allow
thatanew servicecopy is created,thesystemmanager(human)candecidewhatactiontakes.

As wecansee,theeventsgeneratedby policiesaretreatedusingconfigurationactions.Whensomeevent
relatedto policiesis detectedby the managementsystem,the correctconfigurationactionmustbe taken.
For example,when the maximumboundfor migrating is reached,the managementsystemcancreatea
new instanceof a service.Whenthe serviceis requiredfor migrating,the systemmanagementlooks for
theLRUS in thenetwork asa whole. Whenanoverloadis detected,themanagementsystemcanmove a
serviceto anothernodefor loadbalancing.Othersituationslike thesecanbeinterpreted.

Thequestionsaboverepresentwhatwehaveconsideredto implement,but themodelis openandflexible
for definingotherquestionsandcollectingotherdatafrom theenvironment.

3.2 The management model components
In this sectionwe presenttheagentsandtheothercomponentslike thePolicy ManagerandtheMigration
Manager. We giveabrief descriptionabouteachoneandtheir roleson themodel.Thus,we haveproposed
thefollowing componentsasshown in Fig. 1:

� Global Manager Agent - GMA : It is thecentralizedmanagerof themodel. Thereonly is a GMA
in the network asa whole, i.e, in a domain. Interactionsbetweendomainsareout of the scopeof
thiswork. Thisapplicationpresentsto themanager(human)theinterfacewith themethodsrelatedto
managementquestions(accounting,performanceandconfiguration).This componentis responsible
for analysingaccountingdata,performancedataandconfigurationdataonall VANs andits services.
Furthermore,it notifiestheMM (Migration Manager, seebelow) for sendingperformanceagentsto
specifichosts.TheGMA hasa total view of thenetwork asa wholeandtogetherwith MM andPM
it canoffersa largesetof managementinformationto themanager.

� Local Manager - LM : Thereis anLM perVirtual ActiveNetwork. It is responsiblefor management
of theVAN andcollectsdataof eachMAEA (ManagedActiveElementAgent, seebelow) locatedin
thehostsof theVAN. Oneof theaimshereis to filter theinformationbeforesendingit to theGMA.

� ManagedActiveElementAgent - MAEA : It is responsiblefor managementof oneor moreservices
in ahostof aVAN, beingthelower level of themanagement.Thereis anMAEA perhostperVirtual
ActiveNetwork. Thisagentis aninterfacebetweentheManaged Service - MS andthemanagement
systemandit hasthefollowing tasks:

– Storingtheeventsof eachserviceit manages.

– Activatinganddeactivatingthemanagementfilter in a periodof time.
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– Gatheringinformationfrom servicesusingthemanagementinterfacewhich eachservicehas.

– Sendinginformationaboutservicesto othermanagementagentswhentheservicesaremigrat-
ing.

– Receiving informationwhich wassentfrom otheragentsaboutservicesarearriving.

– Processingeventswhichhasbeenearlierdefined,or notifying theLM aboutunrecognizedones.

� A Policy Manager - PM: This componentis responsiblefor controlling, insertion,updatingand
removal of a policy in the database.Thus,any eventabouta servicemustbe notified to the policy
manager. Thepoliciesabouttheserviceareprocessedin orderto analysethesituationsdefinedin the
earlysection.

� A Migration Manager - MM : Whena new virtual active network is being created,the services
in thosehostsmustbe managedand,therefore,this componentsendsmanagementagentsto these
ones.TheSP(ServiceProvider, seebelow) alwaysnotifiestheMM abouttheeventson thenetwork
and,hence,theMM hasto exchangeinformationwith thePolicy Manageraboutthepolicies.Also,
this componentis responsiblefor sendingperformanceagentsfor collectingperformancedata.This
component,theGMA, andthePM performthefunctionof aManagementCenter- MC.

� A Global Naming Service - GNS: This componentreceives the servicelocation and the service
identifierandcreatesa referencethatindicateswheretheserviceis located.Themanagementagents
searchin this componentfor gettingservicereferences.

� A Service Provider - SP: It is responsiblefor offering servicesto customers.Whena client sendsa
capsuleto theSPfor creatinga VAN andits servicesor for addinganew serviceto his/herVAN, the
SPnotifiestheGMA andtheMM. Also, in a servicemigrationor removal, theSPnotifiestheMM
for controllingits migrationtablesandnotifiestheGMA for updatingits local informationaboutthe
VANs. In somecases,theSPcancreateanew servicecopy asshown in Section3.4.

PM
DB

MM

SP

GNS

GMA

MC - Management Center

Virtual

MAEA

MAEA

MAEA

MAEA

LM
LM

MS

MSMS

MS

MSMS

Node - XVirtual
Active Network - A

Active Network - B

Policies

Fig. 1: ManagementModelComponentsandtheir relationship

All theagentsaredistributedthroughthenetwork. Fig. 1 shows two differentVANs, A andB. We can
seethat the nodeX belongsto both, but the modelseparateseachonefor servicemanagement.Hence,
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a host in a virtual active network environmentcanbe part of morethanoneVAN at the sametime. The
interactionbetweenagents(typically MAEA) of differentVANs is not shown, but an agentfrom a VAN
canaccessanotheragentfrom anotheronefor changingdata,sincethecustomerdomainpoliciesallow this
interaction.In our model,a MAEA from a VAN changesdatato anotherMAEA from anotherVAN only
onaninter-VAN servicemigration.To collectaccountingdatathesequence,shown in Fig. 2, is asfollows:

1. Themanager(human)invokesmethodson theGMA.

2. TheGMA notifieseachLM for startingto collectdata.After this point,all managementis donein a
parallelwayandeachLM gathersdatafrom its VAN. TheGMA waitsall LMs sendtheanswers.

3. EachLM invokesmethodson theMAEA andwaitsall theseonesanswer. After this, theLM sends
backtheresultsto theGMA.

4. EachMAEA invokesmethodson theservicesin orderto getthemostrecentdataandsendsbackthe
resultsto theLM.

Theexistenceof differentmanagementlevelsfacilitatesthecoordinationamongmanagementagents.

1
2

3
4

Human GMA LM MAEA MS

Fig. 2: SequenceDiagramfor collectingaccountingdata

To collectperformancedata,unlikeaccountingdata,themanagementsystemsendsmobileagentsto the
hostswheretheservicesarelocated(1). They stayon thenodesduringaperiodof time(2) andreturnback
to themanagementcenterwith thedata(3). Themanagementsystemsendsanagentfor eachhost,sothat
all servicesaremanagedat thesametime. Fig. 3 illustratesthemanagementsystembehavior in this case.

(1)

(2) (2)

MM

Human

GMA

(1)

(3)(3)

Fig. 3: Sendingmobileagentsfor collectingperformancedata

Whenthemanagerdecidesto sendagentsfor gatheringperformanceinformation,themanagementsys-
tem startscollectingaccountingdata. Hence,at the endof the period, the managementcentercanalso
provide to themanagera setof informationabouttheenvironment.Basedon accountingandperformance
information,themanagerwill beableto takeactionstowardsa possiblereconfiguration.
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3.3 Management Information Bases - MIBs
Theproposedmanagementmodelneedsto maintainmanagementinformationat differentlevels: MAEA,
LM andGMA. In this work, thebasesusedto storethis informationarecalledMIBs.

In this sectionwe presentwhat kinds of informationare locatedin eachMIB andwhat questionscan
be answeredby eachone. The managedservicehasa managementinterfaceenablingsomefilter to be
activatedor deactivated.Thefiltersarerelatedto thespecificattributesfor managementandthey cancount
or not the metricsin differentperiodsof time. At eachlevel, somequestionscanbe answeredbasedon
the datagatheredup to that level. The TablesI throughIII show the questionsansweredin eachlevel of
management.The questionsarethosein the Section3.1 organizedperservice,perhost,perVAN andin
thenetwork asa whole. We labelA.questionnumberfor accountingquestionsandP.questionnumberfor
performancequestions,for example: A.1 meansquestion1 from accountingarea. Thus,we presentthe
following MIBs:

1. MAEA � MS: This is the lower level of management.The metricsin this MIB are: (a) received
requestsand(b) residencetime. Tab. I shows thequestionsthatcanbeansweredwith thesemetrics.

Tab. I:

perservice perhost metric
A.1,A.4 a

A.2 a
A.5 b

A.6 a,b
A.6 a,b

2. LM � MAEA: Themetricin thisMIB is: (a) receivedrequests.Tab. II showsthequestionsthatcan
beansweredwith this metric.

Tab. II:

perVAN metric
A.1, A.3 a

3. GMA � LM: This is the upperlevel of management.Here,the managercanhave a generalview
aboutthe network asa whole. The metricsin this MIB are: (a) receivedrequests,(c) memoryuse
and(d) cpuuse.Tab. III shows thequestionsthatcanbeansweredwith thesemetrics.

Tab. III:

perhost perVAN wholenet. metric
A.1,A.3 a

P.1 c,d
P.2 c,d

P.2 c,d

In additionto informationaboutaccountingandperformance,in this MIB thereis informationabout
theservicemigration:sourcehost,destinationhost,whattimethemigrationhappenedandhow many
timesit hasmigrated.All this informationis usefulwhensomeservicewantsto migrateand,then,
thepoliciescanbeappliedto theservice.
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In our proposedmodel, the metricscanbe collectedall the time, in someperiodsof time, or not be
collected. Collecting managementdataall the time for all metricsin the network as a whole, is not a
convenientoptionbecausetheMIBs’ sizein eachlevel of managementcanbecometoo large.A typicaluse
of themanagementsystemis for collectingsomemetricsduringa periodof time to detectsomepotential
problems.After gettingthesemetrics,the managementoperationsareonly to collect datarelatedto the
specificproblem.

3.4 Management Scenarios
Themanagementscenarioswehavecreatedarerelatedto atelecomenvironment.Thescenariosareassoci-
atedwith thecustomer’sActiveApplication- AA , that is aninterfacefor thecustomersusingtheavailable
environment.Thus,clientsthathave anactive applicationin their domaincanperformthefollowing func-
tions:

1. Creatinga new virtual activenetwork specifyingwhat hostsand what servicesare required.
In this scenariothefollowing sequenceis needed,asshown in Fig. 4:

(a) Customersendsacapsuleto theSPinformingwhathostsandwhatserviceseachhostwill have.

(b) TheSPsendstherequiredservicesto thesetof hosts.

(c) TheSPnotifiestheMM andGMA aboutthenew VAN.

(d) TheMM sendsmanagementagentsto thehostsanddefinesthevirtual activenetwork manager
(LM).

(e) Servicesregisterthemselvesin theGNS.

Note that in this casethe PM is not notified. In fact, whena new VAN is created,the SPalways
allows to providenew services.Thepoliciesareappliedto serviceswhich arerequiredaftercreating
VANs.

- Sending a capsule

- Sending an agent

- New service

- Management Agent

- Method invocation(b)

(d)

(d)

(b)

(a)

(c)

(e)

(e)

(e)

(d)

SP

(b)

AAGNS set of hosts MM

(c)

GMA

Fig. 4: Customercreatinga new VAN.

2. Adding a service to the VAN.
In a telecomenvironmentthecustomerfrequentlyneedsto addnew servicesto theVAN. This is the
mainscenariothatcanbecreatedwhereastherearemany stepsbeforea servicemigratesto another
node.In thisscenario,theLRUScanbelongto theotherVAN (this is thenormalcase)and,then,the
servicemustmigratebetweenVANs. Thisa way to coordinateseveralinstancesof thesameservice.
Thesequence,shown in Fig. 5, is asfollows:

(a) Customersendsa capsuleto theSPindicatingwhatserviceis requiredandto whatdestination
hosttheservicewill besend.

(b) TheSPgetstheLRUS in thenetwork. In this search,all theinformationabouttheLRUS also
is available.
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(c) SPinteractswith theMM for verifying if migrationis possible.
(d) MM getstheservicepoliciesfrom PM for analysingthem.
(e) MM answersto theSPaboutthepossibilityof migration.
(f) If migration is possible,SP sendsa capsuleto the active applicationof the VAN wherethe

LRUS is locatedat this moment. This is necessaryfor the active applicationstopsto usethe
servicein that VAN. On the otherhand,if migration is not possible(accordingto policy 1),
andthe policy 2 is satisfied,the SPsendsa capsuleto the destinationhostfor creatinga new
instanceof therequiredservice(f ’). Thestepsl, mandn arethesamefor bothcases.But, if the
policy 2 is not satisfied,themanager(human)hasto decidewhatactiontakesin thiscase.

(g) If anew servicecopy wascreated,theSPnotifiestheGMA andMM aboutthis. If themigration
occurred,theSPonly notifiestheGMA (g’).

(h) Thecapsuleis forwardedto thehostwheretheserviceis at this moment.
(i) The serviceunregistersitself from the global namingserviceandnotifiesits MAEA that it is

migrating.
(j) Thecapsuleremovestheservicefrom this nodeandmigratesto thenew node.
(k) ThesourceMAEA notifiesthedestinationMAEA thata new serviceis arriving.
(l) Thecapsulearrivesin thenew nodeandregisterstheserviceon theGNS.

(m) Theservicenotifiesits new MAEA it hasarrived.
(n) The capsuleis forwardedto the new active applicationto notify that the requiredservicehas

migrated.Theactiveapplicationcanusethenew service.

MAEAMAEA
MAEA

LM

SP

LRUS

AA

PM

AA

- Sending a capsule

- Method invocation

(a)

LM

MS MS

GNS

MS

MS

MS

MS

Active Network - A

Active Network - B

Virtual

Virtual

(f’)(b)

(b)

(c)(d)

(e)

(g)

(h)

(i)

(i) (j)

(k)

(l)

(m)

(n)

(f)

GMA

MM

(g)

(g’)

Fig. 5: Customerrequiringa new service.

EachLM is responsiblefor finding the LRUS in its VAN and it returnsback the result to the SP.
If thereis more thanone servicecopy in the network andwhetherthey aremigrating few times,
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somecopiescanbedeletedfrom thenetwork. Thus,thenumberof servicecopiesin thenetwork can
changealongwith theintensityof theuse.

3. Removing servicesfr om the VAN.

In this scenario,the customersendsa capsuleto the SPnotifying the removal of the service. The
SPnotifiestheGMA aboutthis. Beforeremoving theservice,it unregistersitself from theGNSand
notifiesits localMAEA abouttheremoval. All theserviceinformationis sentto theGMA.

4. Migrating a service fr om a host to another oneinto the VAN.

Thecustomersendsa capsuleto theSPnotifying aboutthis. TheSPnotifiestheMM andtheGMA
aboutthe migration. Beforemigrating,the serviceunregistersitself from the GNS andnotifies its
local MAEA aboutmigrating.Whentheservicearrivesto thedestinationnode,it registersitself on
theGNSandnotifiesits local MAEA.

5. Deletinga VAN and its services.
Theclient decidesto extinguisha VAN but beforeit hasto senda capsuleto theSP. TheSPnotifies
theGMA aboutthis scenario.All informationabouttheservicesandtheVAN is sentto theGMA.

Items3, 4 and5 representsomeof the stepsfrom the Fig. 5, whereasthe item 2 is the main scenario.
MigratingaservicebetweenVANs isacommontaskin atelecomenvironment,but atthesametime,it hasto
bea synchronizedsequenceof phases,sothat,thecustomerdoesnotusetheservicesduringthemigration.
Likewise,themanagementsystemcannotmanagetheservicewhetherit is migratingor theservicedoesnot
exist anymore. In the proposedmodel,the customercannotmigratea serviceto anotherVAN. This is an
importantissuewhereasa VAN canbecomeoverloadedwith a lot of servicesandthemaliciouscustomers
cansenduntrustedcodeto theVANs. In this way, aspectson securitymustbe addressedhere,but this is
not the scopeof this paper. The servicecanmigratebetweenVANs whethera customerfrom a VAN is
requiringit from anotheroneandall thepoliciesaresatisfied.

4 Implementation
In this sectionwe presentsomeaspectsaboutthe implementation.To createtheenvironmentwith virtual
activeapplicationsandservicesmigratingamongthem,we haveusedtheANTS toolkit. ANTS is a toolkit
developedto supportactiveapplications.A network basedonANTS consistsof agroupof connectednodes
andeachgroup’s elementrunsthe ANTS environment. The ANTS hasthreekinds of main components
[JVL98]:

� Thepacketsin traditionalnetworksarereplacedby capsules.Thesecapsulesreferto theprocessing
to beperformedon their behalf;

� Routersandendnodesarereplacedby activenodesthatrun capsulesandmaintainstate;and
� A codedistributionmechanismguaranteesthattheroutineswill beautomaticanddynamicallytrans-

feredto nodeswherethey areneeded.

We haveusedmainly thefollowing classesfrom ANTS:

� Application: for allowing thecustomerinstallingandrunningservicesin thenodes.This classis in-
heritedby thecustomerfor creatingtheActiveApplicationaccordingto thecustomer’srequirements.

� Capsule: for sendingandreceiving codeto andfrom the nodes. The communicationbetweenthe
customerandtheSPis throughcapsules.Thecustomerusestheservicesby sendingcapsulesto the
nodeswheretheservicesarelocatedinto theVAN.

� Node: This classrepresentstheexecutionenvironmentof aVAN in ahost.

Theactive environmentandthemanagementsystemhave beendevelopedusingJava 1.2. Theservices
areimplementedasJava objects.Themobileagentplatform is the Grasshopper2.1. Theactive nodesof
eachVAN arerunningon SunWorkstationsexecutingSunOS5.5. TheMIBs locatedin eachmanagement



A MobileAgent-basedModelfor ServiceManagementin Virtual ActiveNetworks

level aredevelopedusinghashtablesandbidimensionalarrays.Eachmanagementagentis responsiblefor
its MIB andit cannotaccessotheronesof anotherVAN locatedat the samehost. In the following, we
commentsomeof availablefunctionsfrom themanagementinterface.

1. Whatarethemostandleastservicesrequired(perhost,perVAN andin thenetwork asa whole).

2. Whatarethemostandleasthostsrequired(perVAN andin thenetwork asawhole).

3. Whatis thethroughput(perhost,perVAN andin thenetwork asa whole).

4. Sendingagentsfor gatheringperformancedata(perhost,perVAN andin thenetwork asa whole).

5. Collectingaccountingdata(perservice,perhost,perVAN andin thenetwork asa whole).

6. Showing themigrationtable(perserviceandall services).

7. Moving aservicefor loadbalancing.

8. Deletingservicesfrom theenvironment.

Thequestionsabove aresomeof the possiblethat canbe supportedby themanagementsystem.More
generalandspecificinformationcanbeextractedfrom theenvironmentin a flexible way by creatingother
questionsandgatheringothermetricson the managedservice.This is possibledueto the modelis open
to include new operationsin order to supporta large numberof domains. Items7 and8 are relatedto
the configurationfunctionalarea.The last item requiresan excessive searchacrossthe VANs for getting
candidateservicesfor removal. If this operation,basedon thepolicy 1, findssomeserviceswhich canbe
deleted,themanager(human)candecideif theservicewill beremovedor not. Therefore,beforeremoving
services,themanagercaninvoketheoperation5 for collectingaccountingdataandbesurethatadetermined
servicecanberemovedandnot affect theenvironment.

A servicehasa singlenamein the network and it canonly be identifiedby this name. This nameis
generatedby the concatenationof the virtual active network name,the host namewherethe serviceis
located,andthenamegivenby theserviceprovider. For instance:

- virtual activenetwork name:vn1;
- hostnamewheretheserviceis located:1.1.1.2;
- namegivenby theserviceprovider: serviceA.

Final name= vn11.1.1.2serviceA.

Thegeneratednameis singleandit is registeredandlocatedin theGNS.TheGNSis a namingservice
developedusing JNDI (Java Namingand Directory Interface). The GNS receives the location and the
identifierfrom theserviceandcreatesareferencethatpointswheretheserviceis located.Themanagement
agentsgettheservicereferencessearchingin this component.

5 Conclusion and future work
In this paperwe presenta model for servicemanagementin virtual active networks. In thesenetworks,
the servicescanmigratefrom a VAN to anotheroneaccordingto the customer’s requirements.This is
the commoncasein a telecomenvironmentwhereasthe customerscaninstall a VAN for satisfyingtheir
requirements.Theenvironmenthasa ServiceProvider, anda Policy Managerresponsiblefor controlling
andprocessingpolicies.ThecustomerhasanActiveApplicationfor usingtheavailableenvironment.

Thesolutionpresentedmainly is for mobileservices,anddueto this facility, theproposedmodelis based
onamobileagentplatformandconsidersthreemanagementfunctionalareas:accounting,performanceand
configuration.Thismodelis flexible in thesenseof managementquestionscanbeansweredfrom different
levels of management:per service,per host, per VAN, and in the network as a whole. We have also
describedwherethe MIBs arelocatedthroughoutthesedifferentlevelsof managementandthe hierarchy
for gatheringdata. We have createdsomescenariosfor simulatinga telecomenvironmentandexploited
theserviceprovisioningandmanagement.ThescenarioswerecreatedusingtheANTS toolkit which has
sufficient featuresfor implementingour experimentationenvironment. We have alsodevelopeda Global
NamingServicein orderto allow theserviceremotelyregistersitself.
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In a customizedserviceenvironment,thecustomerscandevelopservicesin differentprogramminglan-
guageslikeJava,C++,VisualBasic,amongothers,requiringasolutionfor interactionamongthesedifferent
components.In orderto take accountthis issue,in future works, the CORBA objectsarealsointroduced
whereasin thiswork wehaveonly consideredtheJavaobjects(services).In thisway, weintendto includea
new namingservicefor supportingtheseCORBA objectsandto updatetheinterfaceof managementagents
to supportMASIF for managementof thesenew services.Weplanto allow thecustomermigratesaservice
to anotherVAN andto enablea customerfrom a VAN accessesa servicefrom anotherone. Finally, we
intendto developa SecurityManagerfor customerauthenticationandfor avoiding untrustedcodein the
VANs in orderto considerthe securityfunctionalarea.Simulationshave shown that the proposedmodel
canhandletelecomenvironmentswith mobileservicesandVirtual Active Networkssuccessfully, opening
up apotentialfurtherstudy.
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