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Abstract. Linkable ring signatures can simultaneously provide the prop-
erties of anonymity, spontaneity as well as linkability. Linear feedback
shift register (LFSR) sequence can be used to shorten the representation
of elements in a field. This paper proposes an LFSR-based linkable ring
signature scheme, whose main computation operations are performed in
base field GF(q) whereas security properties are under the state based
discrete logarithm assumption(S-DLA)(and a new state based compu-
tational assumption weaker than state based decisional Diffie-Hellman
assumption). The latter potentially says that the scheme is secure in the
extension field GF(q%)(d the stage of the LFSR). All these make our
scheme a flexible primitive for ubiquitous computing in which informa-
tion processing has been thoroughly integrated into everyday objects and
activities.
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1 Introduction

For many practical applications or resource-limited environments, it is often
desirable to speed up the cryptosystems without notable security degradation.
Recently, several cryptosystems have been proposed to shorten the representa-
tion of the elements in the finite field[3,7, 11, 13] by representing them with the
coefficients of their minimal polynomials. For instance, Niederreiter[11] designed
encryption and key agreement schemes based on general n-th order linear feed-
back shift register (LFSR) sequences. Giuliani and Gong[3] proposed a general
class of LFSR-based key agreement and signature schemes based on n-th order
characteristic sequences. Main contributions in these work are that they do not
require as much bandwidth as their counterparts based on finite fields.

Ring signature attracts significant attention since its invention[1, 12,15, 16].
In a ring signature scheme, a user first selects a set U (called a ring) of pos-
sible signers including himself, then signs a message using his private key and
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the public keys of all the members in the ring. The resulting signature can be
verified to be generated by some user in the ring, but the identity of the actual
signer will not be revealed, hence the signature provides the signer the property
of anonymity which cannot be revoked. Linkable ring signatures have a specific
property of linkability which means that any one can tell if two ring signatures
are generated by using the same private key. In other words, linkability says two
signatures by the same actual signer can be identified as such, but the signer
remains anonymous. The first linkable ring signature scheme was proposed by
Liu et.al. [10]. The property of linkability is really essential in some scenarios as
explained below: (1) Suppose there is an organization that wants to conduct an
anonymous and voluntary questionnaires among its members. It is demanded
that only legitimate members can submit the questionnaires, and at the same
time, each member cannot submit more than one questionnaire. Conventional
ring signatures can ensure those who submitted the questionnaires are members
of the organization and maintain users’ anonymity, but they cannot prevent a
member from submitting more than one questionnaire. (2) Another practical
instance is to detect double-voting in an e-voting system. Although blind sig-
natures or other cryptographic protocols seem to be able to achieve this goal,
yet they require all the users to participate in the setup stage even they do not
intend to join subsequent protocols.

In current work, we will construct a linkable ring signature scheme based on
d-th characteristic sequences generated by an LFSR. Main computation opera-
tions of the scheme are performed in the base field GF(q). In fact, besides hash
evaluations and addition/multiplications in Zp, only multiplications of elements
in GF(q) are involved in our scheme. This particularly produces a fast system
as no exponentiation in GF (qd) is required. As for its security properties, by
resorting to the random oracle methodology, we can show that it is secure under
the state based discrete logarithm assumption and state based decisional prod-
uct Diffie-Hellman assumption as defined in Section 2. Since state based discrete
logarithm problem is proved to be equivalent to traditional DLP in GF(q%) [3],
the proposed scheme successfully enhances the security of the system, at the
same time, with low computational costs. In other words, to get a system equiv-
alent to one based on extension field GF(q?), there is no need to compute any
exponentiation in GF(q?).

Organization. The rest of the paper is organized as follows. We first intro-
duce some conceptions and notations related to d-th characteristic sequences in
Section 2, then give a security model of linkable ring signatures in Section 3.
Section 4 is devoted to the new ring signature scheme based on d-th characteris-
tic sequences. Its formal security arguments are described in Section 5. Finally,
concluding remarks are made in Section 6.

Notations. Throughout this paper, let Zp denote the set {0,1, 2,---, P — 1},
and Z5 denote Zp\{0}. By €r S, it means choosing a random element from
the set S with a uniform distribution. For an algorithm A, we use z «— A to
denote that A is executed on some specified input and its output is assigned

to the variable z; if A is a probabilistic algorithm, we write x E A Finally,



throughout this paper, we often equate a user with his identity, his public key
or his secret key without risks of confusion according to the context.
Negligible Function. We say a function f : N — R is negligible if for every
constant ¢ > 0, there exists an integer k. such that f(k) < k=¢ for all & > k..

2 Preliminaries

2.1 LFSR sequences

We briefly review the necessary about linear feedback shift register. Let ¢ be a
prime or a power of prime, f(z) = r%+a;29 1 +a2? 2 +. . +a4 (a; € GF(q),i =
1,...,d) be an irreducible polynomial over GF(q) with a root « of order P in the
extension field GF(g?). A sequence s = {s;} over GF(q) is said to be an LFSR
sequence generated by f(x) if sj4q = @18j4a-1 + a28j4a—2+ ... +aqs; (> 0).

If an initial state of s is given by s; = tr(a?),j = 0,1,...,d—1, where tr(-) is
the trace map from GF(q?) to GF(q), then s is called a d-th order characteristic
sequence. It is well-known that the period of the d-th characteristic sequence s
is equal to the order P of a. Thus we can define s; = spy; for all j < 0, and
further consider the sequence {s;} with indices running over all integers. We

denote the i-th state of the LFSR sequence as 5; = (s, Sit1,- -, Si+d—1), and
set A; = (s;,52j,...,5r;), where r is defined by
d—1 for general ¢ and d,
r=< d/2 if ¢ = p?,and d is even,

(d—1)/2 if ¢ = p? and d is odd.

Vector A; can be used to recover the minimal polynomial of 47, (y € GF(¢%),j €
Z)[3]. Refer to [4] for more details about the theory of LFSR sequences.

2.2 Complexity problems

We start this part with several main sequence operations, i.e., SO1, SO2 and
SO3, which will be repetitively employed in our scheme. Both SO1 and SO2 can
be performed efficiently by the existing algorithms[3], and SO3 can be viewed
to be derived from SO1 and SO2[8]. The following sequence operations can be
jointly used to design smart and efficient cryptographic primitives, including
our construction as depicted in Section 3.

— Sequence Operation 1(SO1): Given A; and an integer [(0 < j,1 < P), to
compute Aj.

— Sequence Operation 2(SO2): Given states §; and §,(0 < j,l < P), to com-
pute 5;4.

— Sequence Operation 3(SO3): Given §; and an integer 1(0 < j,1 < P), to
compute §;.

We proceed to recall the definitions of state based discrete logarithm problem(S-
DLP)( and state based decisional Diffie-Hellman problem(S-DDHP)) on which
the securities of our scheme are based.



Definition 1. The problem S-DLP is, given (q,n, P, 51, 5;), to compute j. For
a probabilistic polynomial-time (PPT) adversary A, we define his advantage
against the S-DLP as

AdoSPIP Clpr s 5)) = g1,

where the probability is taken over the random coins consumed by A.
We say that the (t,€)-S-DL assumption(S-DLA) holds, if no t-time ad-
versary A has advantage at least € in solving the S-DLP.

Definition 2. The problem S-DDHP is, given (q,n, P, 51, 8y, 8y, Sw ), to decide
wether w = uv holds. For a PPT adversary A, we define his advantage against
the S-DDHP as

AdvPPHP def |Pr [A(51, Su, Su, Suv) = 1] — Pr[A(51, Su, Su, Suw) = 1],

where the probability is taken over the random coins consumed by A.
We say that the (t,€)-S-DDH assumption holds, if no t-time adversary A
has advantage at least € in solving the S-DDHP.

It is known that the state based discrete logarithm problem as defined above
is computationally equivalent to the traditional DLP in GF(q?)[14], and that
the complexity of breaking S-DDH assumption is equivalent to that of solving
decisional Diffie-Hellman problem in the field GF(q%)[3]. Generally speaking,
computational problems such as the DLP are much harder than the DDH, i.e.,
DDH < DLP[6]. Analogical claims come into existence in the state based sce-
narios[3, 14]. In the following, we further introduce a new problem called state
based decisional product Diffie-Hellman (S-DPDH) problem. Resorting to the
new problem(and S-DLP), we can present our linkable ring signature scheme
and construct formal security arguments for the scheme.

Definition 3. The state based decisional product Diffie-Hellman(S-DPDH) prob-
lem is, given (q,d, P,51, 8a, 5;, 51, Sac), to decide whether ¢ = jl holds. More
concretely, for a PPT adversary A, we define his advantage against the problem
S-DPDH as
- def o o
Ad’l}§‘ DPDH :e |Pr[A(517 Sa; Sj7 Sl7 Sajl) = 1 - PY[A(Sl, Sav Sja Sl? Sa(!) = 1”7
where the probability is taken over the random coins consumed by A.
S-DPDH assumption says that S-DPDH problem is hard to solve. More pre-
cisely, we say that the (t,e)-S-DPDH assumption(S-DPDHA) holds, if no
t-time adversary A has advantage at least € in solving the S-DPDH problem.

One can easily note that S-DDHP is just an instance of S-DPDH prob-
lem(when we fix 5, = 51). In other words, S-DPDHA is no stronger than S-DDH
assumption, which makes the problem S-DPDH independently interesting. It is
believed that we prefer to build cryptographic systems on weaker assumptions.
In fact, our construction is based on the two weak assumptions S-DLA and
S-DPDHA which make the proposed scheme more flexible.



3 Framework of Linkable Ring Signatures

In this section, we will describe the definitions of linkable ring signatures (LRS)
and of the security notions for LRS.

3.1 Linkable Ring Signatures

We first give an overview for the LRS model. On the one hand, as original ring
signatures, LRS contains the system initialization algorithm Setup, user key
generation algorithm KeyGen, signature generation algorithm Sign and signature
verification algorithm Verify. On the other hand, LRS has a special algorithm
called Link from which any verifier can decide whether two given ring signatures
are generated by using the same secret key.

Definition 4. A linkable ring signature scheme LRS consists of a tuple of five
polynomial-time algorithms:

Setup: a probabilistic algorithm, taking as input the security parameter 1,

returns a public common parameter param. We write param & Setup()).
KeyGen: a probabilistic key generation algorithm, taking as input the sys-
tem parameter param and a user’s identity ID € {0,1}*, returns the pub-

lic/secret key pair (PK,SK) for the user. We write (PK,SK) & KeyGen(
param, ID);

Sign: a probabilistic signing algorithm, taking as input the system parameter
param, a message m, the secret key SK; of the actual signer with identity
ID;, and the public keys PK,, ..., PK,, returns the resulting signature o.
We write o & Sign(param, SK;, PKy, ..., PK,,m);

Verify: a deterministic verification algorithm, taking as input the system param-
eter param, a candidate signature o on the original message m and the public
keys PKy,...,PK,, returns 1 if (m, o) is a valid signature, and 0 otherwise.
We write (1 or 0) ki3 Verify(param, PKy, ..., PK,,m,0);

Link: The algorithm takes as inputs two valid signatures o1 and oo, and returns

either 1 for linkable or 0 for unlinkable. We write (0 or 1) & Link(o1,09).

3.2 Security Notions for Linkable Ring Signatures

Next we will formalize the security notions for LRS. To this end, we consider
the following oracles which together model the abilities of an adversary against

LRS:

— H(:): a random oracle is a theoretical black box that responds to every query
with a (truly) random response chosen uniformly from its output domain,
except that for any specific query, it responds the same way every time
it receives that query. Put another way, a random oracle is a mathematical
function mapping every possible query to a random response from its output
domain.



— CO(+): a corruption oracle, upon receiving an identity ID; € {0, 1}*, returns
the corresponding secret key SK;;

— SO(+,+): a signing oracle, taking as input a set of users L and a message m,
outputs a signature of L;

For the security for LRS, there are three aspects we should consider: anonymity,
unforgeability and linability.

Let IT = (Setup, KeyGen, Sign, Verify, Link) be an LRS scheme, n a poly-
nomial and A an adversary attacking the property of anonymity for DGS. Our
model takes insider attack into account by allowing the adversary to corrupt
some fraction of the members and thereby come into possession of their secret
keys. A runs in three stages.

In the find stage the adversary is given an initial information string I and the
public keys of the members in the ring. It outputs two identities, say, IDg, I D,
for uncorrupted members and a message m € {0, 1}*. Based on a challenge bit b,
one of the two identities is selected to yield a challenge signature on the message
m, which is returned to the adversary, now in its guess stage. Finally A returns
a bit d as its guess of the challenge bit b. In each stage the adversary will output
state information that is returned to it in the next stage. We now provide a
formal definition.

Definition 5. Let IT = (Setup, KeyGen, Sign, Verify, Link) be an LRS scheme.
For a PPT adversary A, let n be a polynomial, b € {0,1}, consider the experi-
ment:

Experiment Exp%ﬁ{ b (k)

& Setup(k);

Fori=0,..,n—1 do (z;,v;) & KeyGen(I) EndFor;

(IDy, IDy;m; st) « ASCICOOTO find, T, yo, ..y yn1);
R .

g Slgn(la Th, Y05 -y Yn—1, m);

d — ASCCOCNHO) (guess, o; st);

return d.

Herein, we naturally require that A did not submit I Dy, I D1 to the corruption
oracle CO(-). The advantage of the adversary is defined as

def , ;
Advi3 (k) S PrExplrl (k) = 0] - Pr{Exprs! (k) = 0]
Let IT=(Setup, KeyGen, Sign, Verify) be an LRS scheme. We say that it is irre-
vocably anonymous if the function Adv%}n (k) is negligible for any poly(k)-time
adversary A and any polynomial n.

Definition 6. Let II = (Setup, KeyGen, Sign, Verify, Link) be an LRS scheme.
For a PPT adversary A whose goal is to forge a ring signature, let n be a
polynomial, consider the experiment:



Experiment Exp}{f{(k)
& Setup(k);
Fori=0,...,n—1 do (z;,y;) E KeyGen(I) EndFor;
(m*,0%) — ASCIHO(L o, oy yna).
A wins if Verify(param, m*, o*, yo, -+, Yyn—1) = L.

Above, It is mandated that m* was not queried to the signing oracle.

The advantage of the adversary is defined as AdvE’I;;(k:) def Pr[A wins].

Let IT=(Setup, KeyGen, Sign, Verify, Link) be an LRS scheme. We say that it is
unforgeable if the function Advg’l;;(k) is negligible for any poly(k)-time adversary
A and any polynomial n.

The notion of linkability allows anyone to determine whether two signatures
have been issued by the same member in the ring. For simplicity, we say an LRS
scheme is linkable if no member in the group can generate two signatures oy, oo
such that Link(oq,02) returns 0. More formally, we have

Definition 7. Let IT = (Setup, KeyGen, Sign, Verify, Link) be an LRS scheme.
For a PPT adversary A whose goal is to break the property of linkability, let n
be a polynomial, consider the experiment:

Experiment Expga(k‘)
& Setup(k);
Fori=0,...,n—1 do (z;,y;) & KeyGen(I) EndFor;
7 ASCIHON(T o, ooy yn_1) where T € {0,...,n — 1}.
(mlv g1;Mma2, 02) — AS(V’.)’H(.)(Iv Yo, -y Yn—1, x'r)'
return 1-Link(o1,02).

It is mandated that (my, 01), (ma, 02) are not output of the signing oracle. The

advantage of the adversary is defined as AdvEE‘j(k) def Pr[Expgﬂ(k) =1]. Let
IT=(Setup, KeyGen, Sign, Verify, Link) be an LRS scheme. We say that it is fully
linkable if the function AdvE’Il‘j(k) is negligible for any poly(k)-time adversary A
and any polynomial n.

4 LFSR-based Linkable Ring Signatures

Previously, linear feedback shift register(LFSR) is prevalently used to generate
pseudo-random sequences which are essential in stream cipher [4]. In [5], Gong
and Harn studied 3-rd order LFSR sequences over a finite field whose cryp-
tographic properties are employed to construct public-key distribution scheme
and RSA-type encryption algorithm. Recently, Giulian and Gong [3] proposed
an ElGamal-like LFSR-based signature scheme without formal security proof.
Provable security is an important research area in cryptography. Cryptographic



primitives or protocols without a rigorous proof cannot be regarded as secure
in practice. There are many schemes that are originally thought as secure being
successfully cryptanalyzed, which clearly indicates the need of formal security
assurance. With provable security, we are confident in using cryptographic ap-
plications to replace the traditional way in physical world.

Current section is devoted to our LESR-based linkable ring signature scheme
LLRS. As will be seen from the scheme below, one of its advantages is that its
securities rely on hard problems in extension field GF (q%), while all computation
operations are performed in base field GF(q). This potentially speeds up the run
of the scheme without notable security degradation.

More concretely, our scheme LLRS consists of the following five algorithms
where three sequence operations SO1, SO2, SO3 are repeatedly called.

Setup: given a security parameter 1%, the algorithm generates the appropriate
system parameter as param = {q, d, 31, P, H} where H be a cryptographi-
cally secure hash function.

KeyGen: a user with identity ID; randomly chooses his secret key (w; 1,w; 2) €
Z5?, and generates matching public key PK; = (S, ;s Sw, ,)-

Sign: without loss of generality, we assume that user k is the actual signer. Let
L = {PK;,i = 1,---,n} be the collection of all the public keys, and m
be the message to be signed. Figure.l. illustrates main compositions of al-
gorithm Sign, and each box hits the high spots of each move in the algorithm.

compute the hash values of the ring and of the
message and get the corresponding state

I

determine the auxiliary commitments for all
the users except the actual signer

1

determine the auxiliary commitments
for the actual signer

I

[

[ )
[ )
[ compute an overall challenge for the ]
[ )
[ )
[ )

ring signature to be generated

compute a local challenge of the actual signer

I

generate the actual signer’s responses

I

output the resulting ring signature

Fig.1. Ring Signature Generation Algorithm Sign
1. Compute h = H(L) mod P, hy = H(m) mod P and obtain 5, (5p,,
resp.) from §; and h(hq, resp.) using SO3. Set v = hwy 1wy, 2 and get §,.
Choose b €r Zp, set t1 = hw; 1, to = h1b, t = t; + t2, and get 5;.
2. For i =1,...,n(i # k), perform the following steps.
(a) Randomly pick the challenge 0 < ¢; < P, and the responses 0 <
Zilyt R4 < P.



/ ! U i g ! U 111 .
(b) Denote d; | (d 5, d; 3, di 3, ds, d; 4, d} 4,d}"y, resp.) as the product

Wi, 1€ (’LULQCZ', hzi,h h12¢73, tCZ‘, tZZ‘,Q, hl(fziA), Ve, resp.), and set

din = 21 + d;,l, dio = 22 + d;727 diz = dé,g + ;/3 + ;//3 dia =

di 4+ di 4 + dif}-

(¢) Compute Szin (Ed;)l, Sdi1» Szia Ed;)z, Sdi.os §d;13, gdéfg’ ‘§d§/,§’ §d274,

Say,, Say, resp.) from the 2-tuple (51, 2i,1)((Sw; 1 €i), (52,4, §d§,1)a
(51, Zi,Q)a (gwi,27 ¢i), (gzi,27 §d§12)7 (5n, zi1)s (Snas 2i3)s (Sts ¢i), (St
22), (8n,, —2i4), (50, i), Tesp.), and obtain 54, , and 54, , from the
3-tuple (§d£13, Sy §d%) and (§d£74, Sar, Ed%), respectively.

(d) States 54, ,, 54, ,, 54, , and 54, , are viewed as the auxiliary commit-
ments for the user .

3. Randomly pick ri1, -+, Tk, let dg1 = 75,1, dip2 = Tk2, d;c,S = hry1,
k3 = hrks, dps = dj 3 +di 3, dj 4y = tree, di 4 = hi(=7k4), dra =
k.4t d{ 4, and compute 5q, , ( 54, ,, S, oo Say y> Sduas Sdl, s Sy > Sdua

resp.) from (81, di,1) ((51, di2), (Sn, Tr1)s (Shes Th), (Sa s Say ), (¢,

rk72), (§h17 77’]“4), (5%4’ §dgy4), respectively). States ‘§dk,1’ Edk,w gdk,z’,
and 54, , are viewed as the auxiliary commitments for the actual user.

4. Set ¢y as the hash value of m, §,, 5, Sd; ;s for 1 <i<n,1<j <4

Compute ¢ =co— (¢1 + ... + ck—1) — (Chg1 + ... +Cp)-

5. Compute the responses of user k:

Zp1 = Tk1 — CkWg,1 mod P, 2o =Ti2 — cpwy,2 mod P,

23 =Tk3 — cgbmod P, zp4 = i 4 — cpwy,2b mod P.

6. Output the signature o as the collection of 5,, 5, ¢;, 25, for 1 < i <
n,1<j<4.

Remark 1. Although our scheme does not result in signatures with constant
size, its particular properties, i.e., low computational costs and high security
level, make it adaptable for practical application. And of cause, it is interest-
ing to explore an LFSR-based linkable ring signature scheme with constant
size such that it speeds up the system without notable security degradation.

Verify: given a purported signature o of a ring L on a message m, a verifier can
check its validity via the following process.
1. Compute h = H(L) mod P and hy = H(m) mod P, then determine 5
and §p, from (31, h) and (81, hy), respectively.
2. Fori=1,...,n:

— Denote d} | (d} 5, d; 3, i3, ds, d} 4, d} 4, d}y, resp.) as the product
w16 (Wi 2C, hzia, hizis, tei, tzig, hi(—zi4), veg, resp.), and set
din = zin +dj g, dip = zig+dio, dizg = dj3+d/3+ds dis =
di g+ di g + dif}-

— Compute 5, (gd’/i,17 Sdis Sziny Sdl s Sdins Sdi 4o SdY,s Sdlyy Sdi
Say, Say, resp.) from the 2-tuple (51, 2i1) ((5w,,, ¢i),(5z, 1, §d;11),
(517 Zi,Q)v (gwi,zv Ci)’ (521,2’ §d;,2)a (§h7 Zi,l)v (§h17 Zi,3)7 (gtv Ci)v (§t7
zi2)s (8nys —zi4)s (8us ci), Tesp.).



— Obtain 54, , and 5g4, , from the 3-tuple (Sq; , Say,, 5a7,) and (34, ,,
Sar gdé’,l)’ respectively. (Note that 54, , and 34, , are computed in
step ii.)
3. Accept the signature if the hash value of m, 5,, 5, 84, ;, matches the
sum of ¢;, for 1 <i<n,1 <j<4.
Link: taking as input two valid signatures o = (..., 5,,...) and ¢’ = (..., 8pr, ...),
the algorithm outputs 1 (for linkable) if 5, = 3,; outputs 0 (for unlinkable),
otherwise.

This ends the description of our LLRS. Consistency requires that Vm, mq, mo

M,j € {1,...,n}, Verify(param, PKy, ---, PK,,m,0)=1 and Link(o1, 02) =1
hold, where ¢ = Sign(param, SK;, PKi, ---, PK,, m), o; = Sign(param,
SK;, PKi, ---, PK,, m;), i = 1,2 and M denotes the message space. One

can easily check that the proposed scheme provides the property of consistency.
Next we briefly discuss the performance as follows. In fact, above ring signa-
ture is an instantiation of the following signature proof-of-knowledge (SPK):
o = SPK{(wy,ws) : Vlgién(yi,l =S, N Yi2 = Swy A Sy = Shwyw, ) }(m) which
can be viewed as an extension of the following SPK(see [2] and other papers
listed in [9] for further details on the notations and theories): 0 = SPK{(z1, z2) :
VicicaWin = 9" A yiz =g" A v=h"")}(m).

The online complexity of signature verification requires 4n SO2 and 10n + 2
SO3 operations. All computations are performed by matrix multiplication in the
based field GF(q) [3, 8], which bring a quite efficient system. The advantages of
LLRS are summarized below:

i. As will be seen in the coming section, by resorting to the random oracle
methodology, its security properties are formally showed under two weak
assumptions, i.e., S-DLA and S-DPDHA. This is really interesting since S-
DPDHA is weaker than S-DDH assumption.

ii. Main computation operations are performed in the base field GF(q). In fact,
besides hash evaluations and addition/multiplications in Zp, only multipli-
cations of elements in GF(q) are involved in our scheme. This particularly
produces a fast system.

Due to the fact that state based discrete logarithm problem is proved to be
equivalent to traditional DLP in extension field GF(g?) [14] and that the com-
plexity of breaking S-DDH assumption equates that of solving DDH in GF(¢?)
[3], the proposed scheme successfully enhances the security of the system, at
the same time, with low computational costs. In other words, to get a system
equivalent to one based on extension field GF(q%), there is no need to compute
any exponentiation in GF(q?).

5 Security Arguments

As for the security properties of our proposed scheme, we have the following
results.



Theorem 1. Suppose A is a (t, €)-algorithm which forges a linkable ring signa-
ture in time at most t with success probability at least €, there exists an algorithm

B which solves the S-DLP.

Theorem 2. The proposed scheme provides the property of signer anonymity
under the S-DPDHA assumption in the random oracle model.

Theorem 3. The proposed scheme provides the property of linkability in the
random oracle model under the assumption that S-DLP problem is hard.

Due to space limitation, we omit the long-winded proofs which are similar to
those in [17] according to the special structures of the schemes.

6 Conclusion

Linkable ring signatures can eliminate the registration phase in e-voting sys-
tems based on blind signatures and other protocols. From d-th characteristic
sequences generated by an LFSR, the paper introduced a linkable ring signature
scheme which can be supported by formal security arguments. The scheme enjoys
the following attractive features: (i) the proposal provides an option for some
applications (e.g. e-voting system, E-cash scheme); (ii) an independently inter-
esting assumption(weaker than S-DDH) is introduced; (iii) main computation
operations are performed in GF(q); and (iv) security properties of the schemes
are equivalent to those of systems based on the multiplication group GF(q?).
The appealing features make our schemes more flexible and highly adaptable to
practical applications in the sense that they enhance the security of the system
and meanwhile maintain low computational costs as well.

In our scheme, the sizes of public keys and the resulting ring signatures are
not ideal as desired. It would be very nice to find an LFSR-based signature
scheme in which both the public key and the signature can be represented by
short representations. Finally, it would also be nice to develop other applications
dependent upon various state based problems.
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