Is the Post-Turing ICT Sustainable?
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Abstract. In this paper we introduce a definition of post-Turing ICT with an
initial analysis of its sustainability. At the beginning of the history of computing
the attention was concentrated on the single machine: a device able to read and
write a memory and able to execute different actions depending on the internal
state. It was only in the 1960's that the fifth function (after input, memory,
processing and output) was introduced: the network, the capability of this single
computational node to be connected and exchange data with similar machines.
In the last fifty years the network has grown at an incredible speed, introducing
us into the post-Turing ICT era: billions of electronic devices interconnected.
ICT has now a significant environmental impact along all its lifetime phases:
manufacturing (based on scarce minerals), application (based on growing power
consumption) and e-waste management (with open cycles difficult to close). In
this paper, we introduce relevant topics to understand whether the current ICT
production and consumption paradigms are sustainable, and the social
consequences and implications of such a problem for stakeholders.
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1 Introduction

When Alan Turing introduced the concept of a universal machine in 1937 in his
historical article on "computable numbers," probably he never imagined the impact
that such a machine would have had to our society. Indeed at those times the attention
was concentrated on just one computational node: a machine able to read and write
into a memory and to execute different actions depending on the symbols read and on
the internal state [22].

In modern world we would say that the Turing Machine was able to perform the
four basic functions of a computer: input, memory, processing and output. The fifth
function, the capability to communicate with other computational nodes (networking)
was introduced in 1969, with the "ancestor" of Internet, ARPANET, a vision of a
global network: "... a network of such computers, connected to one another by wide-
band communication lines" [13].
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This was the beginning of what we call the post-Turing ICT (Information and
Communication Technology) era. It is based on a network of interconnected nodes,
where the convergence of social networks (people interconnected, Web 2.0) and
semantic web (knowledge interconnected, Web 3.0) will introduce humanity into a
radically new ICT environment.
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Fig. 1. Post-Turing ICT.

Open and collaborative networks will take advantage of the huge amount of
machine-readable knowledge, the linked open data. The last update of the Linked
Open Data Project contains more than three billions of RDF (Resource Description
Format) triples (subject, predicate and object) available on the Web [25].

In this new scenario it is no more the original computational node the core of our
attention, but the network effect triggered by the immense power that social networks
will have when they will access the global semantic web. It will empower humanity
for facing many of the social and environmental challenges ahead of us: a collective
intelligence using many knowledge networks. For the first time in our history, we will
be able to access tools and knowledge that will enable us to face scientific challenges
and to provide services like: e-accessibility for all, socio-cultural-geographical
inclusion, e-ageing.

On the other side, the post-Turing ICT poses to us new questions related to its
environmental, personal and social sustainability.



2 Environmental and Social Issues of Post-Turing ICT

In the last forty years we have witnessed the explosion of the global network: on
January 2012 we had more than 888 Million of hosts, the entries in the DNS, the
Domain Name System that enable us to use symbolic names on the Internet and the
Web [7]. In 2011, the Internet traffic reached more than 500 Exabytes (1018 bytes)
and the forecast is that it will reach 1 Zetta-byte (1021 bytes) per year in 2015 [4].

Even more impressive is that the number of Internet users reached 2.26 Billion on
December 2011 with more than one billion concentrated in Asia [6]. Also, in 2011, the
number of networked devices has equalled the world population (7 Billion) and it is
estimated to reach more that 14 Billion in 2015 [4].

Fig. 2. The ICT life cycle.

These billions of networked devices pose enormous questions along their life cycle:
where does the material needed for their manufacturing come from? How will we
produce the power needed to feed them when in use? How will the growing mountain
of electronic waste (e-waste) be managed? How can we design usable and reliable
ICTs? In what way should we use ICTs to sustain our interests as human beings?

2.1 Manufacturing ICT

The industrial process for producing microprocessors and chips has one of the highest
"material intensities” in the industry [21] and also has an impact on the health of
workers [17]. On the other side the dynamic of the so called "Moore’s law" is
exponential: every eighteen months the chips are more powerful [14] but at the same
time they consume a growing quantity of "rare earths" [19]. Nowadays this is starting
also to have serious social and political consequences. One example is the "coltan"
used for producing many of the electronic devices, from laptops to smart-phones and
tablets. Its name comes from the combination of names of two minerals: Columbite
and Tantalite. From them are extracted two elements: Columbium (now called



Niobium, Nb) and Tantalum (Ta), fundamental for producing capacitors in the
electronic industry. But these special minerals are coming from countries like Congo,
where the mining activity is performed in illegal conditions for workers and have also
a decisive role in the military conflicts in the area [24].

We need to start an ethical reflection about the sustainability of pursuing this
direction, probably it is time to slow-down the speed of electronic market cycles and
to re-state the well-known Soesterberg principle about sustainability: "Each new
generation of technical improvements in electronic products should include parallel
and proportional improvements in environmental, health and safety, as well as social
justice attributes" [20].

2.2 Using ICT

Of course, when we power on ICT devices and infrastructure, we process information,
and this could have also a positive contribution to the environment, for example by
reducing the air pollution with tele-working and by organizing car-sharing. Probably
we need to better use ICT in this direction: "Further research is needed to understand
how ICTs and the Internet can contribute to reaching environmental policy goals by
fostering renewable energy, reducing transport, optimising energy use and reducing
material use™ [15]. On the other side, we see that the power consumption of these
machines is growing at the incredible rate of about 100% every five years [11]. The
new ICT paradigm based on cloud computing is also under scrutiny, due to the
computing power and storage capability concentrated in gigantic data centres located
in remote locations: "under some circumstances cloud computing can consume more
energy than conventional computing where each user performs all computing on their
own personal computer (PC)" [2].

In conclusion, we realize that ICT requires more and more energy and many
researches now estimate that its contribution to greenhouse gases (such as CO2) is
close to that of airlines.

2.3  Managing e-Waste

It is estimated that, in 2020, Europe will produce more than 12 million tons of e-waste
and that the mountain of this electronic waste is growing at 4% per year [8]. Only a
small percentage of these devices are recycled in some way and if we have a look at
its destinations we will see many poor countries like: Haiti, Kenya, and Nigeria [21].
We now recognize also the importance of introducing new design principles like
design-for-recycle and minimizing the power consumption of ICT. Also a promising
sign is the new field of "open hardware", where thousands of experts exchange ideas
and innovative proposals for improving hardware.

2.4  Social Issues of Post-Turing ICT

The post-Turing ICT scenario poses also new questions about social issues, as
discussed in the following paragraphs.



Accessibility and digital divide. In the post-Turing ICT scenario, having the network
accessibility, the economic conditions and the digital competence for being on-line is
becoming more and more a "new human right": Finland, for example, has become the
first country in the world to make broadband a legal right for every citizen; since July
2010 every Finnish will have the right to access to a 1Mbps broadband connection.
Finland has vowed to connect everyone to a 100Mbps connection by 2015 [3]. So the
"digital divide" will risk excluding more seriously those who are still disconnected.

Network neutrality. The connectivity providers (mainly telecommunication
companies) are questioning the business model based on "network neutrality," which
is that the Internet works end-to-end and the network is acting as a "pipeline" that is
"neutral” in that it does not open the data-packets. This "network neutrality" principle
that is at the base of the Internet is also the great enabler of innovations: many start-
ups and new companies were able to experiment new services because of this
characteristic of the network. But the telcos are willing to introduce new business
models where the network will be no more neutral, and the data-packets will not be
treated at the same level.

This will risk introducing a kind of first-class and second-class services based on
the price you are willing to pay. This could also mine the great opportunity of the
post-Turing scenario, since small and innovative companies will have to leave
network bandwidth to big companies.

Knowledge as a commons. The new currency in the post-Turing era will be
information (and knowledge). For this reason around knowledge is open a hot debate
regarding its openness as "commons" or if it should be regarded as any other good
subject to restrictions of use and distribution.

This debate is very open now but the main researches around innovation are now
demonstrating that intellectual property legislations, born centuries ago, are ho more
fitting with the new knowledge-based society [12]. Even the 2009 Nobel Prize in
Economic Sciences, Elinor Ostrom, underlined the growing importance of
understanding knowledge as a shared social-ecological system [16].

The application of this framework is now moving from free and open source
software, to open hardware and to scientific knowledge.

Internet censorship and control. The knowledge networks of the post-Turing era
are, by definition, free and open. At the same time this new scenario, where
information and knowledge are becoming strong liberation tools in many cultures,
there are a growing number of governments around the world that are trying to stop
this "freedom wave."

For example the 2011 Report from Reporters Without Borders, highlighted the fact
that "the Internet and social networks have been conclusively established as tools for
protest, campaigning and circulating information, and as vehicles for freedom" but
that at the same time "repressive regimes responded with tougher measures to what



they regarded as unacceptable attempts to ‘destabilize’ their authority"” [18]. They can
also use the information accessible on the Internet to persecute dissidents.

Indeed this new scenario is outside any previous communication schema: it is
without a "single point of control” and it is based on a global collaboration between
networks based on open standards. It is difficult to control, even if few new titans are
emerging and collecting the vast amount of search engines traffic and data about
everything, included ourselves [23]. Strong players have always more resources to
spread certain information in sophisticated ways in order to manipulate people they
target.

Remote working. The impact of computers into the workplace have been
investigated since the 1960's but now, for understanding what does it mean to work in
global knowledge networks, we need a leap into a new scenario. In particular for
knowledge workers, working in a "virtual workplace for a virtual enterprise” is
becoming a daily experience.

The XXI century's enterprise is (symmetrically) becoming, a "workplace without
workers." We have more and more knowledge workers hired "on demand" by global
job brokers: brains stay in their (poor) countries, but minds cross the oceans. As a
consequence, the "social" context of the traditional workers is completely
disappearing.

Now we have global job broker agencies like: teamlease.com from India that is
providing well-educated workers all over the world; odesk.com that provides all kind
of contractors; getacoder.com that helps in finding freelance programmers; and,
elance.com that "helps businesses hire and manage in the cloud." Young programmers
hired on-demand and with a good knowledge of English can make up to $300 per
month [10], [5]. These deep social issues in this post-Turing era restate very old
questions: are we going towards a utopian participation of (knowledge) workers in the
new enterprises or are we going towards a dystopian new kind of cyber-slavery?

Privacy. Probably privacy is the oldest social and ethical issue related to computing.
What is new in our global knowledge networks scenario? From one side the inclusion
of our physical body into the network via RFID tags is turning our bodies into nodes
at the edge of the network. From the other side we have the gigantic amount of
collected data (so called Big Data) that will enable very few powerful organizations to
analyse and extract new information through special data mining technologies.

They will be able also to find "non-obvious relationships” (also known as the
"mosaic" effect) by collecting information about us from different sources. A good
example of this advanced use of data mining and Big Data is the "Narwhal Project," a
project that could change the results of the 2012 U.S. President elections [9].

Cloud computing. The vast amount of computing and storage resources available in
big data centres, convinced large corporations to start making them available to
customers. They can provide on-demand and in a flexible way: software as a service
(SaaS), where users can just use sophisticated software applications by paying a fee



for each user; platform as a service (PaaS), where users can have access to large
processing power and development environments for testing their applications; and
infrastructure as a service (laaS), where users can buy storage and processing
capability readily available in the cloud provider's data centre.

This big shift in computing paradigms will enable decision makers to move ICT
from capex (capital expenditure, money spent to acquire physical assets, machinery)
to opex (operating expense, ongoing cost for running a system). At the same time, this
development is opening a long list of issues: strong authentication will become a
requirement, using a resource will be completely separated from ownership, cloud
brokers will be new intermediaries that complicate the picture, we will have a kind of
de-perimeterization (disappearing of boundaries between systems and organizations),
it will be possible to clone data at a negligible cost, cloud traceability will be
necessary in case of disasters, the risk of monopoly and lock-in will increase, and the
actual data location must be disclosed for some legal compliance requirements.

Also, information could be downloaded not (necessarily) only by the up-loader,
creating an issue of intellectual property: sensitive personal and corporate information
risk to be out of the control of the owners.

Internet governance. The global infrastructure is open and without a center,
nevertheless there are few "core" systems that have become very critical for the entire
infrastructure, such as the Domain Name System.

The very critical collection of systems and applications that allow the use of
symbolic names over the Internet and the Web has to be unique by definition. This
uniqueness introduces one of the few "central” resources of the network: the need for
an authority that will release unique names and will take care of the management of
this gigantic "table."

This authority is now the famous ICANN (Internet Corporation for Assigned
Names and Numbers), based in the U.S. This authority is one of the many
controversies that have been discussed for several years in the Internet Governance
Forum, the last of which was in Nairobi in 2011.

In these yearly forums, several global issues related to the global Internet
governance are addressed: security, accessibility, critical infrastructures, and many
others. The post-Turing ICT scenario poses huge questions to international bodies like
the UN and the ITU (International Telecommunication Union) but it is difficult to find
global agreements related to a commons like the Internet.

Information overload. Once we are globally interconnected and "always on," we
recognize also that our minds have a limited bandwidth and have limits in "absorbing"
messages. We need time for thinking and questioning, we cannot simply stay always
online and receiving millions of inputs. Somewhere we need to stop those inputs and
have a little of silence. We need this for avoiding "information overload" and also for
building our autonomy, our interpreting codes, and our histories. Otherwise the risk is
that we will be totally manipulated. Slowing down the pace of incoming messages
will become a strategic resource in a post-Turing scenario.



A new world. A post-Turing scenario implies the creation of a new social world. Its
novelty and its difference are of course important aspects but the way it comes to the
fore is also significant because it is out of our control. The state of interconnections,
communications and collaborations emerges by itself and by chance depending on
previous or prevalent conditions at a certain time and place. What is there has not
been explicitly designed for any particular reason by anybody. Thus the questions are:
Is it sustainable in itself? And where does it lead us?

3 Concluding Discussion

Taking into the account the issues above, what are the implications for society? What
are the key aspects we need to change in our paradigms? How could we do that?

The post-Turing scenario will introduce humanity into an interconnected world
with global knowledge networks, with the promising "collective intelligence"
opportunity. But at the same time, this poses to humanity a collection of sustainability
issues on the environmental, personal, biological and social sides.

On the environmental side we will need to slow down the consumption of natural
resources for building electronic devices and improve the re-use and re-cycling of
hardware. We need to start thinking ourselves as (responsible) "digital citizens" and
not just "digital consumers.” We need to question the market pressure of consuming
new electronic gadgets at a growing speed. Also, in order to have really recyclable
hardware, we need to introduce recyclable-by-design devices. This can be optimised
by leveraging the collective intelligence enabled by a post-Turing scenario. So we
need to introduce an "open hardware" approach [1], where all specifications and
documentation are available to experts.

Smart software applications could be also useful in supporting us in decreasing our
environmental impact, reaching our main goals and satisfying our significant values.

In the "remote working" area we need to start a new way of thinking that questions
the exploitation of knowledge workers: they are the best candidates to become
independent workers instead of "employees” of some intermediate obscure job
brokers. On the social side of post-Turing ICT the long list of issues in front of us will
require a new interdisciplinary approach that will enable the collaboration of many
disciplines like: computing and networking, sociology, psychology, anthropology, and
philosophy. It is the first time in our history that we have this opportunity at global
scale; let us stay humans.
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