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Abstract: Global electronic markets, virtual organisations, virtual identities, 
virtual products and services, and Internet-related crime are growing in 
prominence and importance. In a world that is increasingly non-physical and 
borderless, what are government’s roles, responsibilities and limitations? The 
Internet plays a central role within the transformation process from traditional 
governments towards modern and innovative government that the 
requirements of an Information Society. Based on the findings of the 
eGovRTD2020 project, that aims at identifying key research challenges and at 
implementing a model for a holistic government with horizon 2020, this paper 
explains the necessity to investigate and understand the Internet and in 
particular government’s role and responsibilities in it. Furthermore, the paper 
provides a research roadmap that details how to address certain issue related 
research questions. 

1 Introduction 

Many countries, as well as the European Union, ranked the development of an 
Information Society very high at their agenda. Scanning existing strategic documents 
and policies, international and national strategies focus often on research issues 
related to trust and security aspects, as well as user acceptance. At the moment 
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governments main interest in the virtual world is on how to deliver electronic public 
services secure through the Internet. Analysis of several strategic documents indicate 
a common awareness across Europe that people and business will only use online 
services if data transfer and transactions are secured and protected. Hence European 
governments fund research and development on security issues, e.g. Digital Rights 
Management (DRM). But the virtual world offers much more opportunities and 
threats than discovered by now. The Internet is a paradise not only for information 
search and customising but also for all kinds of criminals 00. Global electronic 
markets, virtual organisations, virtual identities, and virtual products and services are 
increasingly prominent. Governments all over the world have to face this growing 
new world. First problems and challenges appeared through increasing movie and 
music piracy via peer-to-peer systems established in the Internet. Existing legal 
frameworks, as well as law enforcement methods and tools were very high ranked in 
agendas of several governments. Following questions came up and needs still to be 
answered: How to regulate the Internet? What are government’s role, responsibilities 
and limitations in a world that is increasingly non-physical and borderless?  
Within the foci of the 6th Framework Programme of Information Society Technology 
(IST) that address “ICT research for innovative Government” and “Strengthening the 
Integration of the ICT research effort in an Enlarged Europe”0 the EC funded the 
project eGovRTD2020. This project is a specific support action in order to develop a 
research roadmap for eGovernment in 2020. It aims at identifying key research 
challenges and at implementing a model for a holistic government with horizon 2020. 
Key findings from the eGovRTD2020 project leads to insight that government’s role 
and responsibilities in the virtual world are still unclear but it will be necessary for 
governments to become more proactive in the Internet. The following chapters 
introduce the methodology of eGovRTD2020 and point out those research themes 
and activities, as well as actors needed in order to investigate and define 
government’s role and responsibilities in the virtual world.  

2 Overall methodology to develop an eGovernment research 
roadmap 

This chapter is about the underlying holistic reference framework of eGovRTD2020 
(see Fig. 7). It introduces the overall methodology of the eGovRTD2020 project that 
is applied to develop research roadmap for eGovernment 2020. 
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Fig. 7, Holistic reference framework of eGovRTD2020 0 
According to the EC 00 “eGovernment is the use of information and 

communication technologies (ICT) in public administrations - combined with 
organisational change and new skills - to improve public services and democratic 
processes and to strengthen support to public policies.” Besides, the United Nations 
(UN) 0 defines eGovernment as “a government that applies ICT to transform its 
internal and external relationships”. Each of above mentioned definitions underscore 
the growing awareness that eGovernment should be based on considerations from 
technology, social, organisational, economic and legal areas that guided the 
investigations of the overall project methodology that is divided in four successive 
steps (see  
 

 2).  
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Fig. 2, eGovRTD2020 overall methodology to develop an eGovernment research 
roadmap for innovative Governments in 2020 0 

The holistic framework of eGovRTD2020, depicted in Fig 1, bases on the above 
named definition of the EC. A key function within the project was to take the EC 
definition and breaks the broad definition down into a framework in order to make it 
easier to process the single aspects in the following steps. 

In step 1 current status of eGovernment research and eGovernment strategies is 
given in order to outline trends related to design the current eGovernment 
transformation process through research (cf. 0). For instance, several strategies and 
research programmes focus on security issues. All eGovernment services are or will 
be delivered through the Internet face security issues, e.g. data protection. 
Consequently, many eGovernment strategies focus on research and development in 
order to develop a secure communication infrastructure. In this context the following 
topics of interest are mentioned several times, for example data protection, identity 
management, authentication, secure data and information transfer.  

In step 2 different visions of the future were built up during a series of regional 
workshops in Europe, the USA and Australia. Experts from those regions develop 
scenarios about governments interacting with society and market through innovative 
ICT and thereby creating a certain public value (cf. 0). In the end 29 scenarios were 
carried out in seven workshops. In order to condense the scenario results and to 
provide a reasonable and manageable amount of input for the roadmapping 
workshops, the scenario analysis aims at identifying a minimal set of three key 
dimensions (contextual environment, trust in government and scope of government 
service provision) to classify the 29 scenarios and derive a final set of eight 
consolidated scenarios. The scenarios draw pictures of future eGovernment in which 
ICT penetrates every part of every day life. In this context ICT networking and 
convergences of ICT are often mentioned. Besides, expectations that governments all 
over the world will cooperate and collaborate through ICT networks and the Internet, 
in several scenarios internet crime and the loss of data privacy through the internet is 
pointed out. It follows from this that many experts are concerned about 
developments in the Internet.  

Step 3, the gap analysis, extracts the major discontinuities, unknowns, and 
contrasts between the situation today and the alternative futures. The object of 
analysis might be classified as a problem 000 or as a gap 0. During analysis 
redundancies across the gap descriptions occurred and have lead to the insight that 
sometimes one or several gaps might be clustered or even merged. Hence the gap 
storylines were developed in order to show the interrelationships and 
interdependencies between the identified gaps. Gaps and gap storylines such as cyber 
wars and crimes, information access and transparency, crisis management, 
intellectual property, changing public values, virtual borders and citizenship, 
automatic monitoring and enforcement, competition among nations, rationalise the 
legal framework for eGovernment, standardisation of laws, regulations and taxes 
were identified in this step (cf. 0). They serve as foundation of the research theme 
“government’s role in the virtual world” and of the corresponding roadmap (see Fig 
3). Lastly on this basis, a research roadmap for the transformation process was 
developed within a second round of targeted workshops. The roadmapping effort 
was to examine the scenarios, gaps, and detailed underlying data from the 
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international workshops in order to review scenarios, prioritise gaps, and propose 
and phase research themes and actions. The final outcome comprises thirteen 
recurring themes that cut across the current state, the future scenarios, and the gaps 
in current practice and knowledge. The following chapter traces the line of 
argumentation through related aspects of government’s role in the virtual included in 
the state-of-play and the future scenarios to the gap analysis. It concludes with the 
final research themes and actions that should be addressed in future. 

3 Government’s role and responsibilities in the virtual world 

Within the last years Internet related crime became more and more popular in media 
since music and movie industry have suffered high losses when people started to 
swap songs and movies at Internet exchange meets. Currently main research and 
development efforts to actively counteract this kind of Internet related crime are 
undertaken by affected industries, consumer protection agencies and other private 
parties. Although governments expend efforts in setting up a proper regular 
framework for Internet related crimes in general, they are not really able to enforce 
these laws. What is the best regulatory framework good for, if there is no way to 
execute and enforce it? In the physical world governments know their role including 
obligations and restrictions with regard to crime prevention and prosecution. They 
have proved methods and means for law enforcement. Every Nation found its own 
way not only to deal with crime but also balance freedom and security. They set up 
policies and laws to protect both within its borders. These physical borders ground 
the variety of different nation depended individual rights. In the course of 
globalisation authorities of the different countries negotiated responsibilities in cases 
of international crime and consequently international law enforcement. But within 
the virtual world national borders disappeared and with it the enforcement of any 
national law becomes not only extraordinarily complex in general but also 
impossible in particular cases. Government’s protection got lost in majority of cases. 
International cooperation 0 is often pointed out as crucial in regard to eGovernment 
in Europe. According to the Maastricht Treaty 0 the European Union bases on the 
following three main pillars: 

1. European Community 
2. Common Foreign and Security Policy 
3. Police and Judicial Co-operation in Criminal Matters 

The two last pillars are strongly related to government’s role in the virtual world 
and substantiate previous argumentation for more cooperation in matters concerning 
the virtual world including Internet related crime.  

However, several future scenarios mention that the trend of collecting more and 
more data is certain. But it is uncertain how these data will be used0. In addition 
several scenarios point out increasing competition between nations and global 
regions. In regard to government’s role at regulating the Internet both leads to the 
question: What will happen if one or more governments extend efforts to strongly 
regulate the Internet? History is full of examples that changing balance of powers has 
been lead to strong reactions from affected people. Two fundamental principles of 
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western societies will be threatened by such developments. On the one hand there is 
freedom of opinion and on the other hand there is the right to privacy. The definition 
and therewith the protection of both variegates from country to country and within 
the borders of one country the protection of corresponding law is more or less 
guaranteed. But within the virtual world there are no explicit borders that would 
protect the individual against violations of unauthorised third parties, both 
individuals and organisation, as well as governments themselves. Consequently 
research question 1 arises: How to translate national law into the Internet?  

There is a need to investigate what is realisable and what are restrictions? Is it 
possible to build up national borders in the Internet and do we really want virtual 
borders? A further solution might be the development of an international legal 
framework and enforcement. If national law solution is preferred for whatever 
reasons, then research question 2 is: How to generate national borders in the virtual 
world? If international law solution (see 0 ‘The new eWorld order‘) is favoured, then 
research question 2 is: Who will then execute the law? Who will watch the watchers?  

However, the Internet is the first medium that supports individual and mass, 
synchronic and asynchronic, supply- and demand-oriented, moderated and 
unmoderated, personalised and anonymous, open and encrypted communication at 
the same time 0. The virtual world is world of imagination, re-imagination where 
people can have multiple identities and change identity if necessary. For instance, if 
one identity is regulated by government, people will create a new one. From this it 
follows the question: What kind of virtual citizenship might appear? Many people 
are living a second life within the Internet. For instance they are working and/or 
‘living’ within the Internet. Virtual companies are making huge revenues because 
they are not paying taxes. At present there is a lack of taxation for virtual companies 
in the Internet. One approach to monitor and control Internet taxation might be the 
regulation of cash flows through physical banks. However, question still keeps how 
to apply and execute national tax systems in the Internet? For governments in 
general the question should be interesting, what money governments might extract 
from the virtual world by e.g. taxation?  

At the moment the virtual world is faster than any regulating mechanism can 
react. Governments are always in the pursuit mode. Coherence and appearance is 
mentioned as requirement in order to regulate the Internet. Institutions are trapped in 
structural models. Acceleration of the regulation process has its own way on the 
grounds of democracy. Consequently regulation needs its time at the moment. But in 
future the adaptation of regulating mechanism needs accelerated modifications. 
There are two ways to approach the problem. 

1. Slow down Internet dynamics: What are the conditions for 
sustainability in the virtual world? 

2. Accelerate legislative reforms: What are the conditions for anticipation 
and flexibility in legislative?  

Present approaches to change institutions towards new environmental needs and 
restrictions call for the challenge to jump the quantum for research. But participants 
claimed enthusiasm for smoother changing of institutions instead of fast revolution. 
Governments should not wait until the situation escalates. Because of capacity 
restrictions, changes should be carried out not so quick if something happens.  
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Decentralisation as far as possible, and with it anarchy, is one of the fundamental 
structural attributes of the Internet 00. Hence self-regulation within the Internet is the 
most popular kind of regulation because governmental regulation is very hard and 
maybe impossible to transform properly. Future research should identify what cases 
of Internet crime, e.g. protection of intellectual property, minors, etc. need to 
regulate by national or international law and governments, and what cases are better 
self-regulated 0. Within the virtual world things changing so fast that learning to 
adjust ourselves are also needed. However, only self-regulation might lead to 
anarchy within the Internet. In the case of data and privacy protection, individual 
concerns might lead to living in an Internet free zone.  

If an Internet crime is discovered, prosecution will be required. But challenge is 
how to prosecute a crime in the Internet without coherence and appearance? 
Consequently governments need to know what the conditions for sustainability are in 
the virtual world.  

In summary the following key research questions need to be addressed in future: 
x What are government’s roles, responsibilities and limitations in a world that is 

increasingly non-physical and borderless? 
x Is a different legislation needed for the cyberspace? What is needed if national 

laws are to be translated into the Internet, e.g. to generate virtual national 
borders or to set up global international legal framework? If new international 
laws are needed, who will define and who will implement the laws?  

x Who will monitor the legislators of international cyber laws? Who could be in 
possession of the sovereign power? What will happen if only a few 
governments undertake efforts to strongly regulate the Internet? 

x What kind of virtual citizenship will appear? 
summarises the research questions needs to be addressed in future and assigns 

them to the actors involved and needed for investigating the research questions. 
Table 1. Phased actions for the research theme “Government’s role in the virtual 
world” 
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Fig 3, Phased actions for the research theme “Government’s role in the virtual 
world” 

In conclusion, although governments and private organisations already started to 
investigate the Internet, there is still a lack of effective laws, methods, measurements 
and technologies to enforce any law in the Internet. For instance the Centre for 
Socio-Legal Studies that is part of the Law Faculty of the University of Oxford 
discovered that existing laws, measurements and technologies are inappropriate to 
match the challenges of crime within the virtual world 0. However they pointed out 
that transparency of the Internet (e.g. standardisation of processes) is a key success 
factor for regulative interventions within the virtual world.  

Concluding global electronic markets, virtual organisations, virtual identities, 
virtual products and services, and Internet-related crime are growing in prominence 
and importance. In a world that is increasingly non-physical and borderless, 
government’s roles, responsibilities and limitations are currently not clear. Therefore 
research is absolutely necessary to discover the functional and structural basis of the 
Internet in general and to develop efficient and ethical correct laws and technologies 
to protect the individual, business and society. This task will be an essential part in 
order to create an information society. Participants of the Brussels workshop 
emphasised that doing nothing is the way to death. Now, the need for research about 
the virtual world is discovered, but governments still not react. Participants at the 
roadmapping workshops agreed that governments should not wait until the situation 
escalates. At this point more smooth changing of institutions is possible, instead of 
challenging institutions to jump the quantum for research towards a fast revolution 
later on. Governments need to identify their role in the new world. New power 
structures are coming up for younger people because they are growing up with the 
virtual world. In order to shape the future governments should understand what is 
next. 
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4 Conclusion 

This paper shows that eGovernment, as a research discipline, is a complex and 
dynamic socio-technical system. Particularly, the question about government’s role 
in the virtual world gives an idea about how complex and multifaceted eGovernment 
is. Also, the Internet itself is complex and dynamic system that serves for 
opportunities and threats whose extension we still not know. Chapter 3 depicts lacks 
of current eGovernment research regarding various Internet related issues concerning 
modern governments and in particular the Information Society. In future there is a 
particular need to focus research on the Internet and its impact related to 
governmental issues. At the moment governments main interest in the Internet is its 
deployment as a tool for service delivery but the eGovRTD2020 project finds out 
that the Internet’s potential towards eGovernment is much more complex and 
extensive. Businesses both legal and criminal continue researching the potential of 
the Internet in order to find new fields of application useful for their business. From 
businesses findings about and business activities in the Internet, as well as from 
private activities a lot of areas of responsibility result for governments in the Internet. 
In future it will be absolutely necessary that government becomes more proactive in 
these relations. Laws, as well as law enforcement methods and tools are existing in 
the physical world do not meet the requirements of the virtual world.  

However the chosen example, government’s role and responsibilities in the 
virtual world, is just one research theme out of thirteen that is discovered by for 2020. 
The roadmapping methodology which is described in chapter 2 covers both 
transdisciplinary approach that resulted in broad field of investigation and a detailed 
analysis. Hence, the final roadmap comprises thirteen recurring themes that cut 
across the current state, the future scenarios, and the gaps in current practice and 
knowledge. Thereby each theme is the basis for a research roadmap. Chapter 2 
introduces the research roadmap for government’s role in the virtual world. But 
together with the twelve remaining research themes, the roadmaps cover the wide 
range of challenges needs to be addressed in future. Already years ago Alan Curtis 
Kay claimed that “the best way to predict the future is to invent it”. 
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