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Abstract. Data usage is of great concern for a user owning the data. Users want
assurance that their personal data will be fairly used for the purgosegich
they have provided their consent. Moreover, they should be able to aithdr
their consent once they want. Actually, consent is captured as a mattgyabf
record that can be used as legal evidence. It restricts the use aachifiaton of
information. The separation of consent capturing from the accestenforce-
ment mechanism may help a user to autonomously define the conskrtieva
functionality, necessary for the automation of consent decision. In #pernp
we present a solution that addresses how to capture, store, evaldabégtihn
draw consent. The proposed solution preserves integrity of conssettéal to
provide a digital evidence for legal proceedings. Furthermore, iractodates
emergency situations when users cannot provide their consent.
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1 Introduction

Data usage is of great concern for a user owning the datasWsart assurance that
their personal data will be fairly used for the purposes fhich they have provided
their consent. Moreover, they should be able to withdravr tensent once they want.
Actually, consent is captured as a matter of legal recortidha be used as legal evi-
dence. It restricts the use and dissemination of informatibich is controlled by the
user owning the data. For the usage of personal data, oggiems need to obtain user
consent, strictly regulated by the legislation. This feroeganisations to implement not
only the organisational compliance rules but also the latiis rules to access the user
data. Currently, the law enforcement agencies are foraiggrosations to collect users
consent every time their data is accessed where users ciae det to provide consent
or they may withdraw their consent any time they waitt the electronic environment,
consent can be determined by the automatic process witheeiplicit involvement of
the user owning the data, also known atata subjectThis enables enormous amount
of data to be processed in a automated and faster manner edregent is captured at
the runtime.

S http://www.bloomberg. com/news/2011-03-16/facebook-google-must-obey-eu-
data-protection-law-reding-says.html



1.1 Motivation

The motivation behind consent-capturing is from the reafidy where a user inter-
vention is reduced as much as possible. Let us consider #ithbare scenario where a
patient provides his/her written consent to the hospitaeton, the hospital staff refers
to this written consent in order to provide access to pasieatords. For instance, if a
nurse needs to access patient’s record, she needs first itsake that she has access
and patient has provided his/her consent for a nurse. Inghkhtare scenario, we can
realise access controls at two different levels. At the fegel, the access controls are
enforced by the care/service provider while at the secowel,|é& is enforced by the
patient, where a patient provides his/her consent to thtddiral in order her data to be
accessed. In short, consent is a mean to control the acceabs prrsonal data. There
are two obvious questions which needs to be addressed wheapigre the notion of
consent in an automated manner. First, how to capture anel tfte consent. Second,
how to evaluate consent from the written consent.

Unfortunately, traditional access control techniqueshsas Role-Based Access
Control (RBAC) [12], fail to capture consent. However, there only a few access
control techniques [1, 7] that can capture consent but tlghtly couple the access
control enforcement mechanism with the consent-captufihg separation of consent-
capturing from the enforcement mechanism may help a usetémamously define the
consent evaluation functionality, necessary for regugptihe automation of consent de-
cision. The main drawback of state-of-the-art consenttoapy schemes [4, 9, 10, 14]
is that consent-capturing mechanism is too rigid as theiden the consent with a
predefined set of attributes and it is not possible to takedméextual information into
account in order to provide consent. This contextual infitiam may include time, lo-
cation or other information about the requester, who makescaess request. In short,
the existing consent-capturing mechanisms are not expee=sough to handle the real-
world situations. Moreover, the existing access conticiméques do not address how to
ensure transparent auditing while capturing the consém tfnsparent auditing could
be required for providing digital evidence in the court.

1.2 Research Contributions

In this paper, we present how to capture, store and evalwaigeat from the written

consent. We consider the written consent as a consentypatiere a data subject indi-
cates who is permitted to access his/her data. In the prdsadetion, the consent eval-
uation functionality can be delegated to a third party. Ttheaatage of this delegation
is to separate the access control enforcement mechanismtifi® consent-capturing.
This research is a step towards the automation of the corapiiiring. The automation
do not only captures consent dynamically but also increaffiesency as compared to
providing consent requiring data subject’s interventigloreover, the proposed solu-
tion enables a data subject to withdraw his/her consenteMar, it treats emergency
situations when a data subject cannot provide his/her obnkast but not least, the
integrity of consent is preserved and a log is maintainedybiesn entities to provide a
digital evidence for legal proceedings.



1.3 Organisation

The rest of this paper is organised as follows: Section 2riescthe legal requirements
in order to capture consent. Section 3 reviews the relate#.v@ection 4 presents the
proposed solution. Section 5 focuses on the solution det&f follow with a discussion
about availability, confidentiality and increased us#piln Section 6. Finally, Section
7 concludes this paper and gives directions for the futunkwo

2 Legal Requirements to Capture Consent

Consent is an individual’s right. In fact, consent can beardgd one’s wish to provide
access on one’s personal information. Legally, a data stisjgould be able to pro-
vide, modify or withhold statements expressing conseng gikien consent should be
retained for the digital evidence. Generally, the papeebaonsent is considered valid
once signed by the data subject. In some countries, speagfisldtion may require the
digital consent to be signed using the digital signatureothrer words, an electroni-
cally signed consent can be considered equivalent to theiatigrsigned paper-based
consent.

According to article 2(h) of the EU Data Protection Direet{DPD) [5], consent
is defined as!the data subject’s consent’ shall mean any freely giveredfic and
informed indication of his wishes by which the data subjentiies his agreement to
personal data relating to him being processeiitiis definition clearly indicates three
conditions, i.e., the consent mustfioeely given specificandinformed

— Freely given: A consent can be considered free if captured/provided ialisence
of any coercion. In other words, it is a voluntary decisioraafata subject.

— Specific: A consent can be considered specific when it is capturedfedvor a
dedicated purpose. Moreover, one consent is for one actiochwis specified to
the data subject. Therefore, one consent cannot be usedyfotlzer purposes.

— Informed: The consent is not considered valid until a data subjectogiged with
the necessary information. The data subject must be prdwdth information
to understand all benefits and drawbacks of giving and nahgigonsent. This
information must be accurate and given in a transparerdy eled understandable
manner.

In legal terms, consent is often a positive response. Howevdata subject can
express a negative response as it can be regarded as thef aghdta subject to express
his/her desire for not sharing a certain piece of data.

3 Related Work

In RBAC [12], each system user is assigned a role and a setwifiggons are granted
to that role. A user can get access on data based on his/leeRBAC is motivated

by the fact that users in the real-world make the decisiossdban their job functions
within an organisation. The major drawback of RBAC is thatdes not take into con-
siderations the user consent for providing the access.



In the British Medical Association (BMA) policy model [1]caess privileges for
each medical record are defined in the form of Access Conists I(ACLS) that are
managed and updated by a clinician. The main goal of the BMAMehis to capture
consent, preventing multiple people in obtaining accedartge databases of identifi-
able records. The shortcoming is that the ACLs are not flexdlold expressive enough
for defining the access. Moreover, the consent structuretigliscussed. In Provision-
Based Access Control (PBAC) [7], access decisions are ss@deas a sequence of pro-
visional actions instead of simple permit or deny statesie€fite user consent can be
captured if stated within the access policy. In both techesg[1] and [7], the consent-
capturing mechanism is tightly coupled with the accessrobenhforcement. This re-
stricts the possibility of consent-capturing in an autedahanner.

Cassandra [3], a role-based trust management language/stedhsfor expressing
authorisation policy in healthcare systems, captures ¢iiem of consent as a special
role to inform the user that his/her data is being accessadsa@dra has been used
for enforcing the policies of the UK national Electronic He&kecord (EHR) system.
The requirement of consent-capturing notion as a spedialagds an extra workload
because in most of the situations, the consent can be infplagrived if a user has
allowed the system to do so.

Usage-based access control [16] aims to provide dynamidiaedrained access
control. In the usage-based access control, a policy is et&filhis policy is based
on attributes of the subject, target and environment. Thrébates are continuously
monitored and updated. If needed, a policy can be enforqezhtedly during a usage
session. Attributes can be used for capturing informateated to the consent while
the access session is still active. If the information clesnhguch as the user revokes the
consent, the access session is terminated. Rustedlo[11] propose a framework for
capturing the context in which data is being accessed. Bmphoaches [16] and [11]
have major limitation of tightly coupling the access coh&nforcement mechanism
with the consent capturing.

Ruan and Varadharajan [10] present an authorisation modékindling e-consent
in healthcare applications. Their model supports conselsgdtion, denial and consent
inheritance. However, it is not possible to capture the exntl information in order
to provide the consent. In e-Consent [4], the consent caddmgified in four different
forms including,general consengeneral consent with specific denigkeneral denial
with specific conserdand general denialsThey provide some basics of consent and
associated security services. They suggest to store dangbe database. However, it
is not clear how they can express the consent rules and ¢év#thgerequest against those
rules in order to provide the consent. O’'Keefe, Greenfieldl @oodchild [9] propose
an e-Consent system that captures, grants and withholdgebfor access to manage
electronic health information. Unfortunately, the cortseapturing mechanism is static,
restricting the possibility of expressive consent rules.

Jinet al. [6] proposes an authorisation framework for sharing EHRpéing a pa-
tient to control his/her medical data. They consider thyges of consents, i.ebreak-
glass consentpatient consentaind default consentThe break-glass conserttas the
highest priority, representing emergency situations |evtiie default consenhas the
lowest one. Thepatient consents captured if nodefault consenis provided. They



store consent in the database. Unfortunately, the cortsgrttwing mechanism is not
expressive enough to define the real-world consent rules.

Verhenneman [13] provides a discussion about the legahytmoconsent and de-
scribes the lifecycle of consent. The author provides al lagalysis in order to cap-
ture consent. However, the work is theoretical without aagarete solution. Wuyts
et al. [14] propose an architecture to integrate patient conseathealth access con-
trol. They capture consent as Policy Information Point jP¥here consent is stored
in the database. The shortcoming of storing consent in ttabdae is that it limits the
data subject to rely on only pre-defined of attributes witheaydimit expressivity to
define the consent rules. While in our proposed solution, waala@onsider a fix set
of pre-defined attributes, instead we dynamically captheeattributes in the form of
contextual information.

The existing research on access control lacks in providinges to autonomously
define the consent evaluation functionality, necessaryegulating the automatic col-
lection of consent. That is, it requires investigation howapture consent independent
of the access control enforcement mechanism. Moreovernivti clear how to provide
transparent auditing while giving (or obtaining) the carts®o that later on a forensic
analysis can be performed by an investigating auditor.
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Fig. 1. System architecture of the proposed solution

4 The Proposed Approach

Before presenting the details of the proposed solutiors itdcessary to discuss the
system model which is described as follows:

4.1 System Model
In this section, we identify the following system entities:

— Data Subject: Data Subject is the user whose consent is being captured.té Da
Subject interacts with the Consent Evaluator to managestmolicy correspond-
ing to a resource. Furthermore, a Data Subject interacts twit Requester using
the enterprise service bus to collect the contextual in&tion.
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Fig. 2. Capturing consent in the proposed solution

— Requester:A Requester is a user that sends access request to the PEDCss.

If required, a Requester sends contextual information éoDhata Subject. This
information may include, but not limited to, Requester'terdrequester's name,
Requester’s location, time, etc.

— Process Enginelt is the data controller who is responsible to enforce azces-
trols. It works as a bridge between a Requester and a Date@ubjnce required,
it sends consent request to the Consent Evaluator and esdeick the consent.

— Consent Evaluator: The Consent Evaluator is an entity responsible to manage and
evaluate consent-policy. When requested, it provides cariseck to the Process
Engine. This is an additional entity that is not present anttladitional access con-
trol systems.

The main idea is to have two levels of access controls. Thddirsl of access con-
trols to define access control policies which could be deflmethe Data Subject, the
data controller or both. While, the second level of accessrolsnare defined by the



Data Subject in order to authorise someone to get his/hesecdin an automated man-
ner. The first level of access controls express either coisesquired or not. The sec-
ond level of access controls are managed by the Data Sulmj@ther words, each Data
Subject defines consent-policies in order to indicate whauikhorised to get his/her
consent. Moreover, a Data Subject may withdraw his/heremtrisy deleting the corre-
sponding consent-policy. In this paper, our main focus islédborate the second level
of access controls.

Figure 1 shows the abstract architecture of the proposedi@ol The Process En-
gine is responsible to handle the first level of access clntiefining who can access
the resource while the Consent Evaluator is responsiblagtuce and store the consent
of a Data Subject. The Consent Evaluator is maintained o Bata Subject. Once the
Process Engine identifies that consent is required, itaotswith the Consent Evalua-
tor via the enterprise service bus.

Figure 2 illustrates how system entities interact with eattier. We can distinguish
between two cases for capturing consent. The first case in edr@sent can be stored
statically while the second case is when consent is captiyeamically.

In the first case, shown in Figure 2(a), a Data Subject stbeesdnsent-policy and
gets back an acknowledgment. Once a Requester sends an epasst, the Process
Engine identifies if the access control policy correspogdmmthe requested resource
requires any consent. If the Data Subject consent is regjitiie Process Engine gener-
ates and sends the consent request to the Consent Evalliaterthe consent-policy is
already stored, the Consent Evaluator does not need taatterth the Data Subject.
However, the Consent Evaluator may collect contextuarimfdion from the Requester
in order to evaluate the consent-policy. After the congalicy has been evaluated,
consent is sent from the Consent Evaluator to the Procedadrignally, the Process
Engine evaluates the access policy and sends the accesssedack to the Requester.

In the second case, shown in Figure 2(b), we assume that tieewbpolicy is
not already stored as we considered in the above case. Oneguefer makes an
access request, the Process Engine identifies if the acmesslgolicy corresponding
to the requested resource requires any consent. If the Didjac® consent is required,
the Process Engine generates and sends the consent reqiressCionsent Evaluator.
Since the consent-policy is not stored, the Consent Evaluegteds to interact with the
Data Subject. For this purpose, the Consent Evaluator foisvne consent request to
the Data Subject. The Data Subject may reply with consemisem-policy or both.
In case if the Data Subject reply includes the consent-padlite Consent Evaluator
sends an acknowledgment back to the Data Subject; morabeeConsent Evaluator
may collect contextual information from the Requester thenito evaluate the consent-
policy. After the consent-policy has been evaluated, agnisesent from the Consent
Evaluator to the Process Engine. However, if the Data Subggty includes consent,
then the Consent Evaluator does on to do evaluation. Ondertieess Engine receives
consent, it evaluates the access control policy and seedgtiess response back to the
Requester.

In the proposed solution, it is possible to provide a Datgj&ilwith a tool for the
consent management; this not only enables the admingstratithe consent-policy but
also supports the inspection service to check who has @utaiansent automatically.



In other words, the system maintains a log at the ConsenuBial side to facilitate a
Data Subject with both the administration of consent-pedi@and inspection of consent
log. The consent log may be provided as digital evidence.

4.2 Consent-Policy Types

The consent-policy in the proposed solution refers to thigtem consent. When a Re-
quester needs to verify whether he or she has consent intordecess the data, he or
she refers to the written consent, which is consent-pofidhé proposed solution. The
purpose of the Consent Evaluator is to store the conseittypaid evaluate the consent
decision, whenever requested.

The consent-policy may require a set of attributes in ordewvaluate consent. The
consent-policy attributes include, but not limited to, tbkkowing:

— Request date

— Request time

— Requester name

— Requester role

— Requester location
— Requester age

— Access reason

— Access specification

There are two types of consent-policy.

Open Policy The open policy can be categorised further into two type® ®hlack-

list while the other isvhite-list The black-list associated with an attribute limits access
to a resource for Requesters holding that attribute withegin the list. For instance, in
Table 1, a black-list of Requesters (i.e., Requester natribuae) is maintained to limit
the access on resourBg. On the other hand, the white-list associated with an aitgib
permits access to a resource only for Requesters holdingttmdbute with values in
the list. For instance, in Table 1, a white-list of Reques(ee., requester role attribute)
is maintained to permit access to resourge

Complex Policy The complex policy is the one that may involve conditional ex
pressions in order to provide consent. Typically, a condal expression is evaluated
against the Requester attributes. These conditional ssiores are evaluated by the
Consent Evaluator. If the Requester attributes satisfihallconditional expressions in
the consent-policy, the consentMesandNo otherwise. For instance, in Table 1, a Re-
quester can access to resouRedf the time of request is between 8:00 hrs and 17:00
hrs, and the Requester is located in HR-ward.



Table 1.Consent-policy storage at the consent evaluator side

Consent-Policy  Contextual Policy
Resource 1D . L
Type Information Description
Black-list:
Ry Open Requester-name {Alice, Bob, Charlig
White-list:
Ry Open Requester-role {Nurse, Doctof
. Condition:
R Complex Request-time 8:00 hrs< Time < 17:00 hrg
. Condition:
R4 Complex |Requester-locatign Location=HR-Ward
Request-time Condition:
Rs Complex Re u(éster-locat’iorslzoo hrs< Time < 17:00 hrs
q AND Location=HR-Ward

5 Solution Details

For each of the resource, requiring consent of the Data Sulifee Consent Evalua-
tor stores the corresponding consent-policy. Table 1titdiss how consent-policies are
stored at the Consent Evaluator. Each row in Table 1 correisptm the consent-policy
per resource. For each resource, the Consent Evaluates st@ consent-policy type
(that is, open or complex), parameters (that is, contextfiaimation) required in or-
der to evaluate the consent-policy and the descriptionigiry further details of the
consent-policy. In case of the open type, the policy desorigrovides the informa-
tion about the type of access list, either black-list or eHist. While in case of the
complex type, the policy description expresses the canrthtiexpressions required to
be fulfilled in order to provide consent &8s

5.1 Communication Messages

For both static and dynamic consent-capturing, the defaboh message, shown in
Figure 2, is described as follows:

Store Policy When a Data Subject desires to store his/her consent, hedstisXfore
Policy message to the Consent Evaluator. Each Data Subject hasrhigén Con-
sent Evaluator. This message includes resource ID, copsdéiny type, a list of
attributes used in the consent-policy and the consentypdlipon receiving this
message, a Consent Evaluator stores this information caasin Table 1.

Acknowledgment We can distinguish between two different cases which aredas
on how the consent-policy is stored. If the consent-policgtored statically, then
after theStore Policymessage, thacknowledgmenhessage is sent back to th Data
Subject. In case if the consent-policy is stored dynamjdakn it is sent after the
Data Subject Replyin both cases, if the consent-policy is stored succegsttodin
the Acknowledgmenwill include OK. Otherwise, it will include the error message
with the error details.



Access RequestA Requester sends theccess Requett the Process Engine in order
to request access to the resource. Meeess Requesitcludes Requester's URI,
target resource ID, the access operation, date and time.

Consent RequestWhenever the Process Engine identifies in the access cootioy p
that the Data Subject consent is required, it send€thiesent Request the Con-
sent Evaluator. Th€onsent Requesbntains the Requester’'s URI, target resource
ID, the access operation, date and time. Here, we can seddttathe Access
Requesand theConsent Requesbntain the same information, since the consent-
policy is managed by the Data Subject while the access dgmdticy does not
necessarily need to be managed by the Data Subject.

Data Subject Reply In case of dynamic consent capturing, this message is samt fr
the Data Subject to the Consent Evaluator in response to dheddt Request. It
may contain the consent response, the consent-policy or bhe Consent Eval-
uator takes actions based on this message. That is, the i@disguator either
forwards the consent response or evaluates the consecy-gal case if it con-
tains both the consent response and the consent-policytlieesvaluation can be
skipped. In case if a Data Subject replies with consent theay be accomplished
synchronously or asynchronously using a handheld devicle asi PDA or mobile
device. Alternatively, consent can also be provided by Emai

Contextual Information Request After the consent-policy has been found against the
requested resource, the Consent Evaluator needs to dbiecbntextual informa-
tion by sending th€ontextual Information Requetst the Requester that is identi-
fied by his/her URI. The&Contextual Information Requesbntains all the parame-
ters required for the consent-policy corresponding to dugiested resource.

Contextual Information Response The Requester replies ti@ontextual Information
Requeswith the Contextual Information Respons€he Contextual Information
Responseontains all the parameters requested inGloatextual Information Re-
quest The contextual information may be collected in multiplemd trips of re-
guest and response.

Consent ResponseéAfter the Consent Evaluator has evaluated the consentypadjainst
the contextual information, thEonsent Response sent back to the Process En-
gine. In case if the contextual information of the Requestdisfies the consent-
policy corresponding to the requested resourceCiiesent Responsentains the
consent. Otherwise, it contains an error message.

Access Responsé-inally, the Process Engine sends thecess Responde the Re-
guester. For the successful access response, it is ngctsatathe Consent Evalu-
ator replies with the required consent.

5.2 Consent Withdrawal

In the proposed architecture, a Data Subject may withdrafhéi consent any time
he/she wants. This can be accomplished by deleting the ebpsécy stored on the
Consent Evaluator. In other words, the resource entry wiltlbleted from Table 1 by
the Data Subject. This maps well to the real-world situatid@onsider the healthcare
scenario where a patient has provided his/her consent ier dodprovide access on
his/her medical data for the research purpose. Every timadbess is made, the consent



will be checked. Let suppose that the patient calls the peseider to withdraw his/her
consent. After the withdrawal, the patient medical datanoae accessed anymore.
The same is the situation in the proposed solution. Afterta Babject has defined the
consent-policy, consent can be provided by the Consenugt@l However, once the
Data Subject wants to withdraw, the consent-policy is @elély the Consent Evaluator.
After the consent-policy has been deleted, no consent camdwided until the Data
Subject provides the new consent or the consent-policy.

5.3 Integrity of Consent

Let us assume that the PKI is already in place, where eacty,entluding the Re-
guesters and Data Subjects, has a private-public key paimpieviding the integrity,
the consent-policy can be signed with the signing (or peivaey of the Data Subject
while the contextual information is signed with the signk&y of the Requester. Once
a Requester provides the contextual information, first tagitity check is performed to
verify if the information is not altered or forged by an adsamy. In case if a dispute oc-
curs, the log of entities can be inspected in order to ingatdithe matter. Technically,
the signature will be checked on the transmitted data. Theatlisignature not only
guarantees integrity but also ensures non-repudiatiouafatgeability of consent.

5.4 Emergency Situations

In case of emergency, tHemergency Response Teamy provide consent on the be-
half of the Data Subject. Let us consider the healthcareasst®ewhere a patient is in
emergency condition, such as heart-attack or some siniilati®n. In this situation,

if a doctor needs any consent for which the patient has natebfany consent-policy
then theEmergency Response Teama legal guardian may provide consent on the
behalf of the patient. Moreover, just like the paper-basetsent, the consent-policy of
minors or one who is mentally incapable can be provided bgal lguardian.

5.5 Digital Evidence

Once consent is requested by a Process Engine, the reqaekt bk logged. Not only
this but also the Consent Evaluation should log once theesturis provided to the
Process Engine. Since the contextual information is peavidy a Requester to the
Consent Evaluator, a Requester should also log the infiomegquested by a Consent
Evaluator. This would prevent repudiation of all the invexdventities. These logs can
be provided to the court as digital evidence.

5.6 Data Subject Tool

The proposed solution may provide a Data Subject with a toalanage the consent-
policies. Furthermore, a Data Subject may be provided witiapection tool for ob-
serving who has obtained consent in an automated manner.



5.7 Implementation Overview

For evaluating the consent-policy against the Requestéiributes, we may consider
the widely accepted policy-based framework proposed byFIEB], where the Con-
sent Evaluator manages the Policy Enforcement Point (P&#®y the for the second
level of access controls defined in the consent-policy) deoto provide the consent.
The Consent Evaluator also manages Policy Decision Poibie)for making decision
about the consent eith¥esor No. The consent-policy store can be realised as the Policy
Administration Point (PAP). In the proposed solution, tequest is sent by the Process
Engine while the Requester can be treated as a PIP. For egpiresthe consent-policy,
we may consider XACML policy language proposed by OASIS [8].

5.8 Performance Overhead

The performance overhead of the proposed solutidd(ie+ n), wherem number of
conditional predicates in the consent-policy whiles the number contextual attributes
required to evaluate the consent-policy in order to prociolesent.

6 Discussion

This section provides a discussion about how the proposeticso may provide se-
curity properties including availability and confidenttial Moreover, this section also
gives a brief overview about how to increase the usabilityaf®ata Subject.

6.1 Availability and Confidentiality

For providing availability, the Consent Evaluator can basidered in the outsourced
environment, such as the cloud service provider. If the €onhEvaluator is managed
by a third party service provider, then there is a threat fafrination leakage about the
consent-policy or the contextual information. In order toyide confidentiality to the

consent-capturing in outsourced environments, we mayidenESPOON (Encrypted
Security Policies in Outsourced Environments) proposdd]in

6.2 Increased Usability

In order to increase usability for defining a consent-polécipata Subject can be pro-
vided with a drag-and-drop policy definition tool for a prefided set of parameters of
the contextual information. Moreover, a full-fledged pefided set of consent-policies
can also be provided to the Data Subject.

7 Conclusions and Future Work

In this paper, we have proposed an architecture capture andge consent. The pro-
posed architecture enables the data controller to capterednsent in an automated
manner. Furthermore, consent can be withdrawn any time a Babject wishes to do
so. In the future, we are planning to implement and evaluegérformance overhead
incurred by the proposed solution. In case if a Data Subgst@ates multiple consent-
policies with a resource, then consent resolution strasegéeds to investigated.
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