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Abstract: An application’s Qualityof Service(QoS)requirementsrefersto non-functional,run-time
requirements.Theserequirementsareusuallysoft in that the applicationis functionally
correcteven if the QoSrequirementis not satisfiedat run-time. QoSrequirementsare
dynamicin that for a specificapplication,they change.Theability to satisfyanapplica-
tion’sQoSrequirementdependsontheavailableresources.Sinceanapplicationmayhave
differentQoSrequirementsin differentsessions,theresourcesneededaredifferent.A dif-
ferentiatedservicemustbesupported.Sinceanapplication’s QoSrequirementis soft, it
maynotalwaysbesatisfied.It mustbepossibleto dynamicallyallocatemoreresources.In
anoverloadedsituation,it maybenecessaryto allocateresourcesto anapplicationat the
expenseof otherapplications.Policiesareusedto expressQoSrequirementsandactions
to betakenwhentheQoSrequirementis notsatisfied.Policiesarealsousedto specifyac-
tionsto betakenin overloadedsituations.Policiesdynamicallychange.Supportingthese
policiesis donethrougha setof distributedmanagedprocesses.It mustbepossiblespec-
ify policiesandhavethesepoliciesdistributedto managedprocesses.Thispaperdescribes
how thesepoliciescanbeformally specifiedandamanagementarchitecture(basedon the
IETF framework) thatdescribeshow thepoliciesaredistributedandusedby themanage-
mentsystem. We concludewith a discussionof our experienceswith the management
systemdeveloped.

Keywords: QoSManagement,Policies,ApplicationManagement

1. Intr oduction
An application’s Quality of Service(QoS) refersto non-functional,run-time re-

quirements.A possibleQoSrequirementfor anapplicationreceiving a videostream
is thefollowing: “The numberof videoframesperseconddisplayedmustbe25 plus
or minus2 frames". A QoSrequirementis soft for an application,if the application
is functionally correcteven thoughthe QoSrequirementis not satisfiedat run-time.
Otherwise,theQoSrequirementis saidto behard (e.g.,flight controlsystems,patient
monitoringsystems).

Theallocationandschedulingof computingresourcesis referredto asQoSman-
agement. QoSmanagementtechniques(e.g.,[25]), suchasresourcereservationand
admissioncontrolcanbeusedto guaranteeQoSrequirements,sinceresourcereserva-
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tionsarebasedon worst-casescenarios.This is usefulfor applicationsthathave hard
QoSrequirements,but often leadsto inefficient resourceutilisation in environments
thatprimarily haveapplicationswith softQoSrequirements.

ApplicationQoSrequirementsareoftendynamicin thatthey mayvaryfor different
usersof thesameapplication,for thesameuserof theapplicationat differenttimes,
or evenduringa singlesessionof theapplication.We developeda QoSmanagement
systemthatdealswith soft anddynamicQoSrequirementsby providing management
services(implementedby asetof managementprocessesandresourcemanagers)that
supportthefollowing: (1) Detectingthatanapplication’s run-timebehavior doesnot
satisfytheapplication’sQoSrequirements.This is calledasymptomandis considered
a manifestationof a fault in thesystem;(2) Fault location,usinga setof symptoms,
determinesa hypothesisidentifying possiblefaultscausingthe violation of the QoS
requirements;(3) Basedon thefault andthesystemstate,adaptationactionsarecho-
senthat may take either the form of resourceallocationadjustmentsor application
behavior adjustments.Theseadaptationsdependnot only on the causeof the viola-
tion,but alsodependontheconstraints(administrativerequirements)imposedonhow
to achievetheQoSrequirement.This is especiallyimportantin thecaseof overloaded
conditions.

It shouldalsobepossiblefor theQoSmanagementsystemto communicateto an
applicationthat it shouldadaptits behavior (e.g., changevideo resolution)if it is
not possibleto reallocateresources.The implication of differentQoSrequirements
suggeststhatadifferentiatedallocationof resourcesshouldbeallowed.

Policiesareusedto expressrequirements.A policy canbe defined[20] asa rule
thatdescribestheaction(s)to occurwhenspecificconditionsoccur.

The QoS managementsystemshouldbe able to supportthe strategy described
aboveaswell asdealwith changesin QoSrequirements.

Our earlierwork [11] describeda policy-basedQoSmanagementframework and
the initial resultsindicatedthat this approachis worth pursuing.This paperfocusses
on the definition and specificationof different categoriesof policies and describes
how they canbe distributedto the appropriateentitiesin the QoSmanagementsys-
tem. This paperis organizedas follows: Section2 describesthe different typesof
policiesneededandthe architectureneededto supportthe QoSmanagementsystem
to supporttheQoSmanagementstrategy describedearlier. Section3 briefly describes
the implementation.Section4 discussesthe lessonslearned.Section5 discussesthe
relatedwork. Finally aconclusionis presented.

2. Ar chitecture
Thissectiondescribesdifferentcategoriesof policiesandarchitecturalcomponents

(depictedin Figure1) neededto supportthestrategy to QoSmanagementdescribedin
Section1. Themanagementarchitectureusedin thiswork is consideredanadaptation
of theIETF policy framework [14, 19, 22] andis a generalizationof our architecture
describedin [11]. An exampleQoSrequirementthatwill beusedthroughoutthepaper
is thefollowing:

�������	��

���
A video client is to receivevideo at a framerate of 25 framesper

second,plusor minus2 frames.



Policy SpecificationandArchitecture for Quality of ServiceManagement

Original

application


 process

sensor
�

sensor
�

PDP


Coordinator


PEP


Policy

Manager


Name

Server


Event

Manager


Resource

Manager


PEP
PDP


Resource

Manager


devices

�

devices

�

F
ra

m
ew

or
k 

C
om

po
ne

nt
s


A
pp

lic
at

io
n 

P
ro

ce
ss

/P
la

tfo
rm

 d
ep

en
de

nt



C
om

po
ne

nt
s


Policy Editor


event
�

event
�
policy
�

policy
�

action request
�

resource adjustment
�
request


Figure 1. Policy-BasedQoSManagementArchitecture

2.1 ExpectationPolicies

An expectationpolicy is usedfor statinghow QoSrequirementsaredetermined
andwhereto reporttheviolationof aQoSrequirementandany otherpossibleactions.
ExpectationpoliciesarespecifiedusingPonderobligationpolicy formalism(for more
informationsee[3]). In this formalism,the policy specifiesthe actionthat a subject
mustperformon a setof targetobjectswhenaneventoccurs.An expectationpolicy
typeassociatedwith Example1 is thefollowing:
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This canbeinstantiatedasfollows:
$0:K/"� b�$&9,�)��7,#�$H�":��)F�+,��1H��/)/"A6��-)c')�)*�+,��-,.�/0����1M24b�$&9,�)��7,#�$H�":��)F�+,��1H��/)/&7,�)��+)96$d:�5&�6��+,*)�&�<;`e6�&�6��+&LK$0:���U�#)#)�&f6��9H?�+�50LK�&A65&�6�,BYI

It is assumedthateachprocesshasa managementcoordinator. Thetargetdomain
for policy VideoClientProcessReq is the setof managementcoordinatorsof pro-
cessesinstantiatedfromtheexecutableat.../syslab/rockyroad/videoClientExecutable
(where... refersto /ca/uwo/csd/syslab). It is not assumedthatall instantiationsare
executingon rockyroad. DetermineAllowedFrameRate is a script that computes
the frameratepersecondthat theprocessis allowedto have. Its input is processin-
formation(representedby ProcessInfo) that includestheuserof theprocessandthe
time. ThescriptreturnstheQoSrequirementsin AttributeConditionList. This is a list
of attributeconditions.ApplicationQoSrequirementscanbespecifiedasa conjunc-
tion of theconditionsspecifiedin theattributeconditions.Thegeneralform of anat-
tributeconditionis thefollowing: (anAttribute, comparisonOperator, aThreshold,
EventIdentifier) whereanAttribute denotestheattributebeingmonitored,aThresh-
old denotesa thresholdthatthevalueof anAttribute is beingcomparedto, andcom-
parisonOperator denotesthecomparisonoperatorby whichthevalueof anAttribute
andaThreshold are to be compared.EventIdentifier is the identifier of the event
that is generatedwhenthis specificattributeconditionis not satisfied(andhencethe
theQoSrequirementsarenot satisfied).If anapplicationprocessis to have theQoS
requirementsstatedin Example1, thenthe attribute conditionlist would be the fol-
lowing: ((current fps, g , 27,fps high),(current fps, h ,23, fps low)). Theattribute
identifier, current fps, representsframespersecond.Theevent, fps high, is gener-
atedwhencurrentframespersecondis above 27 andfps low is generatedwhenthe
currentframespersecondis below 23.

The“calculation”or determinationof QoSrequirementscanbeguidedby policies.
A simplepolicy canbe informally statedas follows: “if the processbelongsto the
GroupA usersthenit getsa targetframespersecondof 25 plusor minustwo frames;
if theprocessbelongsto otherusersbesidesGroupA usersthenthetarget framesper
secondis 20plusor minustwo frames”.This canbestatedusingPonderformalism.

TheActionList denotestheaction(s)thecoordinatoris to executeif theconjunction
of theattributeconditionsin theattributeconditionlist is foundto betrue.Thegeneral
form of anactionis thefollowing: action = (targetObject, (actionMethod, action-
MethodParameter)) A specificexampleis the following: (EventManagerHandle,
(notify, current fps, target fps,...). Basically, this actionspecifiesthataneventhan-
dler process,thatcanbereferencedusingEventManagerHandler, is notifiedof the
valuesof specificapplicationattributes.
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2.2 Monitoring

Example2 illustratesthat applicationQoS requirementsare definedin termsof
application-specificattributes.Monitoring of theapplicationis neededto collectval-
uesof theattributes(e.g.,current fps). Onemonitoringmechanismis throughinstru-
mentationof theapplicationwhich is briefly describedhere.

An attribute is associatedwith a sensor(seeFigure1). A sensoris a classwith
variablesfor representingthresholdand target values. Sensorsare usedto collect,
maintain,andprocessa wide varietyof attributeinformationwithin theinstrumented
processes.Thesensor’s methods(probes)areusedto initialise sensorswith threshold
andtarget valuesandcollect valuesof attributes. Probesareembeddedinto process
codeto facilitateinteractionswith sensors.

As anexample,considerthesamplepsuedo-codefor a videoplaybackapplication
in Figure2 that hasthe QoSrequirementstatedin Example1 andsensoriYj . This
QoSrequirementsuggestsan upperthresholdof 27 framesper secondanda lower
thresholdof 23 framespersecond.SensoriXj includesprobessuchasthe following:
(1) An initialisation probe(line 3 of Figure2) that takesasa parameterthe default
thresholdtarget value,andthe lower andupperbounds. Whenthe coordinatorwas
instantiated(line 2 of Figure2) it communicatedwith the QoSmanagementsystem
to get theapplication’s QoSrequirementsin theform of theAttributeConditionList.
Thus when the sensorrequeststhis information, the coordinatorwill alreadyhave
retrieved it. (2) A probethat (i) determinesthe elapsedtime betweenframesand
checksto seeif this timefallswithin aparticularrangedefinedby thelowerandupper
acceptablethresholds.Unusualspikesarefilteredout;and(ii) informsthecoordinator
if the framesper secondfall below the lower thresholdor is higher then the upper
threshold.

Whenthe coordinatorretrieved the QoSrequirements,it alsoretrieved the action
list consistingof the actionsin the form of the ActionList to be taken if the QoS
requirementis notsatisfied.In thisexample,thisactionis to notify theEventManager
processof theQoSmanagementsystemwhosehandleis EventManagerHandle. The
coordinatorgeneratesan event whoseidentifier is the event identifier found in the
receivedactionlist.

We notethat not all sensorsmeasureattributesthat aredirectly usedin the spec-
ification of a QoSrequirement.For example,a sensormay be usedto measurethe
currentsizeof thecommunicationsbuffer.

2.3 QoSManagementSystem

In the IETF framework, a Policy DecisionPoint (PDP) is usedto retrieve stored
policies (which is storedin the repository),and interpretandvalidatethem. PDPs
alsomake decisionson actionsto be takenbasedon thereceiptof aneventwhich is
generatedfrom themonitoringof theenvironment.A Policy EnforcementPoint(PEP)
appliestheseactions.In this section,we will describehow PDPsandPEPsareused
in this work andthe additionalcomponentsneededto supportthe QoSmanagement
strategy describedin Section1.
NameServer. Whenanapplicationsstartsup,it instantiatesits coordinator. Thecoor-
dinatorthenregisterswith theNameServer. TheNameServer receivesandmaintains
in a repositoryregistrationdatafrom othercomponentsandapplicationprocesses.It
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Given: Videoapplicationv.
QOSexpectationse.

1. Performinitialization for v.
2. Initialise coordinatorc.
3. ExecuteiYj�k init probe(e)
4. while (v not done) do:
5. Retrievenext videoframef.
6. Decodeanddisplayf.
7. ExecuteiXjlk probe framerate()
8. endwhile

Figure 2. InstrumentationExample

assignsa uniqueinstanceidentifier for eachregisteredprocess. The NameServer
coordinatesthe interactionbetweentheQoSmanagementcomponentsandtheappli-
cation’scoordinator.
Policy DecisionPoints (Policy Manager). Within anadministrative domain,thereis
onePolicy DecisionPoint(PDP)thatcommunicateswith a repositorywherepolicies
arestoredand informationaboutusersis kept. This PDPis referredto asa Policy
Manager. The Policy Manageris responsiblefor retrieving andmappinghigh-level
policiesto rulesandcommunicatingtherulesto theappropriatemanagemententities.
The needfor this shouldbecomeclearerlater in this section. The Policy Manager
keepstrackof wherepoliciesweredeployedto.

After the applicationhasregisteredwith the NameServer, it requestsits QoSre-
quirementsfrom thePolicy Manager. It doesthisby generatinganeventrequestQoS-
Requirements(ProcessInfo). Uponreceiving therequest,thePolicy Managerdeter-
minesthepolicy thatapplies.If thepolicy thatappliesis Example2 thenthePolicy
Managerwill executethe script DetermineAllowedFrameRate. The Policy Man-
agersendstheQoSrequirementsandactionsto betakenin thecaseof QoSviolation
to theapplication’scoordinatorasaconditionlist andactionlist whichweredescribed
earlier.

The Policy Manageris the only type of PDPto receive eventsdirectly. The rea-
sonfor this is theassumptionthatwithin anadministrative domainthereis only one
Policy Managerandthattheonly typeof eventthatit canreceive is therequestQoS-
Requirements event.
Event Manager. TheEvent Managerreceiveseventsandallows othermanagement
entitiesto registeraninterestin anevent.TheEventManagercanreceiveeventsfrom
thecoordinatorsthataregeneratedin responseto aviolationof QoSrequirementsand
it canreceive eventsthat representa regular reportof monitoreddatae.g., resource
usageinformation.
Policy DecisionPoints for Violation Location. In Section1, we identifiedtheneed
for violation location. In this work, the locationprocessis event-driven in the sense
that the locationprocessdoesnot begin until anevent indicatingthata QoSrequire-
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mentis violatedis generated.Conditionson the stateof the systemareevaluatedto
helpin diagnosis.

PDPsareusedto respondto a violation of a QoSrequirement.This violation is
an event. The PDPusesthis event andothermonitoredinformationto diagnosethe
problem.Diagnosticsareguidedby diagnosispolicies.A diagnosispolicy associated
with Example1 is thefollowing:
�������	��
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This policy statesthat if thecurrentframerate(current fps) is lower thenthetar-
get framerate(target fps) andif thesizeof theclient’s communicationbuffer (cur-
rent buffer size) is higher thena specificbuffer thresholdandif the client’s buffer
size(current buffer trend) tendsto increaseit shouldberequestedthat theresource
managerat hostrockyroad.sylab.csd.uwo.cashouldincreasethe CPU priority of the
video client. A policy fps low2 is usedto specify that if the event fps low hasoc-
curredandthe sizeof the buffer is relatively low andthe CPU load of the machine
thathoststhevideoserver is high,thenthemanagerprocessonthevideoserver’shost
machineis to be instructedto increasethe CPU priority of the videoserver process.
Theserelatedpoliciesaregroupedinto onecompositepolicy.

Thereis a similar compositepolicy for whenthecurrentframerateis higherthen
thehigherboundallowedon theframerate.

PDPsgetthediagnosispoliciesassociatedwith anapplicationaftertheapplication
registerswith theNameServer. Uponreceiving aregistrationrequestfrom anapplica-
tion processthroughits coordinator, theNameServer registerstheapplicationprocess
with a PDP. TheremaybeseveralPDPs.It is assumedthat theadministratorhasde-
terminedhow applicationprocessesareassignedto PDPs(which canbe formalized
aspolicies). The Policy Managerretrievesthe diagnosispolicies. However, Ponder
policiesarenot executable.The userof Pondermakes it relatively easyfor an ad-
ministratorto useit, but it is too high-level to beexecutableby a PDP. An alternative
formalismfor specifyingpoliciesis needed.Wereferto anexecutablepolicy asarule.
In thiswork, thealternative formalismwaschosento beJESS.An exampleof aJESS
correspondingto thepolicy in Example3 is thefollowing:
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Wewill notgo into detailsof whateachspecificpartmeans.Thepointbeingmade
hereis thatformalismsthatcanbeexecutableareusuallymoredifficult to understand
by administrators.Hence,theneedfor differentformalisms.

JESSactuallyrefersto a low-level rule engineandlanguage.ThePolicy Manager
will mapthe diagnosispoliciesspecifiedusingPonderto JESSrulesandthensend
the rules to the requestingPDP. Also sentto the PDP are the correspondingevent
identifiersthattriggertheexecutionof rules.ThePDPthenregistersits interestin the
eventidentifiedby theeventidentifierwith theEventManager.

A PDPusesthesetof rulesto determinethecorrectiveaction(s).This involvesde-
terminingthecauseof thepolicy violationandthendeterminingacorrectiveaction(s).
Theprocessof determiningthe rulesto beappliedis calledinferencing.Inferencing
is usedto formulateotherfactsor a hypothesis.Inferencingis performedby the In-
ferenceEnginecomponentof the PDP. The inferencerchooseswhich rules can be
appliedbasedon thefactrepository. Theinferencingthatcantake placecaneitherbe
ascomplex asbackwardchaining(working backwardsfrom a goal to start),forward
chaining(vice-versa)or asrelatively simpleasalookup.In thiswork weusedforward
chaining.

A PDPis alsousedto authorizeactionsfor PEPson behalfof applications.This
will beexplainedin moredetail.
Policy EnforcementPoint. A PEPis a managementprocessthat is responsiblefor
monitoringthedevicethatit is onandexecutingactions.A PEPreceivesrequestsfrom
a PDPfor a resourceallocation.It verifiesthat it mayexecutetheaction,throughthe
useof a PDP. This PDPusesadministrativepoliciesthatformalizetheadministrative
requirements.

Administrationrequirementscan be specifiedusing Ponderauthorizationpolicy
constructs.In Ponderauthorizationpolicies,a policy is imposedby thetargetobject,
wherethe target can prohibit an action on itself basedon different criteria suchas
subject,dateandtime. An authorizationpolicy typeassociatedwith Example1 is the
following:
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This canbeinstantiatedasfollows:
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Thispolicy statesthatPEPon .../syslab/rockyroad is allowedto increasetheCPU
priority for a videoclient processif thevideoclient processbelongsto GroupA and
if thereareenoughCPUresourceswhich is calculatedby CPUResourcesAvailable.
The parametersto this action include the processidentifer (ProcessIdentifier and
a normalizedvalue (normalizedvalue) representingthe differencebetweenthe at-
tribute’s currentvalueandthe expectedvalue. Theactualcontrol of allocatingCPU
resourcesis encapsulatedby a resource manager. Thereis a resourcemanagerfor
eachresource.

This is asimplepolicy andit is notapplicationspecific.It is hostmachinespecific.
A possibleapplication-specificpolicy couldbethefollowing:
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Thiscanbeinstantiatedasfollows:
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Thispolicy specifiesthat/ca/uwo/csd/syslab/rockyroad/PEP requeststhatthevideo
client process’s resolutionis to be changedif thereare not enoughCPU resources
available.This is anauthorisationpolicy sincethisactionshouldbeprohibitedexcept
underspecificcircumstances.
Policy Editor . ThePolicy Editor providesa GraphicalUserInterface(GUI) for the
administratorsto composeandstorehigh-level managementpolicies(throughthePol-
icy Manager)in apolicy repository.
QoSManagementSystemOrganization. It is assumedthateachadministrative do-
mainhasonepolicy server andat leastonePDP. It is possibleto havea configuration
with onePDPon eachdevice,a configurationwith onecentralizedPDPor a configu-
rationwith morethanonePDP, but not oneon eachdevice.

3. Implementation
Wehave built a C++ instrumentationlibrary thatimplementsa hierarchy of sensor

classes.The baseof the hierarchy providesa registrationmethodthat provides the
ability to have all sensorsregisterwith the coordinatorin a uniform manner. Other
basemethodsarefor enabling/disablingandread/report.C++ wasusedsincewehave
aninstrumentationlibrary thathasbeendevelopedandevolvedover a periodof time.
Thereis a prototypeof a Java instrumentationlibrary that canbe usedfor Java pro-
gramsto interactwith theQoSmanagementsystem.

TherepositoryusedwasLDAP. LDAP is usedsincethis seemsto bethechoiceof
theIETF. ThePDP, EventManager, NameServer, andPolicy Managerwereall written
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in Java. Theruleengineusedby thePDPis JESS.ThePEPhastwo components.The
first component,implementedin Java, interactswith PDPs. The secondcomponent
hasspecificresourcemanagerssuchastheCPUmanagerandtheMemoryManager.
Theseresourcemanagersactuallymanipulatetheresources.This is written in C and
is specificfor Solaris.Currently, theCPUmanageris integratedinto theprototype.

The Policy Editor hasa GUI that allows the userto enterpoliciesThe GUI was
designedso that the usercould be guidedthroughthe developmentof the policy by
selectingwhetherthey wantto defineeventnames,events,actions,attributeconditions
(throughtheconstraints).Thepolicieswereput into XML andreferencesto theXML
file wereplacedin theLDAP directory. XML wasthelanguagesyntaxusedto express
the Ponderpolicies. The useris able to directly put Ponderpolicies(in the Ponder
format)in filesandaskthatthey getloadedinto theLDAP repository.

Translationis basedon theexistenceof templatesfor eachtypeof Ponderpolicy.
ThePolicy ManagerhasaJESStemplateof rulesassociatedwith eachPonderpolicy.
ThePolicy Managerusesthis templateto guidethetransformationof aparsedPonder
componentto aJESSrule or partof a JESSrule.

We have deployedtheprototypewithin our laboratoryandinstrumenteda number
of applications.Currently, theprototypeworksasexpected.

4. Discussion
This sectiondescribesourobservationsandexperiences.

1 Section2 describeshow anapplicationcanbeinstrumented.It will not always
bepossiblefor a useror administratorto instrumentanapplicationthemselves.
They mayhaveto rely ontheoutputof logfilesthatmany applicationsgenerate.
It is still possibleto usethe architectureof the QoSmanagementsystemde-
scribedin Section3. Thecoordinatorrefersto a processthat readsthe logfiles
generatedby anapplicationor usestheoperatingsystemto retrieve information
abouttheapplicationbehavior.

2 Currently, PEPsdetermineif they areauthorizedto carryoutanactionby send-
ing amessageto thePDP. Potentially, thePDPcouldbecomeabottleneck.The
PEPcouldhavearuleengineto directlydetermineif it cancarryout theaction.
Thiswouldreducetheloadof thePDP, but increasethemanagementloadonthe
devicethatthePEPis on. This is notaproblemin thesensethatourarchitecture
caneasilyhandlethis. Alternatively, multiple PDPsmight be necessary. One
PDPfocusseson diagnosisandthe otherPDPfocusseson messagesfrom the
PEP.

3 In our earlier work [11], diagnosiswas distributed. This assumedthat there
weremanagementprocesseson eachhostmachineaswell asa ‘global’ man-
agementprocessfor anadministrativedomain.Rulesto diagnosethecauseof a
violation of a QoSrequirementwerefoundin the local managementprocesses
aswell asthe ‘global’ managementprocess.Thesemanagementprocessesare
similar to thePDPs.We foundthetranslationof diagnosispoliciesto rulesand
the deploymentof thoseruleswasmorecomplicated.This is the resultof the
translationhaving to take into accountthat if managementprocessdetermines
that it cannotresolve the problem,it needsto sendan event to anotherman-
agementprocesssothat it might try to resolve theproblem.On theotherhand,
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the useof onePDPresultsin many rulesbeingsentto that PDPandit could
becomea bottleneck.More work is neededin understandinghow to optimize
theconfigurationof PDPs.

4 It is possibleto have the differentmanagemententitiesinterestedin a specific
eventto directly registerwith thecomponentgeneratingtheevent i.e., thegen-
eratorof the event actsas its own event manager. The disadvantageis that
this assumesthatthesemanagemententitiesknow apriori wheretheeventsare
comingfrom. Anotherpossiblityis to have thepolicy specificationsexplicitly
specifythesourceandreceiversof a specificevent. However, if we changethe
configurationof PDPsby changingtheir locationand/ornumberthenthe pol-
icy specificationshouldbechanged.By separatingtheseout, we cancontinue
to usethesamepolicy specificationevenif theunderlyingmanagementsystem
changes.

5 It is assumedthat thereis agreementon attribute names. It is assumedthat
theattributenamesof valuesthataresentaspartof a notify messagefrom the
coordinatorare the sameas what is expectedin the diagnosispolicies. This
requiresthatpoliciesenteredarecheckedfor consistency.

6 Thepolicy statedin Example5 is quitedetailedin thatit assumesthattheadmin-
istratorwill specifythenormalizedvalue(specifiedusingnormalizedvalue) is
to be usedto determineif thereareenoughCPU resourcesavailable. We be-
lieve thatwe cansimplify this by assumingthat this is part of the mappingof
thepolicy to rules.

7 We find the specificationof expectationandadministrative policies relatively
easy. Diagnosticpoliciesaremoredifficult andrequireagoodunderstandingof
the applicationsandhow they behave. The administratormustspecifya good
dealof information. Thereis a gooddealof work on diagnostics(e.g.,[10, 9,
7, 8]) thatusea varietyof techniques.Thereexistsefficient softwareto support
thesetechniques.Webelieve thatthediagnosticsprocessshouldbeableto take
advantageof thesetechniquesandtools. This will likely requirechangesin the
way diagnosticpoliciesarespecified.Potentially, this couldreducethenumber
of rulesneededby therule engine.

8 JESSis a rule-basedengine.Initially, we foundthatJESShada lot of overhead
andhadan impacton the applicationprocesseson the executingon the same
machine.However, this wasoptimizedandwe no longerhave this problem.It
seemsto be fastenough,but we do not have experiencewith an environment
with hundredsof applicationsandpotentiallythousandsof policies. However,
in thiscasetherewould likely bemorePDPs.Thiswoulddistributetheloadand
thusminimizethenumberof policiesataspecificPDP.

5. RelatedWork
Our work involvedtheuseof policy formalismsandthedevelopmentanarchitec-

ture for distribution and enforcementof policies. Relatively little of this work ex-
aminedall of theseissuesin an integratedframework thataddressesend-to-endQoS
management.Ourwork doesthis. In thissection,wedescribetherelatedwork donein
policy specificationsandarchitectures.We describehow we differ andhow our work
relates.
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Policy Specification.
IETF is currentlydevelopingasetof standards(currentdraftsfoundin [14,19,22])

that includesaninformationmodelto beusedfor specifyingpolicies,a standardthat
extendsthepreviousstandardfor specifyingpoliciesfor specifyingQoSpoliciesanda
standardfor mappingtheinformationmodelto LDAP schemas.Informally, speaking
an IETF policy basicallyconsistsof a set of conditionsand a set of actions. The
standardsfocuson low-level detailsrelatedto policy encoding,storageandretrieval.
We have experiencein usingthe IETF standards.We did examinethe useof IETF
rulesfor specifyingpolicies. IETF rulesarereasonablefor expectationpolicies,but
we foundthat it wasmuchmoredifficult to specifytheadministrative anddiagnostic
policies. Generally, we found easierto use. It is possibleto specifypoliciesusing
Ponderandtranslateto theIETF format.

Otherlanguagestandardsby IETF, aswell asothernetwork policy languages(sum-
marizedin [21]), include RPSL for describingrouting policy constraints,PAX for
defining patternmatchingcriteria in policy-basednetworking devices and SRL for
creatingrule setsfor real-timetraffic flow measurement.Theselanguagesprimarily
focuson policiesappliedto a network device. Noneof this work addressestheuseof
policiesappliedto applications.

Otherpolicy specificationlanguages[2, 6, 5, 15] focuson featuresthatenablethe
specificationof securityrelatedpolicies.ThePonderPolicy Specificationlanguage[3]
hasa broaderscopethanmostof theotherlanguagesin that it not only wasdesigned
with specifyingsecurityastheprimaryobjective,but alsogeneralmanagementpolicy.
Ponderallows the administratorto usedeclarative statementsandis independentof
underlyingsystems.This is theprimaryreasonwhy we have chosento usePonderto
describeahigh-level specificationrepresentationof policies.

Policy languagesvary in the level of abstraction.Somelanguagesfocus on the
specificationof policiesthat describewhat is wanted,while othersfocuson how to
achievewhatis wanted.Thishasresultedin differentlevelsof policies,whichhasled
to several attemptsat a policy classification.This includesa policy hierarchy anda
formal definitionof policiesdefinedby [24]. Our work definestwo levelsandwould
seemto correspondto thebottomtwo levelsof thehierarchy in [24].
Ar chitectures,Policy Distrib ution and Enforcement.

Therehasbeensomerecentwork in servicelevel management[17, 16] that de-
scribesan architectureandpoliciesfor managementof a differentiatedservicesnet-
work so thatusersreceive goodquality of serviceandfulfill theservicelevel agree-
ments.Thiswork doesnot makeuseof administrativeor diagnosticpolicies.

Therehasbeenquiteabit of work (e.g.,[1, 18,23,12]) thathaslookedat thetrans-
lation of policiesto network device configurationswhich arethensentto thePEPsso
that the PEPscanconfigurethe network devices. The focusis on network devices.
In mostof this work, policy distribution is initiatedby anadministratorandfocusses
on onedevice. Our work differs in that it focusseson applicationsandit is the initi-
ationof anapplicationsessionthatcausesthedistribution of policesto management
components.

A deploymentmodelwasdevelopedby [4] for Ponder. Eachpolicy type is com-
piled into a policy classby thePondercompiler. Theinstantiationof a policy classis
apolicy object.Eachpolicy objecthasmethodsthatallow apolicy objectto beloaded
to anenforcementagentandunloadedfrom anagent.Additionalmethodsincludeen-
ableanddisablingof objects.Agentsregisterwith theeventserviceto receiverelevant
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events(asspecifiedby the policies)generatedfrom the managedobjectsof the sys-
tem. Thereis no discussionon configurationof devicesor applications.Therolesof
PDPandPEPis similar to thatof anenforcementagent.We decidedthoughthatuse
of JESSwould make certaintaskseasier. For example,althoughPonderassumesthat
thepoliciesareindependentin thesensethat theorderthey arepresentedin doesnot
matter. We assumedthat orderof policiesmatteredwhentranslatingto JESSrules.
This meantthatnot every singleJESSrule that is interestedin a specificeventhasto
beexecuted.This is importantfor thefollowing reason:Example3 describedapolicy
called fps low1 that is triggeredwhenthe event fps low is generated.fps low2 is
alsoto be triggeredwhenthe event fps low is generated.Thedifferenceis that that
theactionto be takendependson differentconditionsof thestate.If theconditional
statementin thewhen clauseis truein Example3 this impliesthatthefault hasbeen
foundandthereis no reasonto look at fps low2. JESS’s implementationallows for
this. In the Ponderdeploymentmodel,all policy objectsthat register for a specific
eventwill receivenotificationthattheeventhasoccurredandconditionsarechecked.

Generally, wefoundthatvery little work focussesonapplyingpoliciesat theappli-
cationlevel. Thedifficulty with theapplicationlevel is thatdifferentpolicieswill be
neededfor differentsessionsof thesameapplication.

6. Conclusions
The initial deploymentof the prototypehasproven to be successful.The exper-

imental resultsaresimilar to that reportedin [13, 11]. The prototypeallows a user
to specifyPonderpoliciesfrom a consoleanddistributethemto thedistributedcom-
ponentsof the managementsystemsuccessfully. This work is one of the few that
addressestheuseof policiesto applicationQoSmanagement.

Futurework includesaddressingsomeof the issuesbroughtup earlierin theDis-
cussionsectionaswell asthefollowing:

1 We choseto specifyour framework basedon the IETF policy-basedmanage-
ment framework. We are currently working on integrating network resource
management.

2 We would like to do morework on ensuringthatpolicy specificationsarecon-
sistent.This requiresmany changesto themappingapproachused.

3 We areexaminingan environmentwith a mix of applicationssuchassoft IP
phonesandwebservers.

References
[1] M. BrunnerandJ. Quittek. MPLS ManagementusingPolicies. Proceedingsof the7th IEEE/IFIP

Symposiumon IntegratedNetworkManagement(IM’01), SeattleUSA, May 2001.

[2] F. ChenandR. Sandhu.Constraintsfor Role-BasedAccessControl. Proceedingsof 1stACM/NIST
RoleBasedAccessControl Workshop, Gaithersburg, Maryland,USA, ACM Press,1995.

[3] N. Damianou,N. Dalay, E. Lupu,andM. Sloman.Ponder:A Languagefor SpecifyingSecurityand
ManagementPoliciesfor DistributedSystems:TheLanguageSpecification(Version2.1). Technical
ReportImperial CollegeResearchReportDOC 2000/01,Imperial Collegeof Science,Technology
andMedicine,London,England,April 2000.

[4] N Dulay, E. Lupu,M. Sloman,andN. Damianou.A Policy DeploymentModel for thePonderLan-
guage.Proceedingsof the7th IEEE/IFIP Symposiumon IntegratedNetworkManagement(IM’01),
SeattleUSA, May 2001.



NathanMuruganantha,HananLutfiyya

[5] J. Hoagland,R. Pandey, andK. Levitt. SecurityPolicy SpecificationUsinga GraphicalApproach.
TechnicalReportTechnicalReportCSE-98-3,UC Davis ComputerScienceDepartment,UC Davis
ComputerScienceDepartment,July 22,19982002.

[6] S. Jajodia,P. Samarati,andV. Subrahmanian.A Logical Languagefor ExpressingAuthorisations.
Proceedingsof theIEEESymposiumonSecurityandPrivacy, 1997.

[7] S. Katker. A Modelling Framework for IntegratedDistributedSystemsFault Management.In Pro-
ceedingsIFIP/IEEE InternationalConferenceonDistributedPlatforms, pages186–198,1996.

[8] S. Katker andH Geihs. A GenericModel for Fault Isolation in IntegratedManagementSystems.
Journalof NetworkandSystemsManagement, 1997.

[9] S.Katker andM. Paterok.Fault isolationandeventcorrelationfor integratedfault management.In
Proceedingsof the5th InternationalSypmposiumon IntegratedNetworkManagement, 1997.

[10] S.Kliger, S.Yemini,Y. Yemini,D. Ohsie,andS.Stolfo. A CodingApproachto EventCorrelation.
In Proceedingsof the4th InternationalSypmposiumon IntegratedNetworkManagement, 1995.

[11] H. Lutfiyya, G. Molenkamp,M. Katchabaw, andM. Bauer. Issuesin ManagingSoft QoSRequire-
mentsin DistributedSystemsUsing a Policy-BasedFramework. Proceedingsof the Policy 2001
Workshop:InternationalWorkshopon Policies for DistributedSystemsand Networks,Bristol, UK,
Springer-Verlag LNCS, pages185–201,January2001.

[12] P. Martinez,M. Brunner, J.Quittek,F. Strauss,J.Schoenwaelder, S.Mertens,andT. Klie. Usingthe
ScriptMIB for Policy-BasedConfigurationManagement.Proceedingsof theIFIP/IEEE Symposium
onNetworkOperationsandManagementSymposium(NOMS’02),Florence, Italy, 2002, pages461–
468,January2001.

[13] G. Molenkamp,H. Lutfiyya, M. Katchabaw, and M. Bauer. ResourceManagementto Support
Application-SpecificQuality of Service.IEEE/IFIP Managementof MultimediaNetworksandSer-
vices(MMNS2001), October2001.

[14] B. Moore,J. Strassmer, andE. Elleson. Policy CoreInformationModel – Version1 Specification.
Technicalreport,IETF, May 2000.

[15] R. Ortalo. A Flexible Methodfor InformationSystemSecurityPolicy Specificatio". Proceedings
of 5th EuropeanSymposiumon Research in ComputerSecurity(ESORICS98), Louvain-laNeuve,
Belgium,Springer-Verlag,1998.

[16] P. Pereira,D. Dadok,andP. Pinto. ServiceLevel Managementof DifferentiatedServicesNetworks
with ActivePolicies.3rd ConferenciadeTelecomunicacoes., Rio deJaneiro,Brazil,December1999.

[17] P. Pereira and P. Pinto. Algorithms and Contractsfor Network and SystemsManagement.
Proceedingsof the 1st IEEE Latin AmericanNetwork Operations and ManagementSymposium
(LANOMS99), Rio deJaneiro,Brazil, December1999.

[18] Alberto GonzalezPrieto and MarcusBrunner. SLS to DiffServ ConfigurationMappings. Pro-
ceedingsof the12th InternationalWorkshopon DistributedSystems:OperationsandManagement
DSOM’2001, Nancy France,October2001.

[19] Y. Snir, Y. Ramberg, J.Strassner, andR. Cohen.Policy Framework QoSInformationModel. Tech-
nical report,IETF, April 2000.

[20] Startdust.com.Introductionto QoSPolicies.Technicalreport,Stardust.com,Inc., July1999.

[21] G. Stone,B. Lundy, andG. Xie. Network Policy Languages:A Survey andNew Approaches.IEEE
Network, 15(1):10–21,January2001.

[22] J.Strassner, E. Ellesson,B. Moore,andRyanMoats.Policy Framework LDAP CoreSchema.Tech-
nical report,November1999.

[23] P. Trimintzios, I. Andrikopoulos,G. Pavlou, andC. Cavalcanti. An ArchitecturalFramework for
Providing QoSin IP DifferentiatedServicesNetworks.Proceedingsof the7thIEEE/IFIP Symposium
on IntegratedNetworkManagement(IM’01), SeattleUSA, May 2001.

[24] R. Wies. Polciesin Network andSystemsManagement– FormalDefinitionandArchitecture.Jour-
nal of NetworkandSystemsManagement, 2(1):63–83,1994.

[25] D. YauandS.Lam.AdaptiveRate-ControlledSchedulingfor MultimediaApp lications.Proceedings
of the1996ACM MultimediaConference, Boston,Massachusetts,November1996.


