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Abstract: An applications Quality of Service(QoS)requirementsefersto non-functionalyun-time
requirements.Theserequirement@re usually soft in that the applicationis functionally
correcteven if the QoSrequirements not satisfiedat run-time. QoS requirementsare
dynamicin thatfor a specificapplication,they change.The ability to satisfyanapplica-
tion’s QoSrequirementepend®ntheavailableresourcesSinceanapplicationmayhave
differentQoSrequirementén differentsessionsheresourceseededredifferent. A dif-
ferentiatedservicemustbe supported.Sincean applications QoSrequirements soft, it
maynotalwaysbesatisfied.It mustbepossibleto dynamicallyallocatemoreresourcesin
anoverloadedsituation,it may be necessaryo allocateresourceso anapplicationat the
expenseof otherapplications.Policiesareusedto expressQoSrequirementandactions
to betakenwhenthe QoSrequirements not satisfied Policiesarealsousedto specifyac-
tionsto betakenin overloadedsituations.Policiesdynamicallychange Supportingthese
policiesis donethrougha setof distributedmanagegrocesseslt mustbe possiblespec-
ify policiesandhave thesepoliciesdistributedto managegrocessesThis paperdescribes
how thesepoliciescanbeformally specifiedanda managemerdrchitecturgbasednthe
IETF framework) thatdescribesiow the policiesaredistributedandusedby the manage-
mentsystem. We concludewith a discussionof our experienceswith the management
systemdeveloped.
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1. Intr oduction

An applications Quality of Service(QoS)refersto non-functional,run-timere-
quirements A possibleQoSrequiremenfor anapplicationreceving a video stream
is thefollowing: “The numberof videoframespersecondlisplayedmustbe 25 plus
or minus2 frames". A QoSrequirementis softfor an application,if the application
is functionally correcteven thoughthe QoS requiremenis not satisfiedat run-time.
Otherwisethe QoSrequirements saidto behard (e.g.,flight controlsystemspatient
monitoringsystems).

The allocationandschedulingof computingresourcess referredto asQoSman-
agement QoS managementechniquege.g.,[25]), suchasresourceresenationand
admissiorcontrolcanbeusedto guarante€oSrequirementssinceresourcaesena-
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tionsarebasedon worst-casescenariosThis is usefulfor applicationghathave hard
QoSrequirementshut often leadsto inefficient resourceutilisationin ervironments
thatprimarily have applicationswith soft QoSrequirements.

ApplicationQoSrequirementareoftendynamicin thatthey mayvaryfor different
usersof the sameapplication,for the sameuserof the applicationat differenttimes,
or evenduring a singlesessiorof the application.We developeda QoSmanagement
systemthatdealswith softanddynamicQoSrequirementdy providing management
serviceqgimplementedy a setof managementrocesseandresourcananagershhat
supportthe following: (1) Detectingthatan applications run-timebehaior doesnot
satisfytheapplications QoSrequirementsThisis calledasymptonandis considered
a manifestatiorof a fault in the system;(2) Fault location,usinga setof symptoms,
determines hypothesisidentifying possiblefaults causingthe violation of the QoS
requirements(3) Basedon the fault andthe systemstate adaptatioractionsarecho-
senthat may take eitherthe form of resourceallocationadjustmentsor application
behaior adjustments.Theseadaptationglependnot only on the causeof the viola-
tion, but alsodependntheconstraint§administativerequirementsimposedon how
to achivethe QoSrequirementThisis especiallimportantin the caseof overloaded
conditions.

It shouldalsobe possiblefor the QoS managemengystemto communicateo an
applicationthat it should adaptits behaior (e.g., changevideo resolution)if it is
not possibleto reallocateresources.The implication of differentQoSrequirements
suggestshata differentiatedallocationof resourceshouldbe allowed.

Policiesareusedto expressrequirements A policy canbe defined[20] asa rule
thatdescribegheaction(s)to occurwhenspecificconditionsoccut

The QoS managemensystemshould be able to supportthe stratgyy described
above aswell asdealwith changesn QoSrequirements.

Our earlierwork [11] describeda policy-basedQoS managemenframenork and
theinitial resultsindicatedthatthis approachs worth pursuing. This paperfocusses
on the definition and specificationof different cateyoriesof policies and describes
how they canbe distributedto the appropriateentitiesin the QoS managemensys-
tem. This paperis organizedasfollows: Section2 describeghe differenttypesof
policiesneededandthe architectureneededo supportthe QoS managemensystem
to supportthe QoSmanagemenrdtrateg)y describedearlier Section3 briefly describes
theimplementation.Section4 discusseshe lessondearned.Section5 discusseshe
relatedwork. Finally aconclusionis presented.

2. Ar chitecture

This sectiondescribeglifferentcateyoriesof policiesandarchitecturatomponents
(depictedn Figurel) neededo supportthe stratgly to QoSmanagemerdescribedn
Sectionl. Themanagemerdrchitecturaisedin thiswork is considerecgnadaptation
of the IETF policy framework [14, 19, 22] andis a generalizatiorof our architecture
describedn [11]. An exampleQoSrequirementhatwill beusedthroughouthepaper
is the following:

ExXAMPLE 1 A videoclient is to receivevideo at a framerate of 25 framesper
secondplusor minus2 frames.
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2.1 Expectation Policies

An expectationpolicy is usedfor statinghow QoS requirementsre determined
andwhereto reporttheviolation of a QoSrequirementndary otherpossibleactions.
ExpectatiomoliciesarespecifiedusingPonderobligation policy formalism(for more
informationsee[3]). In this formalism,the policy specifiesthe actionthata subject
mustperformon a setof target objectswhenan eventoccurs. An expectationpolicy
typeassociateavith Examplel is thefollowing:
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EXAMPLE 2

type oblig QoSreq_spec (target Coordinator, ScriptType FindQoSRegs){
subject PolicyManager;
on requestQoSRequirements (ProcessInfo)
do FindQoSRegs(in ProcessInfo,
out EventIdentifier,
out AttributeConditionList,
out ActiomList); ——>
Coordinator.Initialize(EventIdentifer,EventManagerIdentifier,
AttributeConditionList, ActionList);
}

This canbeinstantiatecasfollows:

inst VideoClientProcessReq=
QoSreq_spec(VideoClientProcessCoordinatorSet,DetermineAllowedFrameRate) ;

It is assumedhateachprocesshasa managementoordinator Thetargetdomain
for policy VideoClientProcessReq is the setof managementoordinatorsof pro-
cessemstantiatedrom theexecutableat.../syslab/rockyroad/videoClientExecutable
(where... refersto /ca/uwo/csd/syslab). It is notassumedhatall instantiationsare
executingon rockyroad. DetermineAllowedFrameRate is a scriptthat computes
the framerate per secondthatthe processs allowedto have. Its inputis processn-
formation(representetdy Processinfo) thatincludesthe userof the processandthe
time. Thescriptreturnsthe QoSrequirementin AttributeConditionList. Thisis alist
of attribute conditions. Application QoSrequirement&anbe specifiedasa conjunc-
tion of the conditionsspecifiedin the attribute conditions.The generafform of anat-
tribute conditionis thefollowing: (anAttribute, comparisonOperator, aThreshold,
Eventldentifier) whereanAttribute denoteghe attribute beingmonitored,aThresh-
old denotesa thresholdthatthe valueof anAttribute is beingcomparedo, andcom-
parisonOperator denotegshecomparisoroperatotby which thevalueof anAttribute
andaThreshold areto be compared. Eventldentifier is the identifier of the event
thatis generatedvhenthis specificattribute conditionis not satisfied(andhencethe
the QoSrequirementarenot satisfied).If anapplicationprocesss to have the QoS
requirementstatedin Examplel, thenthe attribute conditionlist would be the fol-
lowing: ((current_fps, <, 27 fps_high),(current_fps, >,23,fps_low)). The attribute
identifier, current_fps, representéramesper second.The event, fps_high, is gener
atedwhencurrentframesper seconds above 27 andfps_low is generatedvhenthe
currentframesperseconds below 23.

The“calculation” or determinatiorof QoSrequirementsanbe guidedby policies.
A simple policy canbe informally statedasfollows: “if the processbelongsto the
GroupA usersthenit getsatargetframespersecondof 25 plusor minustwo frames;
if theprocesdelongsto otherusershesidesGroupA usersthenthetargetframesper
seconds 20 plusor minustwo frames”. This canbe statedusingPonderformalism.

TheActionList denotegheaction(s)thecoordinatoiis to executeif theconjunction
of theattributeconditionsin theattribute conditionlist is foundto betrue. Thegeneral
form of anactionis thefollowing: action = (targetObject, (actionMethod, action-
MethodParameter)) A specificexampleis the following: (EventManagerHandle,
(notify, current_fps, target_fps,...). Basically this actionspecifieghataneventhan-
dler processthat canbe referencedising EventManagerHandler, is notified of the
valuesof specificapplicationattributes.
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2.2 Monitoring

Example? illustratesthat applicationQoS requirementsare definedin termsof
application-specifiattributes. Monitoring of the applicationis neededo collectval-
uesof theattributes(e.g.,current_fps). Onemonitoringmechanisnis throughinstru-
mentationof theapplicationwhichis briefly describechere.

An attribute is associatedvith a sensor(seeFigure 1). A sensoris a classwith
variablesfor representinghresholdand tamet values. Sensorsare usedto collect,
maintain,andprocessa wide variety of attribute informationwithin theinstrumented
processesThe sensors methodqprobes)areusedto initialise sensorswith threshold
andtarget valuesandcollect valuesof attributes. Probesare embeddednto process
codeto facilitateinteractionswith sensors.

As anexample,considerthe samplepsuedo-codéor a video playbackapplication
in Figure 2 that hasthe QoS requirementstatedin Examplel andsensors;. This
QoS requirementsuggestsan upperthresholdof 27 framesper secondand a lower
thresholdof 23 framesper second.Sensors; includesprobessuchasthe following:
(1) An initialisation probe (line 3 of Figure 2) thattakes asa parametethe default
thresholdtarget value, andthe lower and upperbounds. Whenthe coordinatorwas
instantiatedline 2 of Figure 2) it communicatedvith the QoS managemensystem
to getthe applications QoSrequirementsn the form of the AttributeConditionList.
Thus when the sensorrequestghis information, the coordinatorwill alreadyhave
retrieved it. (2) A probethat (i) determineghe elapsedtime betweenframesand
checkgo seeif thistime falls within aparticularrangedefinedby thelowerandupper
acceptabl¢hresholdslUnusualspikesarefilteredout; and(ii) informsthecoordinator
if the framesper secondfall belov the lower thresholdor is higherthenthe upper
threshold.

Whenthe coordinatorretrieved the QoSrequirementsit alsoretrieved the action
list consistingof the actionsin the form of the ActionList to be taken if the QoS
requirements notsatisfied.In this example this actionis to notify the EventManager
proces®f theQoSmanagemergystemwhosehandleis EventManagerHandle. The
coordinatorgeneratesan event whoseidentifier is the event identifier found in the
recevedactionlist.

We notethat not all sensoraneasureattributesthat are directly usedin the spec-
ification of a QoS requirement.For example,a sensomay be usedto measurehe
currentsizeof the communicationguffer.

2.3 QoSManagementSystem

In the IETF framework, a Policy DecisionPoint (PDP)is usedto retrieve stored
policies (which is storedin the repository),andinterpretand validatethem. PDPs
alsomake decisionson actionsto be taken basedon the receiptof aneventwhich is
generatedrom themonitoringof theenvironment.A Policy EnforcemenPoint(PEP)
appliestheseactions. In this section,we will describehow PDPsandPEPsareused
in this work andthe additionalcomponentseededo supportthe QoS management
stratgyy describedn Sectionl.

NameServer. Whenanapplicationsstartsup, it instantiatests coordinator Thecoor
dinatorthenregisterswith the NameSener. The NameSener recevesandmaintains
in arepositoryregistrationdatafrom othercomponent@andapplicationprocesseslt
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Given: Videoapplicationv.
QOSexpectations.

Performinitialization for v.
Initialise coordinatorc.
Executes; — init_probe(e)
while (v not done) do:
Retrieve next videoframef.
Decodeanddisplayf.
Executes; — probeframeate()
endwhile

ONoGA~WNE

Figure2. InstrumentatiorExample

assignsa uniqueinstanceidentifier for eachregisteredprocess. The Name Sener

coordinategheinteractionbetweernthe QoS managementomponentandthe appli-

cation’s coordinator

Policy DecisionPoints (Policy Manager). Within anadministratve domain,thereis

onePolicy DecisionPoint(PDP)thatcommunicatesvith arepositorywherepolicies
are storedand information aboutusersis kept. This PDPis referredto asa Policy

Manager. The Policy Manageris responsiblefor retrieving and mappinghigh-level

policiesto rulesandcommunicatingherulesto theappropriatananagemergntities.
The needfor this shouldbecomeclearerlater in this section. The Policy Manager
keepstrack of wherepoliciesweredeplo/edto.

After the applicationhasregisteredwith the NameSener, it requeststs QoSre-
guirementgrom the Policy Manager It doesthisby generatinganeventrequestQoS-
Requirements(Processinfo). Uponreceving therequestthe Policy Manageeter
minesthe policy thatapplies. If the policy thatappliesis Example2 thenthe Policy
Managerwill executethe script DetermineAllowedFrameRate. The Policy Man-
agersendghe QoSrequirementandactionsto betakenin the caseof QoSviolation
to theapplications coordinatorasa conditionlist andactionlist whichweredescribed
earlier

The Policy Manageris the only type of PDPto receie eventsdirectly. Therea-
sonfor this is the assumptiorthat within anadministratve domainthereis only one
Policy Managerandthattheonly type of eventthatit canreceve is therequestQoS-
Requirements event.

Event Manager. The Event Managereceveseventsandallows othermanagement
entitiesto registeraninterestin anevent. The EventManagercanreceve eventsfrom
thecoordinatorghataregeneratedn responseo aviolation of QoSrequirementsnd
it canreceve eventsthatrepresent regular reportof monitoreddatae.g.,resource
usagdnformation.

Policy DecisionPoints for Violation Location. In Sectionl, we identifiedthe need
for violation location. In this work, the locationprocesss event-drivenin the sense
thatthe locationprocessloesnot begin until aneventindicatingthata QoSrequire-
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mentis violatedis generated Conditionson the stateof the systemare evaluatedto
helpin diagnosis.

PDPsare usedto respondto a violation of a QoS requirement.This violation is
an event. The PDP usesthis eventand othermonitoredinformationto diagnosethe
problem.Diagnosticsareguidedby diagnosispolicies. A diagnosigolicy associated
with Examplel is thefollowing:

ExXAMPLE 3

inst oblig fps_lowl
{
subject s = /ca/uwo/csd/brown/pdpServer;
target t = /ca/uwo/csd/syslab/rockyroad/PEP;
on fps_low(VideoClientInfo, current_fps, low_target_fps
current_buffer_size, current_buffer_trend);
do t.CPUIncrease(VideoClientInfo.ProcessIdentifier,current_fps),
when registered(VideoClientInfo.ProcessIdentifier) and
(current_fps < low_target_fps) and
(buffer_size > bufferThresholdValue) and
(current_buffer_trend = UP);
};

This policy stateghatif the currentframerate(current_fps) is lower thenthetar
getframerate (target_fps) andif the sizeof the client’s communicatiorbuffer (cur-
rent_buffer_size) is higherthena specificbuffer thresholdandif the client’s buffer
size(current_buffer_trend) tendsto increaset shouldbe requestedhatthe resource
manageiat hostrockyroad.sylakcsd.uwo.cashouldincreasehe CPU priority of the
video client. A policy fps_low?2 is usedto specifythatif the eventfps_low hasoc-
curredandthe size of the buffer is relatively low andthe CPU load of the machine
thathoststhevideoseneris high, thenthe manageprocesonthevideosener's host
machineis to beinstructedto increasethe CPU priority of the video sener process.
Theserelatedpoliciesaregroupednto onecompositepolicy.

Thereis a similar compositepolicy for whenthe currentframerateis higherthen
thehigherboundallowedon theframerate.

PDPsgetthediagnosigoliciesassociateavith anapplicationafterthe application
registerswith theNameSener. Uponreceving aregistrationrequesfrom anapplica-
tion procesghroughits coordinatorthe NameSener registerstheapplicationprocess
with a PDP. Theremay be several PDPs. It is assumedhatthe administratothasde-
terminedhow applicationprocessesre assignedo PDPs(which canbe formalized
aspolicies). The Policy Managerretrievesthe diagnosispolicies. However, Ponder
policies are not executable. The userof Pondermalesit relatively easyfor an ad-
ministratorto useit, but it is too high-level to be executableby a PDP An alternatve
formalismfor specifyingpoliciesis neededWereferto anexecutablepolicy asarule.
In this work, the alternatve formalismwaschoserto be JESS An exampleof a JESS
correspondingo thepolicy in Example3 is thefollowing:

EXAMPLE 4

( defrule fps_low_local
( registered process_id ?pid )
( fps low ?current_fps ?target_fps)
( and ( buffers high ?current_buffer )
( buffers up_trend ?current_buffer )
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)
=>
bind 7amount ( resource_distance Pcurrent_fps 7target_fps 10 )
( if ( > ( resource_conditions ?pid rtcpu 7amount ) 0.5 )
then
( adjust_resource ?pid rtcpu Pamount ) )
( if ( < ( possibility_condition ) 0.1 )
then
( assert ( service_diff rtcpu ) )
)
( set_reset_delay 1 )
)

We will notgointo detailsof whateachspecificpartmeans.Thepointbeingmade
hereis thatformalismsthatcanbe executableareusuallymoredifficult to understand
by administratorsHence the needfor differentformalisms.

JESSactuallyrefersto alow-level rule engineandlanguage .The Policy Manager
will mapthe diagnosispolicies specifiedusing Ponderto JESSrulesandthensend
the rulesto the requestingPDP Also sentto the PDP are the correspondingavent
identifiersthattriggerthe executionof rules. The PDPthenregistersits interestin the
eventidentifiedby the eventidentifierwith the EventManager

A PDPuseghessetof rulesto determinethe corrective action(s).This involvesde-
terminingthe causeof thepolicy violation andthendeterminingacorrective action(s).
The proces=f determiningthe rulesto be appliedis calledinferencing. Inferencing
is usedto formulateotherfactsor a hypothesis.Inferencingis performedby the In-
ferenceEnginecomponentof the PDR The inferencerchooseswhich rules canbe
appliedbasednthefactrepository Theinferencingthatcantake placecaneitherbe
ascomple asbackward chaining(working backwardsfrom a goalto start),forward
chaining(vice-versa)or asrelatively simpleasalookup. In thiswork we usedforward
chaining.

A PDPis alsousedto authorizeactionsfor PEPson behalfof applications. This

will beexplainedin moredetail.
Policy EnforcementPoint. A PEPis a managemenprocesghatis responsibleor
monitoringthedevicethatit is onandexecutingactions.A PEPrecevesrequestfrom
a PDPfor aresourceallocation. It verifiesthatit may executethe action,throughthe
useof a PDP This PDPusesadministative policiesthatformalizethe administratve
requirements.

Administrationrequirementscan be specifiedusing Ponderauthorizationpolicy
constructsin Ponderauthorizatiompolicies,a policy is imposedby thetargetobject,
wherethe target can prohibit an action on itself basedon different criteria suchas
subject,dateandtime. An authorizatiorpolicy type associatedvith Examplel is the
following:

EXAMPLE 5
type auth+ authCPUIncreaseT (subject s, target t)
action CPUIncrease(ProcessIdentifier,normalizedvalue)
when belongs(GroupA, ProcessIdentifier) and

CPUResourcesAvailable (normalizedvalue) ;

}

This canbeinstantiatecasfollows:
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inst auth+ allocateResourcePolicy=
authCPUIncreaseT(/ca/uwo/csd/syslab/rockyroad/PEP,
/ca/uwo/csd/syslab/rockyroad/ClientVideoProcess) ;

Thispolicy stateghatPEPon.../syslab/rockyroad is allowedto increasghe CPU
priority for a video client processf thevideo client processelongsto GroupA and
if thereareenoughCPUresourcesvhichis calculatedoy CPUResourcesAvailable.
The parametergo this action include the processidentifer (Processldentifier and
a normalizedvalue (normalizedvalue) representinghe differencebetweenthe at-
tribute’s currentvalue andthe expectedvalue. The actualcontrol of allocatingCPU
resourcess encapsulatedy a resouce manaer. Thereis a resourcemanagerfor
eachresource.

Thisis asimplepolicy andit is notapplicationspecific.lt is hostmachinespecific.
A possibleapplication-specifipolicy couldbethefollowing:

EXAMPLE 6
type auth+ authChangeApplicationResolution (subject s, target t)

action ChangeResolution(ProcessIdentifier);
when not (CPUResourcesAvailable (normalizedvalue));

}

This canbeinstantiatedasfollows:

inst auth+ authChangeApplicationResolution=
authChangeApplicationResolution(/ca/uwo/csd/syslab/rockyroad/PEP,
/ca/uwo/csd/syslab/rockyroad/ClientVideoProcess

Thispolicy specifieghat/ca/uwo/csd/syslab/rockyroad/PEP requestshatthevideo
client processs resolutionis to be changedf thereare not enoughCPU resources
available.Thisis anauthorisatiorpolicy sincethis actionshouldbe prohibitedexcept
underspecificcircumstances.

Policy Editor. The Policy Editor providesa GraphicalUserInterface(GUI) for the
administratorso composendstorehigh-level managementolicies(throughthe Pol-
icy Manager)in apolicy repository

QoS ManagementSystemOrganization. It is assumedhateachadministratve do-
mainhasonepolicy senerandatleastonePDR It is possibleto have a configuration
with onePDPon eachdevice, a configurationwith onecentralized®DPor a configu-
rationwith morethanonePDR but not oneon eachdevice.

3. Implementation

We have built a C++ instrumentatiodibrary thatimplementsa hierarcly of sensor
classes.The baseof the hierarcly providesa registrationmethodthat providesthe
ability to have all sensorgegisterwith the coordinatorin a uniform manner Other
basemethodsarefor enabling/disablingndread/reportC++wasusedsincewe have
aninstrumentatioribrary thathasbeendevelopedandevolvedover a periodof time.
Thereis a prototypeof a Java instrumentatioribrary that canbe usedfor Java pro-
gramsto interactwith the QoSmanagemergystem.

TherepositoryusedwasLDAP. LDAP is usedsincethis seemgo bethe choiceof
thelETF. ThePDR EventManagerNameSener, andPolicy Managemvereall written
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in Java. Therule engineusedby the PDPis JESS The PEPhastwo componentsThe
first componentjmplementedn Java, interactswith PDPs. The secondcomponent
hasspecificresourcananagersuchasthe CPU managerlndthe Memory Manager
Theseresourcemanagersactuallymanipulatethe resourcesThis is written in C and
is specificfor Solaris.Currently the CPU manageis integratedinto the prototype.

The Policy Editor hasa GUI that allows the userto enterpolicies The GUI was
designedso that the usercould be guidedthroughthe developmentof the policy by
selectingwhetherthey wantto defineeventnamesegvents,actions attribute conditions
(throughthe constraints) Thepolicieswereputinto XML andreferenceso the XML
file wereplacedin the LDAP directory XML wasthelanguagesyntaxusedto express
the Ponderpolicies. The useris ableto directly put Ponderpolicies (in the Ponder
format)in files andaskthatthey getloadedinto the LDAP repository

Translationis basedon the existenceof templatedor eachtype of Ponderpolicy.
ThePolicy Managetasa JESStemplateof rulesassociateavith eachPonderpolicy.
ThePolicy Managemuseshis templateto guidethetransformatiorof a parsed?onder
componento aJESSrule or partof a JESSrule.

We have deployedthe prototypewithin our laboratoryandinstrumenteda number
of applications Currently the prototypeworksasexpected.

4, Discussion

This sectiondescribe®ur obsenationsandexperiences.

1 Section2 describesow anapplicationcanbeinstrumentedlt will notalways
be possiblefor auseror administratotto instrumentanapplicationthemseles.
They mayhaveto rely onthe outputof logfilesthatmary applicationgenerate.
It is still possibleto usethe architectureof the QoS managemensystemde-
scribedin Section3. The coordinatorrefersto a procesghatreadsthe logfiles
generatedby anapplicationor useshe operatingsystento retrieve information
abouttheapplicationbehaior.

2 Currently PEPsdeterminef they areauthorizedo carryoutanactionby send-
ing amessagé¢o the PDPR Potentially the PDPcouldbecomea bottleneck.The
PEPcouldhave arule engineto directly determindf it cancarryouttheaction.
Thiswouldreduceheloadof thePDR but increasehemanagemeribadonthe
devicethatthePEPis on. Thisis notaproblemin thesensehatourarchitecture
caneasilyhandlethis. Alternatively, multiple PDPsmight be necessaryOne
PDPfocusse®n diagnosisandthe other PDP focussen messagefrom the
PEP

3 In our earlierwork [11], diagnosiswas distributed. This assumedhat there
were managemenprocessesn eachhostmachineaswell asa ‘global’ man-
agemenprocesgor anadministratve domain.Rulesto diagnoseéhecauseof a
violation of a QoSrequirementverefoundin the local managemenprocesses
aswell asthe ‘global’ managemenprocess.Thesemanagemenprocessesre
similar to the PDPs.We foundthe translationof diagnosigoliciesto rulesand
the deploymentof thoseruleswasmore complicated. This is the resultof the
translationhaving to take into accountthatif managemenprocessletermines
thatit cannotresole the problem,it needsto sendan eventto anotherman-
agemenprocesssothatit mighttry to resole the problem. On the otherhand,
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5.

the useof one PDPresultsin mary rulesbeing sentto that PDP andit could
becomea bottleneck.More work is neededn understandindiow to optimize
the configurationof PDPs.

It is possibleto have the differentmanagemengntitiesinterestedn a specific
eventto directly registerwith the componengeneratinghe eventi.e., thegen-
eratorof the event actsasits own event manager The disadwantageis that
this assumeshatthesemanagemengntitiesknow apriori wherethe eventsare
comingfrom. Anotherpossiblityis to have the policy specificationexplicitly

specifythe sourceandreceversof a specificevent. However, if we changethe
configurationof PDPsby changingtheir locationand/ornumberthenthe pol-

icy specificationshouldbe changed.By separatingheseout, we cancontinue
to usethe samepolicy specificatiorevenif the underlyingmanagemengystem
changes.

It is assumedhat thereis agreemenbn attribute names. It is assumedhat
the attribute namesof valuesthatare sentaspartof a notify messagdérom the
coordinatorare the sameas what is expectedin the diagnosispolicies. This
requireshatpoliciesenteredarechecledfor consisteny.

Thepolicy statedn Example5 is quitedetailedn thatit assumethattheadmin-
istratorwill specifythe normalizedvalue(specifiedusingnormalizedvalue) is
to be usedto determineif thereare enoughCPU resourcesvailable. We be-
lieve thatwe cansimplify this by assuminghatthis is part of the mappingof
thepolicy torules.

We find the specificationof expectationand administratve policiesrelatively

easy Diagnosticpoliciesaremoredifficult andrequirea goodunderstandingf

the applicationsand how they behae. The administratormustspecifya good
dealof information. Thereis a gooddealof work on diagnosticge.g.,[10, 9,

7, 8]) thatusea variety of techniquesThereexists efficient softwareto support
thesetechniquesWe believe thatthe diagnosticgprocesshouldbe ableto take

adwantageof thesetechniquesandtools. Thiswill likely requirechangesn the
way diagnosticpoliciesarespecified.Potentially this could reducethe number
of rulesneededy therule engine.

8 JESSis arule-basecangine.Initially, we foundthatJESShadalot of overhead

andhadanimpacton the applicationprocesse®n the executingon the same
machine.However, this wasoptimizedandwe no longerhave this problem. It
seemgo be fastenough,but we do not have experiencewith an ervironment
with hundredsof applicationsand potentiallythousand®f policies. However,
in this casetherewouldlikely bemorePDPs.Thiswould distributetheloadand
thusminimizethe numberof policiesata specificPDR

Related Work

Our work involvedthe useof policy formalismsandthe developmentanarchitec-

ture for distribution and enforcemenbf policies. Relatvely little of this work ex-
aminedall of theseissuesn anintegratedframeavork thataddressesnd-to-endQoS
managemeniOurwork doesthis. In this sectionwe describaherelatedwork donein
policy specificationandarchitecturesWe describehow we differ andhow our work
relates.
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Policy Specification

IETFis currentlydevelopingasetof standard¢currentdraftsfoundin [14, 19,22])
thatincludesaninformationmodelto be usedfor specifyingpolicies,a standardhat
extendsthepreviousstandardor specifyingpoliciesfor specifyingQoSpoliciesanda
standardor mappingthe informationmodelto LDAP schemasinformally, speaking
an IETF policy basicallyconsistsof a setof conditionsand a setof actions. The
standard$ocuson low-level detailsrelatedto policy encoding storageandretrieval.
We have experiencein usingthe IETF standards.We did examinethe useof IETF
rulesfor specifyingpolicies. IETF rulesarereasonabldor expectationpolicies, but
we foundthatit wasmuchmoredifficult to specifythe administratve anddiagnostic
policies. Generally we found easierto use. It is possibleto specify policies using
Ponderandtranslateto the IETF format.

Otherlanguagestandardby IETF, aswell asothernetwork policy languagegsum-
marizedin [21]), include RPSL for describingrouting policy constraints,PAX for
defining patternmatchingcriteria in policy-basednetworking devices and SRL for
creatingrule setsfor real-timetraffic flow measurementTheselanguagegrimarily
focuson policiesappliedto a network device. Noneof this work addressethe useof
policiesappliedto applications.

Otherpolicy specificationanguage$2, 6, 5, 15] focuson featureghatenablethe
specificatiorof securityrelatedpolicies. The PondePolicy Specificatiolanguagd3]
hasa broaderscopethanmostof the otherlanguagesén thatit not only wasdesigned
with specifyingsecurityasthe primaryobjective, but alsogeneraimanagemerolicy.
Ponderallows the administratorto usedeclaratve statement@ndis independenbf
underlyingsystemsThisis the primaryreasonwvhy we have choserto usePonderto
describea high-level specificatiorrepresentatioof policies.

Policy languagesvary in the level of abstraction. Somelanguagedocuson the
specificationof policiesthat describewhatis wanted,while othersfocuson how to
achieve whatis wanted.This hasresultedn differentlevelsof policies,which hasled
to several attemptsat a policy classification. This includesa policy hierarcly anda
formal definition of policiesdefinedby [24]. Our work definestwo levelsandwould
seemto correspondo the bottomtwo levelsof thehierarcly in [24].

Ar chitectures,Policy Distrib ution and Enforcement

Therehasbeensomerecentwork in servicelevel managemenfl7, 16] that de-
scribesan architectureand policiesfor managementf a differentiatedservicesnet-
work sothatusersreceve goodquality of serviceandfulfill the servicelevel agree-
ments.This work doesnot make useof administratve or diagnostigpolicies.

Therehasheenquiteabit of work (e.g.,[1, 18,23, 12]) thathaslookedatthetrans-
lation of policiesto network device configurationsvhich arethensentto the PEPsso
that the PEPscan configurethe network devices. The focusis on network devices.
In mostof this work, policy distribution is initiated by an administratorandfocusses
on onedevice. Our work differsin thatit focusseson applicationsandit is theiniti-
ation of an applicationsessiorthat causeghe distribution of policesto management
components.

A deploymentmodelwasdevelopedby [4] for Ponder Eachpolicy typeis com-
piledinto a policy classby the Pondercompiler Theinstantiationof a policy classis
apolicy object.Eachpolicy objecthasmethodghatallow a policy objectto beloaded
to anenfocementigentandunloadedrom anagent.Additional methodsncludeen-
ableanddisablingof objects.Agentsregisterwith theeventserviceto receve relevant
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events(asspecifiedby the policies) generatedrom the managedbjectsof the sys-
tem. Thereis no discussioron configurationof devicesor applications.Therolesof
PDPandPEPis similar to thatof anenforcementagent.We decidedthoughthatuse
of JESSwould make certaintaskseasier For example,althoughPonderassumeshat
the policiesareindependenin the sensehatthe orderthey arepresentedn doesnot
matter We assumedhat order of policies matteredwhentranslatingto JESSrules.
This meantthatnot every single JESSrule thatis interestedn a specificeventhasto
beexecuted.Thisis importantfor thefollowing reasonExample3 described policy
calledfps_lowl thatis triggeredwhenthe event fps_low is generated.fps_low?2 is
alsoto betriggeredwhenthe eventfps_low is generated.The differenceis thatthat
the actionto be taken depend®n differentconditionsof the state. If the conditional
statemenin thewhen clauseis truein Example3 this impliesthatthe fault hasbeen
found andthereis no reasonto look at fps_low2. JESSS implementatiorallows for
this. In the Ponderdeploymentmodel, all policy objectsthat registerfor a specific
eventwill receve notificationthatthe eventhasoccurredandconditionsarechecled.

Generallywe foundthatverylittle work focusse®n applyingpoliciesattheappli-
cationlevel. Thedifficulty with the applicationlevel is thatdifferentpolicieswill be
neededor differentsession®f thesameapplication.

6. Conclusions

The initial deploymentof the prototypehasprovento be successful. The exper
imental resultsare similar to that reportedin [13, 11]. The prototypeallows a user
to specifyPondemoliciesfrom a consoleanddistribute themto the distributedcom-
ponentsof the managemensystemsuccessfully This work is one of the few that
addressethe useof policiesto applicationQoSmanagement.

Futurework includesaddressingomeof theissuesbroughtup earlierin the Dis-
cussiorsectionaswell asthefollowing:

1 We choseto specify our framework basedon the IETF policy-basedmanage-
mentframewvork. We are currently working on integrating network resource
management.

2 We would like to do morework on ensuringthat policy specificationsarecon-
sistent.This requiresmary changedo the mappingapproachused.

3 We are examining an ervironmentwith a mix of applicationssuchas soft IP
phonesandwebseners.
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