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Abstract:
In this paper we introduce a Resource Access Management (RAM) frame-

work for resource utilities that facilitates Class of Service (CoS) based auto-
mated resource management. The framework may be used to offer resources
on demand to enterprise applications that have time varying resource needs.
The classes of service include guaranteed, predictable best effort, and best
effort. The analytical apparatus we exploit requires the notion of application
demand profiles that specify each application’s resource requirements. These
profiles may be statistical in nature. Consequently a policing mechanism is
introduced to constrain each application’s resource usage within its profile. A
case study that exploits data from 48 data center servers, is used to demon-
strate the framework. We show that our techniques are effective in: exploiting
statistical multiplexing while providing service level assurances, limiting appli-
cation demands in the presence of hostile application behaviour, and providing
for differentiated service levels as planned.

Keywords: Resource management, Grid computing, Utility computing, Enterprise appli-
cations

1. Introduction
Enterprise applications, such as enterprise resource management, customer

relationship management, and store fronts, can benefit from utility computing
in the same way they currently benefit from storage and server consolidation ex-
ercises. Consolidation helps to decrease costs of ownership and increase return
on investment. Resource utilities aim to provide such benefits on a large scale
by automating management processes and increasing the effectiveness of con-
solidation. In this paper, we introduce a resource access management (RAM)
framework for resource utilities that support enterprise applications.

Utility and Grid computing offer an appropriate starting point for automat-
ing consolidation processes for enterprise environments. Our approach relies
upon: utility computing, where complex infrastructure is provided to enterprise
applications on demand [2] [4] [10] [14] [19]; and Grid computing, which of-
fers open services that help to match resource demands with supply, and that
implements protocols for reserving, acquiring, and releasing resources adap-
tively [6] [7].
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With this view, we assume that infrastructure service providers, which in-
clude data centers that may be internal to medium and large enterprises, will
offer information technology resources as a utility service. Customers with ap-
plications, for example a department within an enterprise, will anticipate or
characterize the demand of their applications and then discover, via Grid ser-
vices, which utility is best able to satisfy the demands. The application will
then be deployed and acquire and release resources as needed.

This paper presents a resource access management (RAM) framework for
resource utilities that support Grids for enterprise applications. The frame-
work helps to increase the effectiveness of consolidation processes by balancing
utility asset utilization with Quality of Service (QoS) for resource access by
applications. Differentiated QoS allows an infrastructure provider to be more
flexible regarding the business models and services they offer to their customers.
The framework provides Class of Service (CoS) based admission control and
resource allocation for applications and implements a policing mechanism that
governs access to resources. The CoS include guaranteed, predictable best ef-
fort, and best effort. For predictable best effort, the utility provides access
to resources with a statistical assurance level θ. A case study demonstrates
features of the framework.

The remainder of the paper is organized as follows. Section 2 describes
related work. Our RAM framework is introduced in Section 3. A case study
illustrates the behaviour of the framework for a hypothetical data center in
Section 4. Summary and concluding remarks are given in Section 5.

2. Related Work
Grid resource management systems, such as LSF [22], Condor [11], and Le-

gion [12], provide appropriate scheduling support for batch style computing
jobs. However, they do not address the needs of enterprise applications. En-
terprise applications operate continuously, have the potential for large peak-to-
mean ratios in resource demands, and may have variable numbers of users. Re-
source management systems that support enterprise applications can increase
asset utilization by exploiting the notion of statistical multiplexing. However,
service level assurances are essential; enterprise applications must have confi-
dence they will have access to resources when needed.

MUSE [3] is an example of a utility that treats hosted Web sites as services.
All services run concurrently on all servers in a cluster. A pricing/optimization
model is used to determine the fraction of cpu resources allocated to each
service on each server. The over-subscription of resources is dealt with via the
pricing/optimization model. When resources are scarce, costs increase thereby
limiting application demand. Commercial implementations of such goal driven
technology are emerging [5][18].

Garg et al. describe an SLA framework for QoS provisioning and dynamic
capacity allocation [8]. They describe a mechanism that links application QoS,
SLAs, and pricing. It includes the notion of penalties for utilities that do not
live up to their obligations and incentives for applications to release resources
when they are not needed. We also assume that applications have an incentive
to relinquish resources that are not needed.
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Our demand management approach differs from the above in the following
way. Instead of relying on a dynamic pricing model we use historical and/or
anticipated load information to specify a statistical demand profile (SDP) for
each application [16]. An SDP bounds an application’s expected resource re-
quirements with a time ordered sequence of probability mass functions (pmfs),
with one pmf per resource type. This enables support for statistical multi-
plexing and corresponding statistical assurances regarding resource availability.
Furthermore, we separate the resource demand specifications of an application
from mechanisms that control that demand. Each application is solely respon-
sible for delivering an appropriate quality of service to its customers. It must
translate a quality of service to a quantity of resources required to achieve that
level of service [21]. The utility is responsible for providing resources on de-
mand with a particular level of assurance (i.e. a probability) to its applications.
We believe this separation of concerns is practical for many kinds of enterprise
applications.

Urgaonkar et al. also consider quality of service issues [20] regarding resource
access, but they do not characterize statistical assurance for a utility. Also they
do not take into account the time varying nature of demands.

Hellerstein et al. illustrate the use of ANOVA [9] models and second order
auto-regressive models [17] to characterize an application’s request behaviour.
Auto-correlation analysis is used to identify cycles of behaviour, such as weekly
cycles versus daily cycles. ANOVA models give an additive workload model
for daily, weekly, and monthly cycles. The second order auto-regressive models
provide for a detailed characterization of residual behaviour once such cycles
are removed. Their approach is to anticipate metric threshold violations over
short time scales so that some preventative action can be taken before the
violation occurs. The policing approach we present in this paper differs. It
specifies directly when a utility may throttle an application’s demand. It is a
credit-based system, similar to a leaky-bucket approach [13], but based on time
varying historical application behaviour.

In [16] we model and explore the impact of correlations among application
demands on estimates for the number of resources needed for resource pools
and the accuracy of our statistical assurance. In the next section we build
upon [16] to introduce a RAM framework, classes of service, and a policing
mechanism for a resource utility that supports enterprise applications.

3. Resource Access Management
This section describes our framework for Resource Access Management

(RAM). The framework includes three components: admission control, polic-
ing, and CoS. Admission control decides whether an application will be permit-
ted to execute within a utility. Policingmechanisms govern application requests
to acquire and release resources as they execute within the utility. The CoS
provide differentiated service to the admitted applications.

The RAM framework relies on SDPs. An SDP describes the expected re-
source usage of an application over time. Together, the SDPs of many ap-
plications include information required by a utility to estimate the number of
resources required to satisfy their aggregate requirements while taking into ac-



J. Rolia, X. Zhu, and M. Arlitt

count statistical multiplexing. SDPs are used to implement admission control
and are reviewed in Section 3.1. Policing and CoS are introduced in Sections 3.2
and 3.3, respectively. Policing relies on the notion of application entitlement
profiles (EP). These are used by the utility to decide whether an application’s
per-slot requests for resources are consistent with its SDP. If a request is not
consistent then the utility can reject the resource request. The RAM framework
as a whole is described in Section 3.4.

3.1 Statistical Demand Profiles (SDPs)
SDPs [16] represent historical and/or anticipated resource requirements for

applications. For each unique resource type used by an application, we model
the corresponding quantity of resources required as a sequence of random vari-
ables, {Xt, t = 1, ..., T}. Here each t indicates a particular time slot, and T
is the total number of slots used in this profile. For example, if each t cor-
responds to a 60-minute time slot, and T = 24, then this profile represents
resource requirements by hour of day.

Our assumption here is that, for each fixed t, the behaviour of Xt is pre-
dictable statistically given a sufficiently large number of observations from his-
torical data. This means we can use statistical inference to predict how fre-
quently a particular quantity of resources may be needed. For each slot we use
a probability mass function (pmf) to represent this information.

Figure 1(a) shows the construction of a pmf for a given time slot (9-10 am)
for an SDP of an application. In the example only weekdays, not weekends, are
considered. The application required between 1 and 5 servers over W weeks of
observation. Since there are 5 observations per week, there are a total of 5 W
observations contributing to each application pmf. Figure 1(b) illustrates how
the pmfs of many applications contribute to a pmf for the utility as a whole
for a specific time slot. As with applications, the SDP for the utility has one
sequence of pmfs per resource type. The aggregate demand on a shared pool
for a particular resource type is modeled as a sequence of random variables,
denoted as {Yt, t = 1, . . . , T}.

A complete description of SDPs, confidence intervals for probabilities in
pmfs, correlations between application demands, and a mechanism for estimat-
ing the size of a resource pool needed to offer a particular level of service is
offered in [16].

3.2 Policing and Entitlement Profiles (EPs)
SDPs provide a mechanism for characterizing expected resource require-

ments for each time slot t. They are appropriate for sizing the resource pools
needed by the utility. However to provide the expected levels of statistical as-
surance, applications must behave according to their SDPs. Though a pmf of
an SDP limits the maximum number of resources an application is entitled to
for its corresponding time slot, we still require a method to ensure that each
application adheres to its pmfs over time. The purpose of our policing mecha-
nism is to specify an application’s entitlement to resources over both short and
longer time scales, to recognize when an application exceeds its entitlement,
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Figure 1. Creating statistical demand profiles

and to enable the framework to deal with surplus requests for resources in a
systematic manner.

For short time scales, a horizontal profile characterizes the percentage of
resource usage Hw

t that may occur over a sliding window of w slots ending at
time slot t, for one or more values of w for all time slots. For example, Hw

t for
time slot t = 9am to 10am and w = 3, describes the interval between 7am and
10am on the same day. If the maximum possible demand for the interval, based
on the application’s demand profile, is ∆ units, then the horizontal entitlement
Hw

t is a percentage of ∆, for example 80%.
For longer time scales, a vertical profile characterizes the percentage of re-

source usage V w
t that may occur over a sliding window of w instances of the

same time slot t, for one or more values of w, for all slots. For example, an
application may be entitled to a total of ∆ resource units over O instances of
a 9am to 10am time slot. The vertical profile of V w

t may specify that no more
than 50% of the ∆ units may be consumed in w = O/3 successive instances
of a slot and no more than 100% of ∆ units may be consumed in O successive
instances of the slot. In this way the vertical component captures medium to
long-term entitlements.

We define the Hw
t and V w

t for an SDP’s time slots for multiple values of
w as an entitlement profile (EP). We use the EP to implement our policing
mechanism that governs per-interval requests for resources. If an application
requests more resources than it is entitled over any of the values for w then
RAM can treat the requests according to some policy. For example it may
reject the surplus requests without contributing to the utility’s service level
violations or treat them as best effort.
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As with the construction of SDPs, the EP should be based on automated
observation of the application’s demand behaviour. They should be derived
while constructing SDPs.

Lastly, it could be the case that an application acquires resources but holds
them longer than expected thereby exceeding its next time slot’s Hw

t or V w
t for

some w. In this case the application may be required to release some resources.
We refer to this as clawback.

3.3 Classes of Service
This section describes classes of service for applications. Without loss of

generality, in this paper we assume that an application acquires resources ac-
cording to one CoS, and that its access to resources is constrained by its EP.
In general, an application is expected to partition its requests across multiple
classes of service to achieve the level of assurance it needs while minimizing its
own costs.

We define the following CoS: Guaranteed, the application receives a 100
percent assurance it will receive the resources specified by its SDP; Predictable
Best Effort (PBE) with probability θ, the utility offers resources to applications
of this CoS with probability θ as defined in Section 3.1; and Best Effort, an
application has access to these resources when they are available but must
release these resources to the utility on demand.

For the PBE CoS, per-slot access to resources is governed by application
EPs. For the Guaranteed CoS, an application’s SDP need only contain the
peak requirement for each time slot. It is always entitled to its per-slot peak
requirement.

Consider a set of applications that exploit the utility. Using the techniques of
Section 3.1, for the same applications, the utility will require a larger resource
pool for a guaranteed CoS than for a predictable best effort CoS. Similarly,
larger values of θ will require larger resource pools. In this way CoS has a
direct impact on the cost of resources offered by the utility.

3.4 Resource Access Management Framework
This section describes the overall resource management framework. Figure 2

illustrates the admission control and policing process from the perspective of
applications.

Figure 2(a) shows admission control and resource access steps for an applica-
tion that aims to be hosted by the utility. The application presents its SDP and
EP with a specific CoS. The utility performs an admission control test using the
SDP to determine whether it has sufficient resources to accept the application
while satisfying its obligations to existing applications. If accepted, the appli-
cation may acquire resources, become deployed and begin its execution. Once
in execution the application acquires and releases resources as needed but in
accordance with its EP. As time progresses, each application’s actual resource
usage is characterized. For each time slot, for each sliding window, we compute
each application’s history of actual resource usage C. Actual resource usage is
computed in the same manner as Hw

t and V w
t but with recent measurements.

C and its EP are presented for a policing test by the utility. An application is
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Figure 2. Resource access management processes

always permitted to release resources. The policing test decides the number of
additional resources an application is entitled to or how many it must return
(clawback). Even when permitted to request additional resources, depending
on the application’s CoS it may not actually receive all of the resources it re-
quests. Receipt depends on resource availability, CoS based arbitration, and
utility policy.

Figure 2(b) illustrates the admission control test. To begin, we assume that
the application will be accepted. We unfold the SDP of the application onto
the time slots of the utility’s calendar, and then determine the total number of
resources, Γ, needed to support all applications of all CoS over the future time
slots. [16] explains how the pmfs of SDPs can be used to bound the potential
impact of correlation in application demands on Γ when admitting a new ap-
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plication to a utility. Γ is then compared with the actual size of the resource
pool to determine whether it is possible to accept the additional application. If
so, then the changes to the utility’s calendar are made permanent; otherwise,
the request for admission is rejected and the application does not receive any
resources. For the PBE CoS we use the techniques of [16], based on the SDPs
of Section 3.1, to compute the number of resources required by each PBE CoS
resource pool separately. For the Guaranteed CoS we need a pool large enough
to satisfy peak application demands on an interval by interval basis. The num-
ber of resources needed by the utility, Γ, is chosen as the sum of the number of
resources needed by each of its CoS separately.

Figure 2(c) illustrates the policing test. Given an application’s history of
resource usage C and its EP we compute the maximum number of additional
resources N ′ to which the application is entitled. If N ′ is less than 0, the
application must return |N ′| resources to the utility (clawback).

4. Case study
This section presents a case study that demonstrates how the RAM frame-

work may be applied in practice to: quantify application demand requirements,
explore the impact of policing, observe the impact of service differentiation,
and illustrate resource availability. For this case study, we consider cpu uti-
lization information from 48 servers in an enterprise data center. Sections 4.1
through 4.5 describe our hypothetical resource utility and demand characteri-
zation, the classes of service chosen for our study, our experimental design, and
results.

4.1 Hypothetical Resource Utility
For the purpose of our study we were able to obtain cpu utilization infor-

mation for a collection of 48 servers. The servers have between 2 and 8 cpus
each, with the majority having either 4 or 6 cpus. The data was collected be-
tween September 2, 2001 and October 24, 2001. For each server, the average
cpu utilization across all processors in the server was reported for each five
minute measurement interval. The information was collected using Measure-
Ware (Openview Performance Agent) [1].

We interpret the load of each server as an application for a resource utility for
enterprise applications. Whereas the groups’ servers have multiple cpus in our
study we assume the utility has many servers with one cpu each. If a server only
required one cpu in an interval then its corresponding application requires one
server in the utility. We exploit the fact that changes in server utilization reflect
real changes in required activity for its applications. Our applications have the
same changing behaviour. However since our purpose is simply to validate our
techniques we are not concerned with whether it is feasible for the loads on
the multi-cpu servers to be hosted on many single cpu servers. Similarly we do
not scale the loads with respect to processor speed and/or memory capacity.
Further details and results for our study are available in [15].
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4.2 Statistical Demand Profiles and Entitlement
Profiles

For this case study we chose to characterize the application SDPs by weekday
and by hour of day. We consider all weekdays to be equivalent, and we omit
data from weekends. As a result, our profile consists of 24 one hour time slots.
Since we have utilization data for 35 days, there are O = 35 data points that
contribute to each pmf in each application’s SDP. We used the maximum of
the utilizations observed at 5 minute intervals as the utilization value for a
corresponding hour.

Values for Hw
t are based on observation of the 100-percentile of total servers

used over a window size of w = 4, which contains four 60 minute time slots.
The values for Hw

t are typically in the 70-90% range. For example, for a sliding
window of w = 4 slots, the sum of the peak values for the corresponding pmfs
may be δ whereas the observed maximum number of resources used for the
window may have been only 0.7δ. Values for V w

t are 100% of the total demand
∆ as observed over the w = 35 observations used to characterize the SDP.

4.3 Classes of Service
For our case study we consider the following classes of service: guaranteed,

predictable best effort with θ = 0.999, denoted as PBE(0.999); and predictable
best effort with θ = 0.99, denoted as PBE(0.99).

We use a simulator that generates streams of resource requests according to
the pmfs of application SDPs [16]. We submit applications to the utility for the
three classes. Each class is an instance of the 48 applications. All applications
are accepted. Their SDPs, along with their classes of service, determine the
total number of resources for the simulated resource pool. We keep track of
unused resources and assume these are offered as part of a best effort service
to batch style jobs or other applications that can tolerate resource clawback.
For each experiment, we simulate 1000 days of resource access.

4.4 Experimental design
For our experiments, we examine how effectively our policing mechanisms

curtail bad behaviour. Policing determines which entitlement mechanisms are
used. Bad behaviour is defined as the case where certain applications demand
more servers than which they are entitled. Finally, in our experiments we
exploit pool sharing. Each PBE class is given access to unused surplus servers
of the other PBE class. The number of surplus servers for a CoS for a time slot
t is defined as the difference between the total size of the server pool for that
CoS (over all slots) and the number of servers needed to offer the assurance
level θ for slot t. PBE(0.999) applications are given higher priority of access
than PBE(0.99).

For bad behaviour, we consider the cases where all applications of the
PBE(0.99) CoS run at the peak of their pmfs between time slots 10 and 18 (9am
to 6pm). These are the slots with the greatest aggregate demand. Applications
start their bad behaviour at random within the first 35 simulated days. Though



J. Rolia, X. Zhu, and M. Arlitt

this is not the worst possible behaviour, we believe it represents significant
hostile behaviour with respect to applications in a resource utility.

For policing, we chose entitlement profiles as described in Section 4.2. In
this study, when servers are clawed back an application must return them
immediately.

In each case unused servers from the guaranteed and predictable best effort
classes of service are made available to applications via a best effort CoS. Note
that as a result the number of servers available for best effort service is time
varying.

We illustrate and evaluate the RAM framework based on the the following
metrics: utility service level violations for the predictable best effort classes
(θ achieved for the utility), and, application service levels for the predictable
best effort classes (θ perceived by each application). These metrics verify that
the utility provides the levels of service that are planned, that applications
receive qualities of service distinguished based on CoS, and that policing has the
desired impact. We also show that that there remain significant opportunities
for exploiting servers via a best effort CoS.

4.5 Results
Figures 3(a) and (b) illustrate service levels achieved by the utility over the

1000 day time scale with applications of the PBE(0.99) CoS exhibiting bad
behaviour between the 10th and 18th time slots. The impact of horizontal,
vertical, and a combination of horizontal and vertical policing are shown. The
horizontal line at θ represents the boundary between acceptable and unaccept-
able performance. Without policing, there are a large number of service level
violations for the PBE(0.99) class. Vertical policing is effective as a mecha-
nism to limit application demands. The combination of horizontal and vertical
policing appears to further reduce service level violations. The PBE(0.999) is
spared from the bad behaviour because its applications have higher priority
access to resources.

Figure 4 provides Cumulative Distribution Functions (CDF) to illustrate
service levels obtained by the individual applications. For the figure, x-axis
labels have been chosen on a case by case basis to best illustrate density between
θ and 1. The figures correspond to the scenarios of Figure 3. As in Figure 3,
Figure 4(b) shows that vertical policing is an effective mechanism for ensuring
application service levels. The combination of horizontal and vertical policing
further reduces service level violations. Policy mechanisms for the utility may
be used to ensure that an application does not receive a better quality of service
than its entitled to even if resources are available.

Figure 5 provides CDFs for the number of servers available for the best effort
CoS. These represent the unused servers from the Guaranteed and PBE classes
of service. Figure 5(a) shows resource availability with pool sharing for the
scenarios without bad behaviour. We note that over all time slots, there are
between 150 and 170 servers that are unused – which is approximately 30% of
the total resource pool. These can be used to support true best effort workloads,
where the servers may be clawed back on demand, or they could be used by
the utility to support unexpected demands by applications. Figure 5(b) shows
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Figure 3. Impact of bad behaviour and policing on utility service levels
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Figure 5. Best effort server availability

results for the case with both PBE classes of service exhibiting bad behaviour
between the 10th and 18th time slots. It shows that policing limits demand
thereby increasing the number of unused servers. From the figure, we note
that the no policing and horizontal policing only scenarios overlap while the
combination of vertical and horizontal policing is the most effective.

5. Summary
This paper presents a Resource Access Management (RAM) framework for

enterprise applications that access resource utilities. The framework supports
admission control, CoS, and policing. A case study used measurements from
48 servers in a data center to demonstrate the effectiveness of our approach for
a hypothetical utility.

Based on our case study we find that the hypothetical utility is able to offer
differentiated services including predictable best effort with multiple levels of
assurance. Applications in these classes of service receive service in propor-
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tion to the service levels of their class. Our credit-based policing mechanism
reduces service level violations in the presence of bad behaviour from appli-
cations. Policing improves the service levels yet maintains the property of
service differentiation between the two predictable best effort classes. Finally,
even with resource sharing and statistical assurances there remain significant
opportunities for making resources available as part of a best effort service.

We find that statistical demand profiles and entitlement profiles are comple-
mentary in their support of RAM. The SDPs help to size resource pools. An
EP specifies the time scales and manner in which an application must conform
to its SDP. Correspondingly for a PBE CoS, a utility must also provide a time
scale over which it provides its assurance level.

Last, we fully expect that from time to time applications will require more
resources than expected. Our RAM framework provides the basis to decide
when its possible to support such requests. Our future work includes exploring
the use of multiple time scales with vertical policing, dealing with long term
growth in demands (trending), exploiting EPs to look ahead at resource entitle-
ments when considering resource allocation issues, supporting multiple resource
types, exploring issues of time scale and statistical assurances, and providing
quantitative support for models that take into account pricing and penalties.
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