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Abstract—We present a dominance detection algorithm as part
of a policy authoring process that makes extensive use of semantic
models to perform a novel dominance detection of access control
policies, where groups of deployed policies are considered in
unison to discover redundancy. The approach is targeted towards
the pre-deployment stage of the policy authoring process and
aims to help prevent the introduction of redundant policies into
the system. To achieve this, semantic queries are executed over
instances of new and deployed policy elements in order to select
matching elements for further analysis. The semantic queries
may return a large number of deployed policy elements so we
present an algorithm that prunes the search space to reduce the
problem size. We show that for large sets of deployed policies, we
can discover relatively large sets that are considered dominant.

I. INTRODUCTION

Access control policies are used to enforce authorization

decisions against requests for access to the resources and

services of a domain. Previously deployed access control

policies may realise the same or opposing behaviour as a

new or candidate access control policy. However, this may not

be discovered until after deployment of the candidate policy

which has the potential to introduce redundant policies into

the system.

Redundant policies have an adverse effect on the perfor-

mance of analysis and evaluation processes carried out for

policies as they needlessly consume system resources and

require additional processing time. Additionally, a significant

number of redundant policies deployed in a system impacts

severely on the processing time for access requests on policy

decision points. By analysing policies before refinement, the

introduction of potentially redundant policies can be avoided.

The dominance detection process outlined in this paper consid-

ers if there is a combination of multiple deployed policies that

can already realize the behaviour of the new candidate policy.

That way, we say that the candidate policy is dominated by

deployed policies.

Typical access control policies (i.e. XACML, Ponder,

WSPL, etc.) are composed of an arbitrary number of elements

(i.e. subject, target, action, conditions, etc). Semantic queries

can be executed over instantiations of these elements from a

candidate and deployed policies to determine if the policies

are specified against the same domain entities. By analysing a

policy’s elements, we can ascertain if some form of dominance

relationship exists between a candidate and deployed policy

over their elements.

We run preliminary semantic queries over the deployed

policies to only retrieve relevant policies that mention some

terms in the candidate policy. We specified and implemented

the policy element match algorithm, that is a modified greedy

set cover algorithm, to ascertain if there exists a combination

of deployed policies that covers the candidate policy. The

domain and policy ontology is an important aspect of our

work but is not presented in this paper, as we focus primarily

on the policy element match algorithm, its specification and

evaluation. The policy element match algorithm is specifically

tailored towards matching groups of policy elements from

an arbitrary number of policies. Our approach can discover

redundancy where an entire set of policies is returned that

covers the candidate policy.

The outline of this paper is as follows: §II outlines related

work; §III outlines the dominance detection approach. §IV

provides some evaluation of the approach. §V summarises the

paper and outlines directions for further work.

II. RELATED WORK

Previous approaches to dominance detection [3], [1], [2],

are targeted towards detection of inconsistencies over specific

low-level policy models (firewall, routing, etc.) that cannot be

easily extended to cater for other policy models. Our approach

of using ontology models augmented with semantic rules

is capable of detecting inconsistencies over various policy

models and at different levels of abstraction.

The authors in [8]–[11] all propose methods for detect-

ing redundancy between policies. However, each approach is

based on a pair-wise analyses of the policies (or policy sets)

which means that these approaches are not capable of detecting

redundancy that may occur over groups of policies. However,

our approach analyses policies in union in an attempt to detect

such occurrences of redundancy.

In [14], the authors propose a conflict free access control

model. The model maps every subject to a group and every

object to a type. Access requests are based on privileges

granted to the group and the requesting subjects role within

the group. The authors outline situations in which redundancy

can occur and propose to use priorities to resolve redundancy

conflicts, but do not provide an implementation of an algorithm

to detect such redundancy conflicts.

Most of the work outlined take a pair-wise approach to

the analyses of policies to detect dominance between pairs
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of policies or policy sets. These approaches could be used to

detect (on a pair-wise basis) the same redundant policies but

would require many iterations (comparisons) to ensure that

the deployed policies cover completely the candidate policy.

This paper builds on our previous work [5], [6] where we

outlined a policy conflict analysis process for the analysis of

newly specified federation policies against previously deployed

(local/federation) policies. This paper extends that work by

providing a more in-depth treatment of the consistency analy-

sis processes required for authoring policies during refinement

of the federation policies.

III. DOMINANCE DETECTION APPROACH

This section outlines our policy dominance detection pro-

cess, depicted in Figure 1 that takes a two phase approach.

In the first phase we utilise extensible semantic queries spec-

ified against patterns of policy inconsistencies to reduce the

policy search space and return pertinent deployed policies for

analysis. The second phase in the process identifies matches

over an arbitrary numbers of policy elements (both candidate

and deployed policy element sets) which allows us to detect

potential inconsistencies more efficiently than using pair-wise

policy analysis techniques.

Fig. 1. Dominance Detection Process

The policy dominance detection process attempts to dis-

cover if deployed policies either solely, or in combination,

realize the behaviour of the candidate policy. The algorithm

takes as input a set of candidate policy elements (i.e. Subject,

Target, etc.,) and sets of deployed policy elements and returns

a reduced set of covered deployed policy elements that can

then be used as input for further iterations of the algorithm.

The algorithm attempts to reveal cover over one specific policy

element at a time until all the elements of a policy have been

analysed.

A set cover is sought for each element to reduce the number

of deployed policies that can feasibly cover the candidate

policy. The process continues for each policy element and the

remaining deployed policies together dominate the candidate

policy. If there are no such deployed policies remaining, then

no cover exists and the process exits. Interestingly, along the

way some policies will partially cover the candidate policy.

This information may later be recycled to investigate to what

degree is a candidate policy covered.

A. Policy Dominance Detection

minimize
C

∑
i=1

D

∑
j=1

cijxij (1a)

subject to ∑
pεP

xip ≥ 1, ∀pεP ,∀iεC (1b)

C

∑
i=1

xij = (0 or C)∀jεD (1c)

xijε{1,0} (1d)

We specify policy dominance detection as a optimization

problem that aims to discover the minimal combination of

deployed policies that, when considered together, cover the

elements of a given candidate policy. The optimization prob-

lem is described in equation 1 and is similar in form to the

set cover optimization problem. The primary differences are

that there may be multiple element sets related to the candidate

policy, similarly there are multiple element sets related to each

deployed policy.
C is the number of elements defined for a particular policy

model. D is the number of deployed policies in a particular

policy based management system. The decision variable xij

has an integer value of 0 or 1 and indicates whether a particular

deployed policy element is selected as part of the dominance

detection solution. The objective function aims to minimize the

cost cij of including each deployed policy xij in the solution

set. The constraints over the decision variable are that for each

element (pεP ) of the candidate policy, the sum of deployed

policies that include the candidate policy element should equal

to 1 or more. This ensures that each candidate policy element

is covered. Also to ensure that each element of the candidate

policy is covered entirely by the deployed policies, the number

of covers should sum to the number of policy elements if

selected at all, otherwise they should sum to 0.
Solution Space: Calculating the minimum number of de-

ployed policies that overlap to cover a candidate policy is

an NP complete problem [7]. This is due to the fact that

all combinations of deployed policies need to be considered

together to ensure an optimal solution is found. The solution

space for the problem is therefore 2n where n is the number

of deployed policies. Effectively the solution space doubles

on the addition of each new policy. The approach we take

seeks to discover, to a high degree of accuracy, any possible

combinations of policies that can be considered together

to cover the candidate policy. We term this analysis as a

dominance detection.

B. Policy Element Selection Phase

The policy element selection phase makes use of semantic

queries that are inherently extensible and provide a minimal
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form of analysis across all deployed policies in order to reduce

the search space for policy comparison by the policy element

match algorithm thereby increasing the overall performance

of the dominance detection process. Central to the policy

selection process is the use of semantic queries to return a

much reduced set of deployed policies (pertinent to domi-

nance detection) as input to the element match algorithm.

However, other forms of policy inconsistency can easily be

accommodated by the policy selection process as only minimal

modification is required to the semantic queries in order to

return the relevant set of deployed policies for a particular

type of inconsistency check. Our semantic query patterns can

be easily modified and extended to identify various types of

domain independent and application-specific policy inconsis-

tencies (redundancy, conflicts, etc.) defined in the literature.

C. Policy Element Match Phase

The algorithm outlined in Algorithm 1 is used to create

a list of related policies. The algorithm first attempts to find

an identical match between the policy element identifiers from

each set (both candidate and deployed) and if a match is found

between the policy elements they are added to the relationship

list. Once all identical matching policy elements have been

identified, the algorithm attempts to union deployed policy

elements to discover if the union of partially matched policy

elements matches the candidate policy element. If a match

is discovered between the union of deployed policy elements

and candidate policy element, the deployed policy elements

are added to the relationship list and associated together. The

reason for associating the union of deployed policy elements

is that any future analysis on these policy elements would

have to consider these policy elements together. The algorithm

continues to union partially matched deployed policy elements

until no more policy element matches can be identified. The

final step of the process, is to intersect the policy element

set identifiers and if a deployed policy has a policy element

in each set then this deployed policy (or union of deployed

policies) matches the candidate policy. The policy author is

notified regarding the list of matched deployed policies and

can make a decision regarding the deployment of the candidate

policy.

The list dlist contains identified matched deployed policies

and is initially set to zero. The set Ud contains the set of

remaining unmatched deployed policy elements. The set Uc

contains the set of candidate policy elements for the algorithm

to match against. The set dc contains at each step the identified

matched policy elements and may hold partially identified

matches. When the inner loop is entered the maximum subset

S is chosen from the set Ud. This maximum matched subset

S is then removed from set Uc and placed in set dc. If the

subset S only partially matches the identifiers of the set Uc,

that partially matching identifier is removed from the set Uc

while the algorithm attempts to discover if other subsets of S

can match the remaining identifiers in the set Uc.

If there are deployed policy elements remaining in the set

Ud, the algorithm attempts to union the remaining policy

Algorithm 1 Element Match Algorithm

element-Match:(CandSet, PdepSet) → PdepSet

element-Match(c, d) ≙
dlist ≡ 0

Ud ≡ d

dp ≡ 0

do
Uc ≡ c

dc ≡ 0

do
select an S ∈ Ud max | S ∩ Uc |

Uc ≡ Uc - S

dc ≡ dc ∪ {S}

if ( S ≡ 0 and Uc ≠ 0 )

dp ≡ dc

dc ≡ 0

while ( S ≠ 0 or Uc ≠ 0 )

Ud ≡ Ud - dc

dlist ≡ dlist ∪ {dc}

while ( dc ≠ 0 )

return dlist

elements in Ud to discover if the union of policy elements can

match the candidate policy set Uc. If the union does match,

the policies in union are removed from the set Ud and are

added to the list dlist and associated together. If only a partial

match of the candidate policy is discovered and there are no

more policies contained in S to complete the match, then the

partially matched policy element contained in the set dc is

placed in the set dp (where it will be removed later) and the

policy element is removed from the set dc which will allow

the loop to exit. When the algorithm terminates, the list dlist
contains a list of matched policy elements that can be used

for further iterations of the algorithm or notified to the policy

author.

IV. EVALUATION AND ANALYSIS

Our prototype implementation includes the creation of on-

tology models that are used to represent both the structure and

behaviour of a domain at multiple levels (one for each level

in the organization) and is based on a modified version of the

algorithm used by Barrett et al. [4].

SPARQL [13] a semantic query language was used to query

the policy knowledge base and return the policy element IDs

along with the policy IDs. Jena [12] was used to load the

required domain and policy ontologies, issue semantic queries

over the loaded ontological knowledge bases and store the

results in a data structure. The policy element match algorithm

that was implemented in the Java programming language.

We conducted a number of experiments to determine what

impact an increase in the number of matched union policy

elements has on the performance of the policy element match

algorithm. In our scenario, this relates to pre-existing policies
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deployed for a large organization where individuals already

have access control policies defined for them, and a new

group policy is being deployed. The results will show how

the number of individual workers can have an impact on

the algorithm. For one such experiment, a single candidate

policy element set was input into the algorithm. The number

of matched deployed policy element sets would need to be

considered in union to cover the candidate policy element set

for this experiment.

Fig. 2. Multiple Union Match Experimental Results

The number of union policies was initialised at two and

increased to a maximum of 100 deployed policies. The results

are depicted in Figure 2 and indicate that the time required

to detect dominance increases marginally as the number of

union deployed policy element sets increases. This is due to

the complexity of maintaining the identified matches between

the policy element sets from multiple distinct deployed policy

element sets. In real terms, the results show that when a

new candidate policy is being deployed to cover a large

set of individuals with pre-existing polices, it takes longer

to ascertain a cover, or dominance detection which can be

expected.

Note, that the greedy algorithm is known to find a solution

that is 0.58 + ln(i) times the optimal solution, where i is the

size of the largest set [7]. Therefore, the optimal solution is

not guaranteed to be found. This impacts on our solution in

that there may be sets of deployed policies that better cover

the candidate policy; however, we do not care about the best

cover, only that there exists a deployed set of policies that

together have the same behaviour as the candidate policy.

V. CONCLUSIONS

Policy dominance detection is a novel approach to reduce

the occurrence of redundancy that harms policy performance,

due to complex interrelated policies. The policy element match

algorithm outlined in this paper can be used to provide such

policy dominance detection. The overall effect will be to notify

a policy author who can then take a decision to proceed with

the policy deployment or not. It is clear from this work that the

cover between policy elements (where policy elements need to

be considered in union to realise the behaviour of a candidate

policy) has a marginal impact on the performance of the policy

element match algorithm future work will investigate methods

for improving the processing time of the algorithm by possibly

caching previously detected cover between policies.

ACKNOWLEDGEMENT

This research activity is co-funded by Science Foun-

dation Ireland via the FAME strategic research cluster

(http://www.fame.ie), grant no. 08/SRC/I1403, the Irish Re-

search Council and by Marie Curie Actions under FP7.

REFERENCES

[1] D. Agrawal, J. Giles, K.W. Lee, and J. Lobo. Policy ratification.
In Policies for Distributed Systems and Networks, 2005. Sixth IEEE
International Workshop on, pages 223–232. IEEE, 2005.

[2] D. Agrawal, K.W. Lee, and J. Lobo. Policy-based management of
networked computing systems. Communications Magazine, IEEE,
43(10):69–75, 2005.

[3] E.S. Al-Shaer and H.H. Hamed. Modeling and management of firewall
policies. Network and Service Management, IEEE Transactions on,
1(1):2–10, 2004.

[4] K. Barrett, S. Davy, J. Strassner, B. Jennings, S. van der Meer, and
W. Donnelly. A model based approach for policy tool generation
and policy analysis. In Proceedings of the IEEE Global Information
Infrastructure Symposium, pages 99–105, 2007.

[5] J. Barron, S. Davy, and B. Jennings. Conflict analysis during authoring
of management policies for federations. In Integrated Network Manage-
ment (IM), 2011 IFIP/IEEE International Symposium on, pages 1180–
1187. IEEE, 2011.

[6] S. Davy, B. Jennings, and J. Strassner. The Policy Continuum -
Policy Authoring and Conflict Analysis. in Special Issues of Elsevier
Computer Communications on Self-Organisation and Self-Management
in Communications, 2008.

[7] U. Feige. A threshold of ln n for approximating set cover. J. ACM,
45(4):634–652, July 1998.

[8] V. Kolovski and J. Hendler. Xacml policy analysis using description
logics. in Proceedings of the 15th International World Wide Web
Conference (WWW), 44:494–497, 2008.

[9] V. Kolovski, J. Hendler, and B. Parsia. Analyzing web access control
policies. In Proceedings of the 16th international conference on World
Wide Web, pages 677–686. ACM, 2007.

[10] D. Lin, P. Rao, E. Bertino, N. Li, and J. Lobo. Exam: a comprehensive
environment for the analysis of access control policies. International
Journal of Information Security, 9(4):253–273, 2010.

[11] D. Lin, P. Rao, E. Bertino, and J. Lobo. An approach to evaluate policy
similarity. In Proceedings of the 12th ACM symposium on Access control
models and technologies, pages 1–10. ACM, 2007.

[12] B. McBride. Jena: A semantic web toolkit. Internet Computing, IEEE,
6(6):55–59, 2002.

[13] E. PrudŠHommeaux, A. Seaborne, et al. Sparql query language for rdf.
W3C working draft, 4, 2006.

[14] Y. Wang, H. Zhang, X. Dai, and J. Liu. Conflicts analysis and resolution
for access control policies. In Information Theory and Information
Security (ICITIS), 2010 IEEE International Conference on, pages 264–
267. IEEE, 2010.

2013 IFIP/IEEE International Symposium on Integrated Network Management (IM2013): Short Paper 783



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.7
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Required"  settings for PDF Specification 4.01)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


