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Abstract—Forwarding strategy is an important research prob-
lem in named data networking (NDN). A probability-based
adaptive forwarding (PAF) strategy is introduced in this paper.
Ant colony optimization is customized to a dynamic NDN en-
vironment to compute the selection probabilities. In addition,
we use a statistical model in PAF to compute timeout for the
retransmission mechanism at the NDN layer. PAF also provides
network operators a number of parameters to tune for different
network scenarios. Simulation results show PAF can achieve load
balance and is adaptive to network condition changes.

I. INTRODUCTION

Jacobson et. al. proposed a Content-Centric Network
(CCN) [4] architecture, also known as Named Data Net-
working (NDN) [8], to meet the changing needs from the
host-oriented model to the content-oriented model. In an
NDN router, there are three components: Content Store (CS),
Pending Interest Table (PIT), and Forwarding Information Base
(FIB). Upon receiving an interest, the CS of the router is
checked for an exact match; if the content is available, the
CS sends the requested data. Otherwise, it checks the PIT for
an exact match to know whether another interest for the same
content is still active; if so, the incoming face is added to the
matching PIT entry. If no PIT entry is found, a new entry
is created in the PIT and the interest packet is forwarded by
consulting its FIB for the prefix.

Loop free data forwarding in NDN provides the flexibility
of selecting forwarding face(s) from multiple faces, which is
an inherent virtue of NDN. How to utilize this feature is left
to the strategy layer [4]. Two naı̈ve strategies can be used.
One is to broadcast interest via all faces; the data returned
from the fastest faces is accepted and the data returned from
other faces is discarded. The fastest face is automatically used
and the delay perceived by the NDN router is minimized. In
addition, this strategy is resilient to network failure and adap-
tive to network condition changes. However, it introduces an
inordinate amount of interests as well as multiple copies of data
in the network. Multiple copies of data consume bandwidth,
increase the network delay and are energy inefficient. The other
strategy is to unicast interests to a random face where only
one copy of data is transmitted in the network. However, the
random face yields cannot guarantee best performance, e.g.,
minimal delay. The resilience and counter-measure for network
condition change must be achieved by retransmission under the
later strategy.

Based on the above discussion, it is clear that the ideal strat-
egy is to find an opportunity, that is, to unicast the interest to
the face that has the least delay in a probabilistic sense. In this
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way, the load is automatically balanced so that performance
is optimized. In addition, the strategy must be adaptive to
network conditions. In this paper, network condition refers to
all factors that have influence on the performance perceived
by the routers; to name a few, network topology, network
status, traffic pattern, traffic load, and content popularity. In
addition to these factors, the content distribution in NDN is
also prone to change due to caching and its management
policies. Because files are usually chopped into small chunks
in NDN, it is possible to collect statistics requiring a large
population base. Therefore, we propose the Probability-based
Adaptive Forwarding (PAF) strategy in NDN.

PAF is inspired by ant colony optimization (ACO) [2],
[3]; in particular, Caro and Dorigo introduced AntNet, which
is an approach to the adaptive learning of routing tables in
communication networks in [1]. Yi et. al. [7] pointed out that
the interest state (new or retransmitted), control message (e.g.,
Interest NACK) and interface probing can be used to design
an adaptive forwarding strategy. Shanbhag et. al. [6] proposed
a service routing and service selection scheme in a service-
centric network context on top of a content-centric network. By
leveraging ACO, this scheme is implemented on top of CCN
to manipulate FIB. Although we also use ACO, our work is
targeted for the strategy layer in CCN/NDN, while providing
a rigorous treatment.

In PAF, ACO is used to compute selection probability. The
faces are selected probabilistically so that the performance
metric (e.g., delay) is optimized, the load is balanced, and
the network condition changes can always be detected. The
timeout for retransmission is computed by our statistical model
and it may be tuned to adjust the degree of explosive activities.
It meets the dynamic property of NDN. We implemented our
proposed strategy by modifying open source CCNx 5.0 and
discuss PAF’s performance. Although the cache is an important
component of NDN, it is valid to consider the forwarding
strategies without counting in cache capacities. The forwarding
strategy problem exits no matter whether cache capacities are
present or not.

The rest of the paper is organized as follows. We present
the PAF strategy in Section II. Experiments and results are
presented in Section III, while Section IV concludes this paper
and discusses future works.

II. PROBABILITY-BASED FORWARDING STRATEGY

At an NDN node, the next-hop is identified by a face.
Functionally, we use interest and data to probe the performance
(e.g., delay) of faces. We use light-weight algorithms con-
suming low CPU time to update the selection probability for
each face according to the feedback from probe interest/data.
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Interests are sent probabilistically according to the selection
probability.

Fig. 1 presents the functional modules in the forwarding
plane of a node. There are two sub-layers in the forwarding
plane: one is the strategy layer that manages the forwarding
policy and the other one is FIB that maintains the information
obtained from the strategy layer. The FIB is modified to
maintain the probing probability for each prefix and selection
probability per face per prefix. Probe Engine (PrE) is respon-
sible for sending probe-interests, receiving probe-data, and
post-processing them. Based on the desired tradeoff between
efficiency and overhead, there are three ways in which the

probes can be used. 1) Probes can be injected by the edge
nodes while core nodes leverage these probes for tuning
interest forwarding for the prefixes in its FIB. 2) In addition
to the edge nodes, probes can also be injected by core nodes;
here each node only uses its probe to update its forwarding
policies. 3) A modification to the previous one is where the
core nodes also leverage the probes injected by the edge node
to tune its local forwarding policies.

PrE uses forwarding frequency and selection probability for
probe-interest to generate probe-interests. PrE processes the
information returned back from the probe-data and sends the
latest delay to the Selection Probability Processor (SPP). In the
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mean time, PrE informs the SPP of the probed enforcement
policy. The computation and update of selection probability
is performed by the SPP, which uses statistics of the delay,
latest probed delay (adjusted by probed heuristics) and local
heuristics to compute selection probability. More details will
be given in subsections.

A node in the network is denoted by 𝑖, 𝑖 ∈ ℐ =
{1, 2, ⋅ ⋅ ⋅ , 𝐼}. Content prefix in node 𝑖 is denoted by 𝑗, 𝑗 ∈
𝒥𝑖 = {1, 2, ⋅ ⋅ ⋅ , 𝐽𝑖}. A face for prefix 𝑗 at node 𝑖 is denoted
by 𝑘, 𝑘 ∈ 𝒦𝑖𝑗 = {1, 2, ⋅ ⋅ ⋅ ,𝐾𝑖𝑗}. For prefix 𝑗 at node 𝑖, 𝒦𝑖𝑗

is the set of faces that can be forwarded to.

A. Probe Engine

There are two modes to initiate probe-interests. PrE ini-
tiates probe-interests independently of the regular interest.
The purpose of sending the probe-interest packets is not to
fetch the content but to find an efficient path to the content
prefix. This is called the Independent Mode (IM). The other
option is to sample the regular interest and use the sampled
interest to probe paths; this is called the Dependent Mode
(DM). We discuss the IM first. The prefixes that match
the incoming interest often are probed more frequently. The
probing probability for a nameprefix is proportional to the
frequency of the nameprefix being consulted, since probing
probability directly reflects the frequency of the FIB lookup.
Note that this frequency of consulting FIB may not (in most
cases, it is not since a popular content is easier to be stored
in CS) be directly related to the popular content, but related
to the popularity of the content prefix. A probe frequency is
added to FIB, as shown in Fig. 1. In the implementation, we
keep a counter for each prefix and use an appropriate weighted
moving average to adjust the counter. We use the exponentially
weighted moving average (EWMA) method so that the weight
for the previous counter decreases exponentially. Let Δ𝑡 be
the time interval between two continuous forwarding requests.
In this paper, when the interval is not deterministic, Δ𝑡 is used
to represent the time interval between two events. Let 𝑐𝑖𝑗(𝑡)
be the most recent previous forward counter; then the next
forward counter, 𝑐𝑖𝑗(𝑡+Δ𝑡), is updated by

𝑐𝑖𝑗(𝑡+Δ𝑡) = 𝛼× 𝑐𝑖𝑗(𝑡) + (1− 𝛼), (1)

where 𝛼 is the decreasing weight of the previous counter.
Whenever a probing action is initiated, the prefix probe prob-
ability is calculated by normalizing the latest counter (denoted
by 𝑐𝑖𝑗′ ) over all prefixes in real-time

𝑞𝑖𝑗 = 𝑐𝑖𝑗/
∑

𝑗′∈𝒥𝑖

𝑐𝑖𝑗′ (2)

The frequency of initiating probe-interest can be tuned based
on network stability (if the network condition changes a lot).
For a stable network, the frequency should be low while
for an unstable network, the frequency should be high. The
probe interest can be probabilistically unicasted via a face
according to the selection probability for the probe, or prob-
abilistically multicasted via multiple faces according to the
selection probability for the probe, or even broadcast via all
faces deterministically. In the order of unicast, multicast, and
broadcast, the traffic overhead increases while improving the
sensitivity (adaptively) to network conditions. The broadcast
mode can be used to explore new paths.

In the DM, the probe activity is in line with the prefix
forwarding frequency and incurs no overhead. Thus, the probe
probability is not used in the DM. In the IM, a bit is used
in the interest/data to identify itself as a probe. This bit is
named Probe Identifier (PI). If the PI is set, the interest/data is
probe-interest/data. If it is not, the interest/data is a regular
interest/data. The sequence of checking CS, PIT, and FIB
for probes follows the same sequence of processing regular
interest/data. There are two differences on handling probe and
regular interests. One is that probe and regular interest for
the same prefix have their own PIT entry; they also could be
logically separated for efficient implementation, using the PI
marking. Hence, the PIT can now be seen to have different
tables for regular and probe-interests. The PIT for probe and
regular interests is denoted by PIT-P and PIT-R, respectively.
For the probe-interest, the data returned does not contain the
real data payload to save bandwidth. This data type is called
probe-data. When a node receives a probe-data, its CS is not
updated. Only the time at which the prob data is received
is recorded by PrE. In DM, the sampled interest/data are
identified by the PI bit as well. The sampled interest/data is
treated the same as the regular interest/data except the sending
and receiving time are recorded by PrE.

If a probe-interest in either IM or DM is propagated to
an upstream node and the upstream node does not have the
content, the value of the PI is inherited and further propagated
to upstream nodes. Fig. 2 depicts an example of propagating
probe/regular interests and sending probe/regular data in IM
with the unicast option (it acts similarly in DM) when the
interest of huawei.com/music/favorite is expressed
via router-0. To probe the performance of available faces, the
PE of router 0 sets the PI bit in the interest and probabilistically
selects one face according to the selection probability for the
probe. Once an upstream router receives the probe-interest, it
goes through the standard procedure of interest processing, and
if the CS has the content, the router responds with the probe-
data. Otherwise, the router checks the PIT. If the entry exactly
matches with an entry in the PIT-P, the requesting face is added
to the requesting face list of the entry in the PIT-P. If this entry
is not found, a new entry is created and FIB is consulted. If
there is a longest match entry in the FIB, the probe-interest is
further propagated according to the forwarding strategy, and
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the PI is inherited. Probe-data can also be utilized to carry
other information that can be collected from the data source
node or any other nodes en route.

Next, we discuss how the raw round-trip time (RTT) is
obtained for the node initiating probe-interests and also for
nodes in the path from initiator to the data source. How time
stamps are recorded during interest propagation and data return
is exemplified in Fig. 3. Let 𝜏𝑖𝑗 be the time stamp of the probe-
interests while 𝜏 ′𝑖𝑗 be the time stamp of the probe-data received
at node 𝑖 for prefix 𝑗. As shown in the upper part of Fig. 3,
a probe-interest is initiated by node 1 and the time stamp of
initiating the probe-interest, 𝜏1𝑗 is recorded in the data structure
maintained in the probe-interest. At nodes 2, 3, 4, the probe-
interest is propagated and the time stamps of receiving the
probe-interest are recorded in the same data structure. When
the probe-interest reaches a node that has the content (i.e.,
node 4 in Fig. 3), it is transformed into probe-data and the
data structure in the probe-interest is inherited by the probe-
data. At the lower part of Fig. 3, the probe-data follows exactly
the same path as the probe-interest due to the inherent design
of NDN. The time stamp of initiating the probe-data, 𝜏 ′4𝑗 , is
recorded by the same data structure at node 4. If the processing
time from receiving probe-interest to initiating probe-data is
negligible, we have 𝜏4𝑗 = 𝜏 ′4𝑗 . The time stamps of receiving
probe-data are recorded in the data structure at nodes 3, 2, 1
along with the path probe-data returning. The probed delay for
prefix 𝑗 at source node 𝑠, which is equivalent to the round trip
time from source node 𝑠 to destination node 𝑑, is given by

𝑑𝑠𝑗 = RTT𝑠𝑑 = 𝜏 ′𝑠𝑗 − 𝜏𝑠𝑗 . (3)

In addition, because each node autonomously selects the face
(according to the selection probability), the delay for the same
prefix 𝑗 at intermediate node 𝑖 en route to the destination node
𝑑 is given by

𝑑𝑖𝑗 = RTT𝑖𝑑 = 𝜏 ′𝑖𝑗 − 𝜏𝑖𝑗 , 𝑖 ∈ 𝒫𝑠𝑑, (4)

where 𝒫𝑠𝑑 denotes the set of all nodes in the path from 𝑠
to 𝑑 inclusively. For node 𝑑, it is the processing time from
receiving interest to initiate data. This delay for intermediate
nodes to the destination can be collected to update the selection
probability since these nodes can leverage the probe originated
by node 𝑖. Note that due to the location diversity of the content,
the dynamics of NDN, and probabilistic selection, these nodes
may not be in the path towards content for subsequent regular
interests from node 𝑠.

The above calculated delay is based on the assumption that
the content corresponding to the probe-interest is not cached
in any node in the path towards the content. That is a host-
oriented measurement. However, this assumption does not hold
if the data is cached during the time between sending the
probe-interest and receiving the response. This is true for both
IM and DM. If the data is cached in any of the downstream
nodes other than the one responding to the probe-interest, the
following modification is suggested. Let 𝑠𝑖𝑗 denote if content
𝑗 is stored in node 𝑖. The information recorded in the probe-
data becomes a 2-tuple: ⟨𝜏 ′𝑖𝑗 , 𝑠𝑖𝑗⟩. We have 𝑠𝑖𝑑 ≡ 1 since the
destination node is known to have the data at the moment when
the probe happens. The probed delay for content 𝑗 is adjusted
as

𝑑𝑖𝑗 = RTT𝑖𝑖′ = RTT𝑖𝑑 − RTT𝑖′𝑑 = (𝜏 ′𝑖𝑑 − 𝜏𝑖𝑑)− (𝜏 ′𝑖′𝑑 − 𝜏𝑖′𝑑),
(5)

where 𝑖′ = argmin𝑖′′∈𝒫𝑠𝑑
{𝑠𝑖′′𝑗 = 1} represents that the node

has the requested data and is closest to source node 𝑠. Note that
the closest node that has content may change before the next
request happens due to the dynamics of CS in NDN context.
Providing such information in real-time will incur excessive
exchanges, which is not desirable.

B. Selection Probability

Our algorithm is inspired by Ant Colony Optimization
(ACO) [3] and is based on the algorithms used to compute
the Pheromone Table in [1]. It is customized to align in the
NDN context. For completeness, we summarize the major part
of this algorithm. Each entry in the FIB maintains the mean
and variance of the delay, denoted by 𝜇𝑖𝑗 and 𝜎2

𝑖𝑗 , respectively.
Upon receiving the probe-data, the FIB updates 𝜇𝑖𝑗 and 𝜎2

𝑖𝑗 for
prefix 𝑗. The previous and latest information is differentiated
by using a moving window. We adopt the same technique,
EMAW, as we used to compute the frequency of consulting
FIB. This is reported as an effective model in [1] and used in
estimating retransmission timeouts in TCP [5]. Let 𝜇𝑖𝑗(𝑡) be
the mean at time 𝑡 for prefix 𝑗 at router 𝑖 and 𝜇𝑖𝑗(𝑡+Δ𝑡) be
the updated mean at time 𝑡+Δ𝑡. Let the delay probed at time
𝑡+Δ𝑡 be 𝑑𝑖𝑗(𝑡+Δ𝑡). The updated mean of the delay is given
by

𝜇𝑖𝑗(𝑡+Δ𝑡) = 𝜂 × 𝑑𝑖𝑗(𝑡+Δ𝑡) + (1− 𝜂)× 𝜇𝑖𝑗(𝑡), (6)

where 𝜂 can be proportional to the elapsed time since the last
update; this is because the more time elapsed, the less we
should trust old information; alternately, a constant in [0, 1]
can be used. Similarly, the update for variance is given by

𝜎2
𝑖𝑗(𝑡+Δ𝑡) = 𝜂×(𝑑𝑖𝑗(𝑡+Δ𝑡)−𝜇𝑖𝑗(𝑡+Δ𝑡))2+(1−𝜂)𝜎𝑖𝑗(𝑡)

2.
(7)

We choose a constant value for 𝜂 in the NDN context since
the updating frequency is high enough to ignore the factor of
elapsed time. Note that 𝑑𝑖𝑗(𝑡+Δ𝑡) is the measurement of RTT
for the face which is selected to send the probe at 𝑡+Δ𝑡. We
cannot assert that this face is good or bad only by the fact that
it is selected since the RTTs for other faces are not available
to compare. (The broadcast option in the Independent Mode
is an exception.) However, we can assert how good this face
is by comparing 𝑑𝑖𝑗(𝑡+Δ𝑡) with the statistical information of
all recorded RTT. AntNet [1] calls this parameter as goodness,
denoted by 𝑟. The goodness is a function of the most recently
probed delay and statistics of delay, more specifically, the mean
and the variance of the delay. To be able to apply reinforcement
to the face from which the probe-data returns, the face should
be enhanced to be inversely proportional to the most recently
probed delay. That is, less delay causes more reinforcement.
On the other hand, the goodness should be awarded more under
stable conditions since stable conditions mean the path quality
is unlikely to change. Namely, the reinforcement should be
proportional to statistical dispersion in a certain window size,
which is no larger than the effective window size. We use
the goodness function from [1], reported to be the best by
testing different linear, quadratic and hyperbolic combinations
of the most recent delay and statistics of the delay. It may
be possible that this function is problem dependent. However,
finding the suitable reinforcement function is out of the scope
of this paper.
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We now describe the reinforcement function following [1]
for our problem. Let 𝜇∗

𝑖𝑗(𝑡 +Δ𝑡) be the best mean delay for
prefix 𝑗 at router 𝑖 over sliding window with size 𝑤𝑠 at time
𝑡+Δ𝑡. It is also the lower bound of estimated delay. Because
the number of effective observations is approximately 5/𝜂, the
sliding window size 𝑤𝑠 is given by

𝑤𝑠 = 5× Φ/𝜂, where 0 < Φ ≤ 1. (8)

Φ is used to tune the window size of the historical observation.
The upper bound of the estimated delay is given by

𝜇𝑖𝑗(𝑡+Δ𝑡) + (1/
√

(1− 𝛾))× (𝜎𝑖𝑗(𝑡+Δ𝑡)/
√
𝑤𝑠), (9)

where 𝛾 ∈ [0, 1) represents the confidence level. The higher the
𝛾 is, the tighter is the estimated upper bound. This results from
Chebyshev’s inequality, which gives a loose bound without
needing to know the specific distribution. It meets our need,
since there is no way to know the distribution of the delay.
Even if we can predict by some technique, such as machine
learning, its computational complexity makes this impractical.
The difference between the upper bound and lower bound is
the estimated maximum dispersion, denoted by 𝜃𝑖𝑗(𝑡 + Δ𝑡).
The reinforcement, 𝑟, is defined [1] as

𝑟𝑖𝑗𝑘(𝑡+Δ𝑡) = 𝛽 × 𝜇∗
𝑖𝑗(𝑡+Δ𝑡)

𝑑𝑖𝑗𝑘(𝑡+Δ𝑡)

+ (1− 𝛽)× 𝜃𝑖𝑗(𝑡+Δ𝑡)

𝜃𝑖𝑗(𝑡+Δ𝑡) + (𝑑𝑖𝑗𝑘(𝑡+Δ𝑡)− 𝜇∗
𝑖𝑗(𝑡+Δ𝑡))

,

(10)

where 𝛽 ∈ [0, 1] weights two terms. 𝛽 can be tuned for
different network conditions. The first term reflects the first
factor (i.e., how good is the probe delay compared with the
best delay in the shorter term window). As can be seen, the
first term is proportional to the best average delay and is
inversely proportional to the new probed delay. The second
term evaluates the stability of the probed delay in the shorter
term window. For clarity, the second term is transformed to
1/(1 + (𝑑𝑖𝑗𝑘(𝑡+Δ𝑡)− 𝜇∗

𝑖𝑗(𝑡+Δ𝑡))/𝜃𝑖𝑗(𝑡+Δ𝑡)). It is clear
that the smaller of the ratio of latest observed dispersion
(𝑑𝑘−𝜇∗) for probed delay and estimated maximum dispersion
(𝜃) is, the larger this term becomes. Since estimated maximum
dispersion reflects the network stability in a window of size
𝑤𝑠 and the latest observed dispersion reflects the distance of
the probed delay and best delay, the second term evaluates the
reinforcement with respect to the ratio of network stability and
the goodness of new probed delay. At router 𝑖, the selection
probability of face 𝑘 of prefix 𝑗 at time 𝑡 is denoted by 𝑝𝑖𝑗𝑘(𝑡).

The selection probability for prefix 𝑗 at node 𝑖 of all faces
at time 0 is initialized as

𝑝𝑖𝑗𝑘(0) = 1/𝐾𝑖𝑗 , (11)

where 𝐾𝑖𝑗 is the number of faces for prefix 𝑗 at node 𝑖. Every
time a probe-data for prefix 𝑗 is returned from any face 𝑘, the
selection probability of those faces in the prefix is incremented.
If a probe-data comes back after Δ𝑡, the selection probability
for face 𝑘 is updated by

𝑝𝑖𝑗𝑘(𝑡+Δ𝑡) = 𝑝𝑖𝑗𝑘(𝑡) + 𝑟𝑖𝑗𝑘(𝑡+Δ𝑡)(1− 𝑝𝑖𝑗𝑘(𝑡)). (12)

The selection probability for all faces other than 𝑘 is given by

𝑝𝑖𝑗�̄�(𝑡+Δ𝑡) = 𝑝𝑖𝑗�̄�(𝑡)−𝑟𝑖𝑗𝑘(𝑡+Δ𝑡)×𝑝𝑖𝑗�̄�(𝑡), ∀𝑘 ∈ 𝒦𝑖𝑗 ∖{𝑘}
(13)

To prevent stagnation on a certain face, a threshold of the
highest probability is set, denoted by 𝜖. In other words, it
should always be able to find an alternative path.

C. Enforcement Policy

The enforcement policy is either imposed by the forwarding
strategy or by nodes along the path. For example, the forward-
ing policy may forward the interest to 𝑛 faces simultaneously
to improve resilience and delay. The probe-interest and probe-
data may be used to carry the enforcement policy of the nodes
on the path. A new field is added into the data structure
carried by the probe-interest and the probe-data to indicate
the availability of the node. Any node that is indicated as
unavailable on the path will set the selection probability for the
face as 0. Let 𝒫𝑖𝑗𝑘 be the set of nodes along the path of request
content 𝑗 from node 𝑖 via face 𝑘. Let 𝑎𝑖𝑗𝑘𝑖′ be the Boolean
availability notation of node 𝑖′ belonging to 𝒫𝑖𝑗𝑘. That is,

∏

𝑖′∈𝒫𝑖𝑗𝑘𝑖′

𝑎𝑖𝑗𝑘𝑖′ = 0⇒ 𝑞𝑖𝑗𝑘 = 0. (14)

Thus, if any node along the path is unavailable, the selection
probability is forced to 0. Note that 𝒫𝑖𝑗𝑘, 𝑎𝑖𝑗𝑘𝑖′ , and 𝑞𝑖𝑗𝑘 are
dependent on time. The time domain notation is omitted for
the sake of brevity. Any local or non-local enforcement policy
may be easily added to the disclosed forwarding strategy.

D. Multiple Metrics

So far the delay is used as a single metric to compute
selection probability. The single metric may be extended to
include multiple metrics by using a composite function of
weighted probed metrics. Assuming that the set of metrics to
consider is ℳ, let 𝑑𝑖𝑗𝑘𝑚 be the collected value for metric 𝑚,
and let 𝑑𝑖𝑗𝑘 be the composite value for all metrics at node 𝑖
requesting content 𝑗 via face k and 𝜌𝑚 be the weight given to
metric 𝑚. Thus, we have

𝑑𝑖𝑗𝑘 =
∑

𝑚∈ℳ
𝜌𝑚 × 𝑑𝑖𝑗𝑘𝑚, where

∑

𝑚∈ℳ
𝜌𝑚 = 1. (15)

The local statistics may also be obtained with respect to the
composite metric. The rest of the computation and updates for
selection probability follow the same procedure as described
for the single metric. To avoid modifying the formula to
measure the goodness of the path, any other metric should be
consistent with the delay metric with respect to its relationship
with the goodness of the path. Namely, the metrics should be
inversely proportional to the goodness of the path. This is the
case with most metrics, such as link utilization and service
load, which conform to this property. If the metric does not,
an appropriate transformation may be made, e.g., taking the
reciprocal.

E. Retry Mechanism

Because each prefix may have more than one faces, the
NDN strategy can build a retransmission mechanism at the
NDN layer to: 1) improve resiliency in the case of link/node
failures in the network, 2) use an alternate better face in the
case that the current path (face) in use is overloaded, where
overloading is inferred based on the delay. Retry mechanism
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Fig. 4. Retry mechanism

is applied when propagating interest is part of the forwarding
strategy. We summarize the retry mechanism implemented in
CCNx 5.0 and our modifications.

Fig. 4(a) and Fig. 4(b) show retry mechanisms in vanilla and
PAF, respectively. We first explain the heuristic implemented
in CCNx 5.0. The first and second places in the face list of
each nameprefix in FIB are ordered by historic information.
As shown in Fig. 4(a), upon receiving an interest to propagate,
this is sent via the first face on the list and at the same
time it schedules the sending time via the second face (if
there is one) after time interval of predicted round trip time
(PRTT). If this interest is not sent the first time, it means the
RTT is under-estimated. Thus, PRTT is prolonged by 1/8. If
the content is received within a time interval, the scheduled
sending time should be canceled. If the face returning content
is the same face that successfully returned content at the most
recent previous time for the same prefix in the FIB, this means
that the PRTT is over-estimated. Hence, PRTT is tightened by
1/128. If the content is not received within a time interval, the
scheduled sending time is triggered and a retransmission time,
via the next available face (if there is one) is scheduled. The
time intervals mentioned above are different for two cases. If
the interest is send the first time, the PRTT is used as the
time interval. On the other hand, if the interest is a retrial, a
random number between 0.5ms and 8.7ms is used as the time
interval. This is a simple heuristic based on the assumption
that once a retrial is triggered, the PRTT makes less sense and

a random time should be used instead. The crucial point of
this mechanism is estimating RTT. The degree of increasing
and decreasing PRTT is different. Note that the vanilla strategy
solely uses this retry mechanism to select changes in path and
combat network conditions.

PRTT in PAF is computed as

PRTT = 𝜇+ 𝜈 × 𝜎, (16)

where 𝜈 controls the timeout. An inordinately long timeout
is bad to necessary retransmission. An inordinately short
timeout misleads the system; it causes too many unnecessary
retransmissions, burdens the network, and increases delays.

III. EXPERIMENTS AND RESULTS

We modified CCNx 5.0 to implement the PAF strategy in
the DM. The sending interest time from a face and receiving
corresponding content time from the same face is recorded
to compute and update the selection probability of that face.
When propagating an interest, faces are selected according to
the current probabilities in the case of more than one face.
NS3-DCE is used as an interface between CCNx and NS3.
The network is set up in NS3. The simulation is run on a
Dell PowerEdge T310 with Xeon Processor 2.53GHz and 8GB
memory.

Since our work is primarily focused on proposing a strategy
layer design in an NDN context, we consider the simulation of
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a 3-node network to be sufficient to validate the idea and to ex-
amine load balance, delay, and adaptivity performance of PAF.
Node 0 is connected with node 1 and 2 over TCP over IP. Thus
CCN protocol is running on top of TCP. There are 100 files
named ccnx:/file/file1 to ccnx:/file/file100
whose size is geometrically distributed with mean 100KB.
Each file is chopped into multiple 1KB chunks. Node 1 and 2
both have the copies of the 100 files. In the FIB of node 0, the
entry ccnx:/file has two faces, 1 and 2. Node 0 requests
these 100 files randomly with different request rates. When
requesting a file, the interests of chunks of that file are sent in
order. The link transmission rate is set as 10Mbps for both links
in NS3. We change link delay to represent change of network
conditions in our experiments. Because both the file size and
request process are random, we choose 5 different seeds for
each case to compute the mean and a 95% confidence interval
for performance metrics. For clarity, a simulation using one
seed is referred to as an instance.

A. Scenario: Stable Delay

In the 3-node topology, the first scenario we studied is
where the link delays of links 0-1 and 0-2 are kept constant
at 4ms during the entire simulation. It is referred to as the
3-node stable scenario. The parameter settings are as follows:
𝛽 = 0.7, 𝜂 = 0.5, 𝜙 = 0.8, 𝛾 = 0.9999, 𝜖 = 0.999, 𝜈 = 2.
Fig. 5 shows the selection probability for face 1 and face 2 in
an instance with a request rate of 5. Note that the selection
probabilities for two faces are uniformly distributed. That
is, PAF can equally choose two faces. Even when selection
probability is stuck at high probability for face 1 and low
probability for face 2 at around 7s to 9s and 17s to 20s, it
can automatically jump out of stagnation.

We compare the performance of PAF and vanilla in three
aspects for this scenario. Due to the explosive transmissions
and the network condition changes, there are duplicated trans-
missions. The effective transmission ratio (ETR) is the ratio of
effective transmissions over overall transmissions. The lower
this ratio is, more duplications are transmitted. Fig. 6(a) shows
that the ETR of PAF is lower than the vanilla approach. We
tradeoff lower ETR with more active explosive activity by
tuning the parameter 𝜖. The ETR of PAF is stable with regard to
the change request rate compared with that of vanilla. Fig. 6(b)
compares the average delay (RTT) of effective transmission
for PAF and vanilla. The average delay in PAF is greater than
that in vanilla. And the gap is more pronounced when the
request rate is greater than 7.5. There are two reasons. First,
the effective transmission ratio of PAF is lower than that of
vanilla as shown in Fig. 6(a). Duplicated transmissions burden
extra load on the network, and thus, increase the network delay.
Note that the delay increases exponentially with respect to
the traffic load and the delay is more pronounced in a higher
request rate. Secondly, our modifications on the strategy layer
are not in line with inherent heuristics in CCNx 5.0 since we
want to minimize the modification. There is no other easy
way to improve this aspect but to comply with all heuristics
in the source code. The balance degree is defined as the
common logarithm of the ratio of the number of transmissions
between two faces. Therefore, the closer to 1 this ratio is,
the more balanced flow distributed between two faces the
strategy results. Fig. 6(c) represents the balance degree of two
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Fig. 6. Performance in 3-node stable scenario

strategies. PAF achieves better balance than vanilla at a low
request rate (2.5 and 5) while there is no difference in the
statistical sense when the request rate is higher than 5. This is
because, in the lower request rate, the explosive activity is not
enough to switch faces.

B. Scenario: Dynamic Delay

To test the adaptivity of our approach, we also studied a
network condition that changes with time. The link delay of
0-1 is set as 4ms at 0s, which changes to 2ms, 18ms, 6ms,

1100 IFIP/IEEE IM2013 Workshop: 5th International Workshop on Management of the Future Internet (ManFI)



 0
 0.2
 0.4
 0.6
 0.8

 1

 0  5  10  15  20  25  30
P

ro
ba

bi
lit

y

Time(s)

Face 1

 0
 0.2
 0.4
 0.6
 0.8

 1

 0  5  10  15  20  25  30

P
ro

ba
bi

lit
y

Time(s)

Face 2

Fig. 7. The selection probability in 3-node dynamic scenario

 0.8
 0.82
 0.84
 0.86
 0.88

 0.9
 0.92

 2.5  5  7.5  10  12.5  15

E
ffe

ct
iv

e 
P

er
ce

nt
ag

e

Request Rate(content/s)

(a) Effective Transmission Ratio

PAF
Vanilla

 10
 15
 20
 25
 30
 35
 40

 2.5  5  7.5  10  12.5  15

D
el

ay
(m

s)

Request Rate(content/s)

(b) Average Delay of Effective Transmissions

Fig. 8. Performance in 3-node dynamic scenario

8ms at 5s, 10s, 15s, 20s, respectively; however, the link delay
of 0-2 is kept fixed at 6ms. We call this scenario the 3-node
dynamic scenario. Otherwise, the parameter settings are the
same as the stable scenario.

The selection probabilities of an instance with request of 5
in this scenario are depicted in Fig. 7. Note that the probability
we discuss here is in the statistical sense. As we move from
time 0s to 5s, the selection probability for face 2 is higher
than face 1 at the beginning. The selection probability for face
2 decreases gradually while that for face 1 increases. At 4s,
the selection probability for face 1 becomes higher than face
2. This shows that PAF is sensitive to the differences of face
quality, even if the time difference is very small. From time
5s to 10s, the selection probability for face 1 is pushed close
to 1 because the delay of link 0-1 becomes 2ms. From 10s
to 15s, the selection probability is pushed close to 0 because
the delay of link 0-1 is changed to 18ms at 10s. At 15s, the
delay of link 0-1 is changed to 6ms. This is the equal cost path
case. Thus, the selection probabilities are uniformly distributed
from 15s to 20s. At 20s, the delay of link 0-1 is increased to
8ms. Thus, the selection probability of face 2 is slightly higher
than face1. This shows that PAF is adaptive to the change in

network conditions.
Fig. 8 compares the performance metrics for PAF and vanilla

in the 3-node dynamic scenario. The performance in this
scenario is consistent with one for the stable scenario. For the
same reasons stated in the stable scenario, the average delay
in PAF is higher than that in vanilla when the request rate is
greater than 10. We also experimented with a larger topology.
We observed similar results regarding the average delay.

IV. CONCLUSION AND FUTURE WORKS

In this paper, we propose the PAF strategy by customizing
ACO in the NDN context. In this strategy, we probabilistically
select face by its quality so that the load is automatically
balanced in terms of minimizing delay while the change in
the network condition can be detected. In addition, we use our
statistical model to set the timeout for retransmission in the
strategy layer. We validated PAF through simulation. It shows
that PAF is adaptive to changes in network conditions and can
be tuned to achieve good performance in different network
conditions. In our simulation, all the files we requested have
not been cached in requesting nodes. In the future, we plan
to study the performance of PAF when files are cached in
intermediate nodes.
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