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Abstract—This work investigates the secrecy outage perfor-
mance of the uplink transmission of a radio-frequency -free-space
optical cooperative satellite-aerial-terrestrial network. Specifi-
cally, the terrestrial source-to-aerial relay and the terrestrial
source-to-eavesdroppers links with RF transmission experience
independent and identical Nakagam-m fading, while the aerial
relay-satellite receiver link with FSO transmission follows a
unified Gamma-Gamma fading. Moreover, the cache-enabled
aerial relay is with the most popular content caching scheme
and a group of eavesdropping aerial terminals try to overhear
the confidential information. Considering the randomness of
satellite receiver, relay, and eavesdroppers, the secrecy outage
performance of the cooperative uplink transmission in the
considered satellite-aerial-terrestrial network is investigated and
a closed-form analytical expression for the end-to-end secrecy
outage probability is derived. Finally, Monte-Carlo simulations
are shown to verify the accuracy of our analysis.

Index Terms—RF-FSO system, satellite-aerial-terrestrial net-
work, secrecy outage probability, uplink transmission, wireless
caching

I. INTRODUCTION

In recent years, free-space optical (FSO) communication
has gained significant attention because of its license-free
frequency spectrum, high security, and capacity [1], [2]. F-
SO links have been presented as an ideal alternative to the
conventional radio frequency (RF) links for secure satellite
systems, because the laser beam has high directionality for
security [3]. By utilizing relaying technology, the mixed RF-
FSO systems combine both the advantages of the RF and FSO
communication technologies [4]-[6].

Moreover, satellite communication is becoming an im-
portant enhancement of the six-generation (6G) systems to
support the exponentially increasing data demand and variety
of users across the world, since it can be widely applied in
mass broadcasting, navigation, and disaster relief operations
[7], [8] with high capability of seamless connectivity and
wide coverage [9]-[12]. However, direct communication links
between the satellite and the terrestrial terminals may not
always be available, due to deep fading [13]. Thus, aerial
relays have been regarded as an alternative and promising
solution to extend and improve satellite-terrestrial communica-
tions [14]. The cooperative satellite-aerial-terrestrial network
(SATN), which can effectively mitigate the impacts of deleteri-
ous masking effect in satellite links, has attracted a significant
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amount of attention [15]-[17]. The achievable secrecy-energy
efficiency of the earth station under imperfect wiretap channel
state information are maximized in the secure communication
of rate-splitting multiple access based on the cognitive SATN
in [15]. [16] derived the coverage probability of a dual-hop
cooperative satellite-unmanned aerial vehicle communication
system. The UAV trajectory and in-flight transmit power were
jointly optimized by using a typical composite channel model
including both large-scale and small-scale fading [17].

Furthermore, wireless caching [18] caching can be adopted
into SATN caching. The outage probability (OP) of a cooper-
ative SATN was evaluated in [19], considering the fundamen-
tal most popular content (MPC) and uniform content (UC)
caching schemes at UAV relays. The OP and hit probability
of the cache-enabled cooperate SATN were derived in [20],
taking into account the uncertainty of the number and location
of the aerial node. Compared to the UC scheme, the MPC
scheme is widely used with a high hit rate.

Most of the authors of the aforementioned works fo-
cus on the downlink transmission performance of satellite-
terrestrial/SATN systems, while the uplink transmission per-
formance of cooperative SATN has not been extensively
studied. On one hand, most of the data transmitted over the
downlink are first received from the uplink and then delivered
over the downlink, leading to a fact that the information securi-
ty over the uplink is equally important and worth investigating.
On the other hand, compared with the downlink transmission,
there is a larger distribution space for the eavesdroppers in the
uplink transmission scenarios, resulting in a tougher challenger
to shield the information delivered over the uplink.

Motivated by these observations, in this work the secrecy
outage performance of the uplink transmission in a mixed RF-
FSO cooperative SATN is investigated. The main contributions
of this paper are summarized as follows:

o We derived a closed-form expression for the lower bound
of the secrecy OP (SOP) over terrestrial source—aerial
relay (R) link considering the randomness of the positions
of R and eavesdroppers;

e A closed-form expression for the OP over R-satellite
receiver link is presented while considering that the
satellite receiver is randomly distributed;

e The SOP of the considered SATN is investigated, while
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the cache-enabled relay adopts MPC caching scheme.

II. SYSTEM DESCRIPTIONS
A. System Model

Consider a mixed RF-FSO cooperative SATN, which con-
sists of a terrestrial source (S), a cache-enabled aerial relay (R),
a satellite receiver (D), and a group of aerial eavesdroppers
(Ex,1 < k < K). Specifically, the S-R and the S-Eves links
with RF transmission experience independent and identical
Nakagam-m fading, while the R-D link with FSO transmission
follows a unified Gamma-Gamma fading. Here, R is equipped
with L > 2 antennas and that maximum ratio combining
(MRC) scheme is employed to process the received signals
to achieve the maximum instantaneous signal-to-noise ratio
(SNR), while each Eve is equipped with a single antenna
for simplicity . Furthermore, the omnidirectional transmission
antenna is assumed to be employed at S.

B. Channel Model

(1) S-R/Eve RF Link: The fading amplitudes of links S —
R;, S — Ej, which describe the channel fading between .S
and the /-th antenna of R, S and the [-th Eve, are denoted by
hg, Where g= {SRy;, SE}}. Consequently, the channel power

9q = |hg | are Gamma distributed with probability density
function (PDF) and cumulative density function (CDF)
)\WLQ
fg, () = #mq)xm‘fl exp (—Aqx) (1)
and
Y (mg; Ag)
F = @747 2
= ) @
respectively, where A\, = g—“ mg and ), denote the fading

severity and the average channel power, respectively, I' (.) and
v (.,.) are the Euler and the lower incomplete Gamma func-
tions [21, Eq. (8.310.1)] and [21, Eq. (8.350.1)], respectively.
For an integer mg, (2) can be written as [21, Eq. (8.352.1)]

mg—1 )\kl'k

Fy, (2) =1—exp(=Agz) »_ 2' . 3)
k=0 ’

We also assume that the channels between S and each an-
tenna of R, channels between S and each Eve experience
independent Nakagam-m fading. For simplicity, let mp and
Qp respectively denote the fading severity and the average
channel power between S and each antenna of R, mpg and Qg
respectively denote the fading severity and the average channel
power between S and each Eve.

Meanwhile, when the MRC scheme is implemented at R,
for a (1, L) MRC system with a single transmit antenna and
L receive antennas in Nakagam-m fading channels, the PDF
and CDF of the combined channel power hgr can be shown
as [22]

)\LmR

thSRH? (z) = mx“ﬂrl exp (—Arx) 4)

and
v (Lmpg, Arx)
Finsal @) = 5T
Lmp—1 )\k
=1—exp(-Apz) Y )
k=0 ’

respectively, where A\p = M

(2) R-D FSO Link: The PDF fyp (z) and CDF F, () of
the instantaneous SNR at D ~p are given as [4]

Fip (@) = Az7'GYY [ \ 5 “ ] 6)
and
1, K, } -

3r,1
Fyp (@) =1G 1 3041 {Pﬂ Ko, 0

respectively, where A = : B = -hab 1 —

g2patb—2 (hab)" W’ 9 Vap®

2m)" 1 T(a)L(b)’ P = qprere K, = A(T,f +1)7 Ky =
EA (r,€%),A(r,a),A(r,b)], in which the parameters a and
b are the severity of fading/scintillation due to the atmospheric
turbulence conditions, r represents the detection scheme used
at D, i.e. r = 1 for heterodyne detection (HD) and r = 2 for
intensity modulation with direct detection (IM/DD), £ is the
ratio of the equivalent beam radius to the standard deviation
of the pointing error displacement at the FSO receiver [5],
Qp represents the average electrical SNR of the FSO link,
A(kya) = & @8l oo okl gy — £ and G [] s
Meijer’s G-function, as defined by [21, Eq. (9.301)].

C. Signal Model
The received signal at R and E}, can be given as

yr (t) = hspry/ Psdg" x, (t) + nr ®)
YEk (t) = hSE\/ Psdgltzs (t) +ng, )

and
Zs ( = 1, Pg is the transmit power at S,

where E /\i

nr ~ CN (0, Ng) and ng ~ CN(0,Ng) are the Gaussian

noise at R and E, dr and dg; denote the distance between S

to R, S to the k-th E, respectively, 7, is the path-loss factor.
Thus, the SNR at R and the strongest Eve E* are

Ps |hsgl”
YR NRanl ) ( )
and
Ps ||hsp-|?
A Ll Lo U 11

respectively, where hgpg~ is the channel fading between S and
the strongest Eve, dg = min{dgi,dgs,- - ,dgK }-
When the pointing loss and scattering loss are not consid-
ered [23], the output electrical signal at D is
yp () = ¢

E Ifso-rr ( ) +np (t) ) (12)
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where E { er (t)? } = 1, Pg denotes the transmit power at

R and ¢ denotes the optical-to-electrical conversion coefficient,

Lrs = @ ’ is the free space path loss, in which dp
is the distance between R and D, c is the velocity of light
and f, is the carrier wavelength of transmitted signal from R,
while £, includes transmitter gain, receiver gain, atmospheric
attenuation, lenses losses, and system margin [23]. Besides,
It 1s the channel fading coefficient of the FSO link and
np (t) represents additive white Gaussian noise (AWGN) with
zero mean and variance 03 at D. As a result, the SNR of the
FSO link can be expressed as

P RC2 £2 fso A

ﬁFS O’ d

III. SOP ANALYSIS FOR S-R LINK

YD = 13)

The secrecy capacity for S-R link in condition that R can
successfully decode the signal x, is defined as [24]

Cs = max {log (1 +~vgr) —log (1 +~vg),0}. (14)

SOP in the first phase is the probability that the secrecy
capacity is below a certain threshold (C}y), which is given by

=Pr{log(1+vgr) —log(1+vg) < Cu}
> Pr {7a < Ay} = SOPY,

SOP,
15)

where \ = 2Ct, SOP% is the lower bound of SOP;. Here
we assume that decoding threshold Y01q < AYE.
Thus, SOP% can be presented as

Ps |[hsg| <\ Ds |hsp-|°
NRd?%l - NEd%l

2
L } (16)

Npd}
SOPL can be obtained as

SOP} > Pr{

- Pr{|hSR||2 < Npd A

2
b Z - R

Let X = ||hSE’* pya

N
SopPY = Pr{||hSR2 < R)\XZ}
E

/ /FI\hSRHZ < sz) fx (@)dxfz (2)dz. (A7)

g
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Theorem 1. The PDF of Z is expressed on the top of next
page shown in (18), where

Ap =A1 p+ Aoy, (19)
K -1 f+1 R3f+3

By = br (U THES T )
’ f 771VS1 Rgf 3f+3

B _<K> L GV R T A
! f)mVs, RY  3f+2

and

6m (

Ba s — K _1)f+1fH3f+3
3,f = V. 3f min
f mvs, RS

(- ) @
3f+3 23f+2) 6
in which Ay s and Ay ¢ are presented as
K T
Ay = /!
b (f) mVs, S
x (2RY — 3Hmin RS + HY ), (23)
and
K ™ f2 2 3 3
A — 1 fJ —~ R f+
2,f (f)nlvsl ( ) 3f |:f+]- S
R3f+2Hmm R3fH3
3f + 2 + f min
9 2 1 3f+3
— == | H 24
+<3f+2 f+1 f) min ) ( )
respectively.
Proof: See Appendix A. |

Theorem 2. The lower bound of SOPq for S-R link of the
considered RF-FSO cooperate HSAT can be derived as (25)
shown on the top of next page, where ag = \\rNr/Ng, the
Sfunctions Hy (p,a,b,q,p) and Hs (a,b, q,p) are expressed as

Hl (Q7a7b7q7p)

o' (g +1) ( a )
= Fillq+Lg—p+1
(k—p)(gb+a)q+12 ' Qb-i—a
I(g+1) ( )
- Fi(1,q+1;q—p+1;
(k=p)(b+a) bta
(26)
and
I'lg+1)
H avbv )
2 ( q p) ( (b + a)q+1
respectively, in which o Fy(-,-; ;) denotes the hypergeometric
function [21, Eq. (9.100)].
Proof: See Appendix B. ]

IV. OUTAGE ANALYSIS FOR R-D LINK

As FSO is adopted over R-D link, we assume that the
information transmission from R to D will not be overheard by
the eavesdroppers due to the highly directive and narrow nature
of laser beam. We assume that D is uniformly distributed in the
space, which is a part that the spherical cone with radius U;
minus the one with radius Uy (U; ¢ Us. The two spherical
cones are with same apex angle, Up. we consider the case
that the path-loss factor is 2 to simplify the analysis in the
following. According to [13, Eq. (26)], the PDF of dp? is

fip =7 [w] (2) —wi (2)], (28)
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1 1
where wy (z) = min{Uy,Hg+ vz}, we(z) = where o = M p., o = 3N e = L~ o 0P,
max{Ug,HR cos¥p + \/Jm , T = is expressed as (30) in which b, = M, by =
: JQ maerJz ,min 72 72
45]3 ﬁ U3 an s and the range of d2 is (UQ - HR)2 - (1;37/3 and dD ,max’ dD ,min are the medians of dD ,max’
d2D rnin<d2 <dD max _U2+H2 _2U1HRCOS\IJD D,min"

The OP of the link between R and D is OPy =
Pr{vp < Yout}, Where Yout is the threshold that enables D
to effectively receive the signals from R. When the height of
R is unknown OPj is expressed as

OP, = IG?:% 3r+1 [Ed | ; Kl }

dz

D ,max

1L,K
= / IG3+1 3r+1 [€d2 , :|fd2 (z)dz, (29
d2

D ,min
2 2 T
where ¢ = % out-
Employing Chebyshev-Gauss quadrature in the first case,
the OP of the link between R and D can be finally written

2 2
4D max ~ 9D min

as (30) at the top of next page, where b, = 5 ,

d2
by = D‘“a"+ Dmin = ). x; and Ng are the summation
terms, welghts points of Gauss-Laguerre quadrature (GLQ)
and summation number, respectively.

Corollary 1. When the height of R is unknown, the approx-
imation of OPy can be obtained by substituting Hr, d2
and d? D max 1 their medians.

D,min

Corollary 2. The randomness of R have some effects on SOP
but have little effect on OPo owning to the huge gap between
Hpg and Rg, so SOP, and OPs are independent.

V. SOP oF THE RF-FSO COOPERATIVE SATN

With the limited storage capacity, R adopts the MPC
caching scheme. It means only the most popular M files are
stored at R, where M is the R’s storage normalized by the size
of each file. Especially, the total files number and the skewness
parameter are N and «. Based on the analysis of outage in
two phases of the considered system, the lower bound of SOP
over the uplink of the RF-FSO cooperate SATN is

SOP = pOP; + ¢ [1 — (1 —SOPy) (1 — OP2)],  (31)

VI. NUMERICAL RESULTS AND DISCUSSION

In this section, Monte-Carlo simulation parameters are set
as U; = 560 km, Uy = 535 km, Rg = 300 m, Hy,;, = 80 m,
Up = {5, Reartn = 6371 km, @ = 15.47, b = 14.6, £ = 1.1,
r=2L,=81dB,M =10,a =1, N =10% Nrp=1W,
Ng=1W, No =80, K=3,L=8 Ag =19, A\g = 0.5,
Ps =10 dBW, and Cy, = 0.01 bits/s, ¢ = 0.5 [25].

¥ a=154, 0= 1467

0 a=5.76,b=536

O a=362b=2329
Analysis

Secrecy Outage Probability

0 5 10 15 20 25 30 35
PpldBW]

Fig. 1. SOP vs. Pg for various a, b and r.

Fig. 1 represents the SOP for different values (a,b) and 7.
One can also see that the SOP with the weakest turbulence
(a = 15.4,b = 14.67) is lower than that with strongest
turbulence (@ = 3.62,b = 3.29). We know r represents the
detection scheme used at D, where r = 1 is for HD and
r = 2 is for IM/DD. By varying r and keeping (a,b) fixed
in Fig. 1, the HD detection method can lead to better secrecy
performance than IM/DD method. The reason for this is that
the SNR obtained with the HD method is higher than that
of IM/DD. Finally, SOP exhibits a floor because the secrecy
capacity will become a constant, as reported in [26].

In Fig. 2, the size of the caching memory shows a positive
influence on the SOP of the the considered system, since a
large M means a large probability of taking no account of the
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Ks,0

:| [w% (blt + b2) — w% (blt + bQ)] dt

15K1

K27 0 (30)

] [w (brz; + bz) — w} (br; + ba)]

O M=3 Simulation

[0 M=6 Simulation
*  M=10 Simulation
—— Analysis

B

Secrecy Outage Probability

0 5 10 15 20 25 30 35
PyldBW]

Fig. 2. SOP vs. Pr for various M and &.

terrestrial terminal-relay link. Moreover, the SOP with lower
& is higher than that with larger £, because a larger £ means
high pointing accuracy over R-D link.

Secrecy Outage Probability
3

0 5 10 15 20 25 30 35
Py [dBW]

Fig. 3. SOP vs. Pg for various L.

The influence of the antenna number at R on the SOP
performance is depicted in Fig. 3. As expected, L exhibits
a positive effect. A large L results in a small SOP, meaning
better secrecy performance, since a large L can bring large
diversity gain at R.

Fig. 4 presents the SOP performance for various K, while
Ppr, increasing. Obviously, K shows a negative impact on the
SOP performance, as a large K means that Eves are distributed
around terrestrial terminals more densely. This explains that
SOP degrades when the number of Eves increases.

VII. CONCLUSIONS

We have investigated the SOP of the uplink transmission
of a mixed RF-FSO cooperative SATN in the presence of

K=1,360912

N
T S o p
o + = =

©,

Secrecy Outage Probability

5 10 15 20 25 30 35
Py [dBW]

Fig. 4. SOP vs. Pg for various K.

a group of aerial Eves. Considering the randomness of R,
D, and Eves, and employing stochastic geometry, the secrecy
outage performance of the cooperative uplink transmission in
the considered SATN has been investigated and the closed-
form expression for the end-to-end SOP has been derived.
Simulations confirm the analytical results.

APPENDIX A

The coordinate of R can be presented as (rg,0r,¥r),
where Hpin < rg < Rg, 0 < 6r < arccos F%—S and
0 < ¢vr < 27. Employing Lemma 4 of [13], the CDF of
the distance between S and R, dy = rg, is

T
FdR (.’)3) = % (25(}3 — 3Hminx2 + Hr:;in) R

where Vg, = % (2R?§ —3HminR% + H2
coverage space radius of S.

The CDF and the PDF of dg are [27]

(32)

) and Rg is the

BN
Fap (dp) =1— ( - R‘3> (33)
S
and
OF,, (dg) a3\ 3dg?
dp)= —2 2 —K(1--£ . (34
respectively, where 0 < dp < Rg.
Thus, fdz% and fym (z) are derived.
If Z = % <1, the CDF of Z is
E
R 2
P = [ [ H. (35)

H /2 HL [y
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_ 2
UlVSl

1)/ 3f
. Z ( ) 7)1R2f

Using polynomlal integration and differentiation, the PDF
of Z is obtained as (18).

((yu)%_ — Huin (yu)%_1>

34
ym  dudy. (36)

APPENDIX B
Substituting the CDF of ||hgg||>, SOPY is expressed as
L—1
SOPY =1 — Z (a0) exp (—apxz)

x a2k fx () defz (2) dz,

i
mm

(37

where ag = A\g NR and p =
Changlng the rar]lge of 1ntegrat10n and substituting the PDF
of |[hgg~|* and d”l’ there exists

H (0,a,b,,p) = / / exp (—az)
0 p

x xlexp (—bxz) 2Pdxdz. (38)
Using [28, Eq. (8.19.25)], H (o, a,b,q,p) is derived as
P (g +1
H (0,a,b,q,p) = ( )qH
(k —p)(eb+a)
a
Fi(1 1;q — 1, — .
X g 1< ¢+ 1g—p+ ’Qb—l—u)
(39)

Thus, SOPY is derived.
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