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Abstract— Cybersecurity and cyber resilience are becoming
crucial for many industries especially in the era of digital
transformation. In this work, we report on the security analysis of
the physical layer of OCDMA networks based on 2-D codes such
as fast frequency-hopping (FFH). We analyze eavesdropping in
OCDMA networks using FFH codes spread in both, time and
frequency domains that use quadrature phase-shift keying
(QPSK). The analysis is based on a newly derived bit error rate
(BER) formula considering the eavesdropper’s partial knowledge
of the 2-D code that is needed to replicate the ONU decoder. An
analytical formalism for evaluating the BER performance of the
network is derived by considering 2-D codes, QPSK modulation
format, avalanche photodiode shot noise, thermal noise, and
multiple-access interference among optical network units (ONUs).
Numerical results show that the intercepted signal is hard to
decode and the information retrieved when the eavesdropper
makes more than one error in guessing the used ONU code. It is
shown the number of simultaneous ONUs substantially affects the
eavesdropper’s capability to decode the intercepted signal. The
novel 2-D FFH signal encoding is robust against the eavesdropper
interception. It offers a feasible solution to increase security levels
in practical optical networks.
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L INTRODUCTION

New and traditional industries are connecting to
communication networks on an unprecedented scale, increasing
the need to ensure more security, regardless of the type of
network. The advent of quantum technology will lead to changes
to encryption methods providing ultimate levels of security in
the physical layer. Currently, there are many emerging
technologies targeting secure communication such as quantum
key distribution, and quantum optical code-division multiple-
access (CDMA) [1], [3]. The latter proposes a novel scheme to
support higher security levels in optical networks by leveraging
quantum and CDMA techniques [3]. While quantum technology
has sparked a great deal of interest by the industry and research
community, its maturity, practicality, and secure key
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distribution are still to be developed [2]. As an alternative, many
technologies have been proposed so far. For example, a hybrid
optical CDMA (OCDMA) free-space optics (FSO) technique to
increase security in networks was proposed in [4]. Albeit the
network supports privacy and security, FSO is not fully suitable
for the last mile access networks due to its current limited range.
A similar hybrid network was proposed in [5], but with a limited
number of simultaneous users. Despite a new family of codes
has been proposed to improving the security in OCDMA
networks [2], the encoder and decoder complexity are high.
Improvement of the physical layer security was addressed in [6],
but for coherent coding techniques only. Furthermore, a
meticulous security analysis was carried out in [7]. Despite the
analysis addressed different types of OCDMA coding
techniques, it did not cover the 2-D fast frequency hopping
(FFH), which stands out owning to its demonstrated practical
implementation and feasibility [8]. FFH is an elegant coding
technique to be implemented in OCDMA networks. FFH was
initially proposed by [9] and since then received a substantial
attention [10]-[13]. OCDMA networks based on 2-D FFH have
distinct advantages such as asynchronous transmission, soft
blocking capabilities, and support to multiple-data rates [10]. It
is well known, OCDMA can help improve the data security in
optical networks against attacks by eavesdroppers intending to
gain access to the transmitted data by tapping into the fiber link.
However, in case of a weak network security, an eavesdropper
can use modified optical receivers for signal interception, code
guessing and then misuse the gained information.

In this paper, we carry out an analytical study of the physical
layer security of OCDMA networks based on 2-D FFH signal
techniques and advanced modulation formats. For the first time
we address eavesdropping issues in 2-D OCDMA networks
affected by the signal interception and optical network unit
(ONU) code guessing by an eavesdropper. The ‘interception
receiver’ procedure is characterized by the erroneous replica of
the decoder design by the eavesdropper. We investigate how the
intercepted  signal-to-interference-plus-noise ratio (SINR)



2023 International Conference on Optical Network Design and Modeling (ONDM)

obtained by the eavesdropper performs under two network
scenarios, i.e., changing multiple-access interference (MAI),
and the MALI along with avalanche photodiode (APD) shot noise
and thermal noise. To do so, we derive a new bit error rate (BER)
analytical formalism. Numerical results show that the reliability
of the intercepted signal by the eavesdropper is dramatically
reduced if the eavesdropper makes more than 1 error in guessing
the code of the targeted ONU. It is further shown that it is hard
to guess correctly the unique sequence assigned to each ONU
for time-spread and frequency-hopping patterns such as FFH.
Also shown is the network reliability against eavesdropping
increases as the number of simultaneous ONUs increases.
OCDMA networks based on 2-D FFH are therefore regarded as
a promising way for increasing security needs in optical
networks while offering feasible and practical implementation.

II.  INTERCEPTION RECEIVER STRUCTURE

This subsection addresses the 2-D FFH encoding and
decoding devices employed at the optical line terminal (OLT)
and optical network units (ONUs), respectively, which compose
the FFH-OCDMA network and is shown in Fig. 1. The
understanding of such device structures gives important clues on
how successful the eavesdropping process from the interception
receiver will be.

Nonetheless, before proceeding with the 2-D FFH
encoder/decoder details itself, it is interesting to analyze the
signal evolutions from generation until reception. The traffic on
the 2-D OCDMA network in the downstream direction comes
from the OLT to the ONUs (including the interception receiver
of the eavesdropper) through broadcast. At the OLT side, the
data information bits from the metro or a long-haul network are
quadrature phase shift keying (QPSK) modulated. Sequentially,
the optical pulses are simultaneously encoded in sequential time
slots and disjoint wavelength subbands by FFH encoders. The
OLT holds encoders matched to decoders used by the ONUs.
The tuning set of each pair of encoder-decoders will determine
the code sequence used. Therefore, a unique code sequence, in
which each chip (encoded pulse) signaling interval occupies one
wavelength slot, is assigned to each ONU. After attributing code
sequences to ONUs, the next step is to access the fiber channel
and delivery the OLT data information signals superposed to the
ONUs. Here, it is considered that all optical fiber impairments
are appropriately compensated. Despite the ideal channel
characteristics, the simple superposition of the data information

"

signals produces MAI, which is delivered to each ONU. As well
known, MAI severely affects the data recovery at the ONU
receiver side. However, when the wavelength translation
introduced at the transmitter is removed by the FFH decoder at
the desired ONU only the additional energy generated by the
MALI within the chip period at which the autocorrelation peak is
formed has an impact on the overall network performance. Then,
the decoded information along with MAI is sent to the
demodulation unit present at each ONU (that is not shown in
Fig. 1 for the sake of simplicity).

The 2-D OCDMA network is based on multiple Bragg
gratings (MBGs) encoders/decoders and was originally
proposed by Fathallah [9]. In fact, the encoding process is based
on a series of MBGs to generate FFH patterns in which jumps
occur at wavelengths that change for every temporal chip of the
code sequence. These gratings spectrally and temporally slice an
incoming broadband pulse into several components, generating
then optical frequency patterns. This attractive encoding scheme
[14] stands out not only due to its good performance [9], [10]
but also for its practical feasibility based on optical intensity
manipulation of the incoherent signal and detection at the
receiver side via intensity modulation / direct detection (IM/DD)
approaches. In addition to its asynchronous transmission nature,
the passive all-optical encoding scheme based on MBGs implies
potential low-cost and robust implementation of FFH-OCDMA
networks [9].

An inherent feature of the 2-D FFH scheme is that the
frequency changes at a significantly higher rate than the
information rate, which means that each pulse in a code
sequence is transmitted at an exclusive wavelength. To better
illustrate this concept, a possible network architecture based on
the FFH-CDMA scheme employing MBGs is illustrated in Fig.
2. Initially, a broadband short pulse modulated with QPSK,
which represents the data information bit, is generated. Then,
this broadband pulse, shown in Fig. 2a, is sent to the MBGs-
based encoder when the value of the data information bits is “1”,
otherwise no power is sent for the transmission of data bit “0”.
Subsequently, the MBGs generate independent frequency pulses
and place each of them in an appropriate time-slot, depicted in
Fig. 2b and Fig. 2c, respectively, following a scheme previously
established by the FFH-based code generator. The output signal
established by the wavelength reflections of the MBGs forms
the code sequence and is ready to be transmitted over the
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Fig. 1. Block diagram of the FFH-OCDMA system considering an interception receiver added by the eavesdropper.
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network. Furthermore, the MBGs produce the frequency
spectrum slicing while the temporal position of the MBGs
produces the respective time delays. Indeed, the time-frequency
pulses are determined by the order in which they are tuned to the
respective MBGs following the concept of first-in, first-
reflected [9].

It is worth pointing out that the chip duration and the number
of gratings in the encoder establishes the nominal data
information bit rate of the network, i.c., all reflected pulses of a
data bit should leave the encoder before the next bit’s pulses
enter [10]. Moreover, the impulse response of each Bragg
grating is defined as the inverse Fourier transform of the grating
complex reflectivity, where the incident pulses associated with
the transmitted data information bit are normally much narrower
than the response duration of the grating. This encoding process
is based on a convolution of an incoherent short pulse modulated
by the data source with the response of each Bragg grating. At
the decoder side, Fig. 2d, the wavelengths are placed in the
reverse order of those in the encoder to accomplish the decoding
function. Then a matched filter based-decoder removes the
translation between the wavelengths and realigns all pulses from
the received signal into a single pulse as illustrated in Fig. 2e.

Assuming the pulses are positioned correctly, they form a
well-defined pattern given by the autocorrelation property
(similarity level between the transmitted and received desired
data information signal). If they are not, the pulses form an
interfering background signal defined by the cross-correlation
property representing the MAI as shown in Fig. 2e. Then, the
decoded information is sent to the QPSK demodulation unit (not
illustrated here). Afterward, the bit decision in each QPSK
channel is made based on a comparison between the integrator
output level and a threshold level previously established.

Data -
Bit beY
Source

Broadband
Source

e Desired Signal
(Autocorrelation)

MAI
(Cross-Correlation)

N

III. FFH NETWORK WITH INTERCEPTION RECEIVER

In this section, it is presented a detailed description of the 2-
D OCDMA network under an eavesdropper interception
receiver as shown in Fig. 1. The eavesdropper can tap the OLT
signals in several locations of the FFH-OCDMA network.
Nonetheless, it is considered here that the eavesdropper
monitors the aggregated downstream traffic from OLT to the
ONUs. The goal is to analyse how different MAI levels will
impact the reliability of the intercepted signal during the
eavesdropping. At the OLT side, the data information signal to
be send to each ONU are QPSK modulated and simultaneously
encoded in sequential time slots with disjoint wavelength sub-
bands by the FFH encoders.

Then, a unique code sequence characterized by each chip
signaling interval occupying one wavelength slot is assign to
each data information signal. In this manner, each information
bit from the m data information signals is encoded into a code
sequence as

en(®) = i (- ;C(I,TC) efomdt (M)

=1

where L is the code length, p(t) is the chip signaling waveform,
T, is the chip period, T, = T./f, is the half-width of the pulse,
fc is the pulse compression factor, and w,,, is the I-th chip’s
wavelength related to m-th ONU. In addition, the optical field
amplitude c,,(t) is normalized so that |c,(t)|*> gives the
instantaneous power [10].

In the next step, the encoded data information signals are
injected into the optical fiber. It is important to point out that the
simple superposition of data information signals produce MAI
and manifests itself as background noise to each OCDMA
decoder present in the ONUs. At each ONU side, the wavelength
translation introduced at the OLT transmitters is removed by the
specific ONU’s decoders. Then, the composed data information

Encoded Signal

time

% v

chdidddd LAddd

2\
O-

d

Fig. 2. Block diagram of the FFH-OCDMA system considering an interception receiver added by the eavesdropper.
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signal is applied to a matched filter with impulse response h,, (t)
given by the inverse Fourier transform of the reflectivity
spectrum of the MBGs which are part of the decoders. In all
simulations, the encoders/ decoders are modeled using multiple
apodized fiber Bragg gratings (i.e., sinc reflectivity profile) via
the transfer matrix method [10]. Hence, the desired ONU
decoder n outputs an autocorrelation optical signal given by

Eacfn (t) = foo Cn (T)hn (t - T)dT' (2)

where —L +1 < t < L — 1is the chip delay. It is important
to mention that the residual energy generated by the MAI within
the autocorrelation peak degrades the overall network
performance.

A similar expression can be obtained for the cross-
correlation signal between the n and k data information signals,
which reads as

Beeni® = | @yt = D)

o 3)

Assuming that there are K interfering data information

signals active in the network, the received optical field at the
decoder output of the desired ONU n is

K

E, (t) = Eac,n (t) + Ecc,n,k (t - Tk): 4)
k=1(k#n)

where 7, is the relative network transit delay of the k -th
interferer.

The mathematical formalism related to the BER needs the
electrical current that outputs the photodetector expressed in
terms of the auto- and cross-correlation data information signals
for the desired ONU. Considering the recovery of the desired
data information signal by means of direct detection, the optical
field at the receiver goes through the photodetector to produce
the following average electrical power as a decision variable

R
i, =R {— [B,(t) + Pyol dt}
Tac Tac

el

Tac

!

Tac

[En(t) X Ex(t) + Pyol dt}

[Pac_n (t)

K

+ Z Pcc,n,k(t - Tk) + PNO
k=1(k#n)

d

where R represents the real part, T,. is the autocorrelation
window decision, * denotes the complex conjugate, R is the
responsivity of the photodetector, P, ,(t) and P, (t) are
the instantaneous powers of the auto- and cross-correlation
signals, respectively, and Py, is the instantaneous power of the
photodetector noises.

It is worth mentioning that the terms resulting from the
multiplication between the auto- and cross-correlation data
information signals in (5) are ignored by raising oscillation
frequencies whose magnitudes fall out of the receiver bandwidth
and, consequently, are filtered by the device.

Further, the terms that compose the decision variable can be
expressed individually by the auto- and cross-correlation data
information signals components as

R
=R|— P, t)dt
#G.Cj’l Tac Lac acfn( ) ] (6)
and
K
R
Heen = R EL Pcc,n,k (t - Tk) dt]' (7)
ac g=1(k#n)

Next, since it is not known which coded symbols will be
active at any given time, a mean calculation considering all
possible coded symbols and random-access delay of every data
information signal (fy;) is required [9]. In this case, the
variance related to the interfering signals can be obtained by

2
UZMAIj,k = (.“MAI_j,k - llMAI) ®)

Similarly, the mean interference variance of all data

information signals is given by 074 = 024, 1k

Next, the values of the variances associated with the
photodetector and receiver noises are required. Here, it is
considered an APD that adds shot noise generated due to the
randomness of its gain mechanism and the thermal noise
resulting thermal motion of charged carriers due to the
fluctuating voltages in the physical resistances in the receiver.
Then, the instantaneous power of the photodetector noises is
given by

Pno = Pspot + Prhermar- )

Once both the shot and thermal noises can model as a
Gaussian process, the variance of the receiver noise can be
expressed as

2 _— ;2 2 _ 2 2 2
OnNo = Oshot + Oth = Oshot_0 + Oshot_1 + Oth» (10)
where 04,,; o and 03, 1 are the shot noise variances for the bit

“0” and “1” transmissions, respectively, and o3, is the thermal
noise variance.

As it is well known, the shot noise variances associated with
the “0” and “1” bit are directly related to the average mean of
the desired data information and interfering signals,
respectively. In this case, such shot noise variances for the “0”
and “1” bit transmissions can be written as

Odot0 = 2qG*F,(fiee n + 1) (11)
and
aszhot,l = ZqGZFé(#ac,n + Is): (12)

where q is the electron charge, G is the APD gain, F, = k.G +
(1 — kef)[Z —(1/6)] is the excess noise factor, k¢ is the
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ionization rate and Is is the APD surface leakage current. The
variance of the thermal noise, by its turn, can be expressed by

4‘kb Tcha (13)
RL ’

where kj, is the Boltzmann constant, T.is the noise temperature,
B, is the receiver bandwidth and R, is the load resistance.

2 _
Oth =

Then, assuming that all N data information signals are
statistically independent, the SINR at the receiver output can be
obtained by [10]

Hacn (14)
(N =1)aga + 050

Finally, the minimum BER for the FFH-OCDMA network
based on QPSK modulation is given by

BERpsk ~ Q(VSINR), (15)

An analogous behaviour happens at the FFH-OCDMA
decoder of the interception receiver used by the eavesdropper.
In this case, the eavesdropper intercepts the superposition of the
FFH-OCDMA signals provided from the OLT through tapping
the fiber and connecting to the interception receiver. The key
difference between the desired ONU and eavesdropper is that
the latter does not know exactly the ONUs code sequences (even
though the eavesdropper knows the modulation format and
coding scheme used) and, therefore, faces difficulty to
reproduce the matched filter which is part of the decoder for the
desired ONU. In situations where the eavesdropper is not
fortunate enough to reproduce the matched filter for the desired
ONU, it is assumed that the FFH decoder designed by the
eavesdropper (located in the interception receiver) holds a
certain number of MBGs tuned to different frequencies from the
desired ONU. Such differences in the MBGs are referred here as
error filtering.

SINR =

IV. NUMERICAL SIMULATION AND RESULTS

Now, the analysis of potential eavesdropping scenarios will
be carried out. To start, it is assumed the eavesdropper knows a
great deal about the network resources i.e., the data information
rate, the modulation format adopted, and both the codes’
generation algorithm and parameters required to project the
OCDMA decoders. Nonetheless, this knowledge frequently
does not offer the specific code signature employed by each
ONU. In most scenarios considered, it is also assumed the
eavesdropper partially knows the time spreads and frequency-
hopping patterns necessary to replicate a desired ONU decoder.
It is also considered chip synchronization, a situation that does
not take advantage of the OCDMA concept where completely
asynchronous traffic, either of bits or chips, is possible.
Nonetheless, this assumption greatly simplifies the formalism,
and the obtained expression for the BER reflects the worse
possible scenario [10]. In addition, it is assumed the OLT
transmits at 10 Gb/s, which is compatible with the next-
generation passive optical network 2 (NG-PON2)
standardization. Consequently, the code-intercepting receiver
can recompose the desired ONU information with several
degrees of reliability. The reliability of the information theft can
be ‘measured’ in terms of the code interception performance
through a BER.

Now, a suboptimum interception receiver is characterized by
the erroneous project (by comparing it to the desired ONU
receiver) of one or several wavelengths of the filtering MBGs
within the OCDMA decoder. In addition, the impact of the MAI
and receiver noises are also accounted for in the interception
receiver performance. It becomes necessary to define the two
network scenarios to be analyzed. The first and second network
scenarios refer to the 2-D OCDMA network limited by MAI and
under simultaneous interaction of MAI as well as receiver noises
(thermal and shot noises), respectively. First, the BER is
investigated as a function of the number of simultaneous ONUs
under the MAL It gives important insights on how the network
reliability is impacted due to the interception receiver added to
the network by the eavesdropper. We assume the eavesdropper
has substantial knowledge of the parameters (but not of the
ONUs code sequences), which would be for the eavesdropper
the worst-case security scenario to analyze. The results are
shown in Fig. 3. Here, the estimated BER obtained after the
intercept receiver operating as a matched filter shadowing the
‘targeted ONU’ is considered as the ‘best-case scenario
reference’ for this eavesdropping receiver. It can be seen (hollow
circles), the eavesdropper is able to capture the entire signal of
the targeted ONU (BER < 10712) even for the case when 64
simultaneous ONUs are present on the network. It should be
noted that any mistake in the filtering process would
significantly degrade the intercept receiver reliability.

The hollow squares curve shows the intercept receiver
performance when considering its erroneous filtering. In this
case, it is impossible to capture the targeted ONU data
information signal without significant BER degradation when
all 64 simultaneous ONUs transmit data simultaneously. On the
other hand, the full interception of the targeted ONU data
information signal can occur when a maximum of 45 ONUs
coexist simultancously in the network. This considerable
degradation of the BER is attributed to the decrease in the SINR
due to the autocorrelation peak reduction at the intercept
receiver. The intercept receiver reliability is reduced drastically
if the eavesdropper commits more errors in the decoder device
design. Considering 3 (hollow diamonds) and 5 (hollow
hexagram) errors in the filtering process, the maximum number
of simultaneous ONUs present in the network that allow the
intercept receiver to recover entirely the desired ONU data
information signal is restricted to 37 and 22, respectively.
Furthermore, it can be observed that the BER is unacceptably
high for 7 errors (hollow pentagram) and 9 errors (cross) even
though the number of simultaneous ONUs is just 13 (minimum
limit of ONUs in which the MAI exist).

Next, it is investigated how the intercept receiver performs
under MAI and the influence of the receiver noises. The APD
provides a gain equal to 100 and has an intrinsic ionization rate
of 0.02. The APD surface leakage current is in the range of 10
nA. In addition, the receiver presents a noise temperature of
1100 °K and utilizes a receiver load resistor with a electrical
resistance of 1030 Q. The results obtained are shown in Fig. 4.
Again, the matched filter receiver for the target ONU
reproduced by the eavesdropper (solid circles) will be utilized as
areference to the intercept receiver performance. Notice that the
maximum number of simultaneous ONUs that can coexist on the
network is limited to about 42 in order for the eavesdropper to
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Fig. 3. BER for the MAI scenario as a function of the number of ONUs for

different numbers of erroneous wavelengths.

extract the targeted ONU signal. The requirement of low number
of simultaneous ONUs in the network for error-free interception
becomes necessary due to poor SINR at the intercept receiver.
As expected, this further deteriorates as the number of errors in
the intercept receiver design increases.

Let us now investigate the intercept receiver performance
when the device performs 1 error filtering (solid squares).
Observe that the eavesdropper can access the targeted ONU data
information signal when 35 simultaneous ONUs coexist on the
network. The number is reduced to 21 (solid diamonds) and 13
(solid hexagram) simultaneous ONU s if the eavesdropper makes
3 and 5 filtering errors when designing the intercept receiver,
respectively. Such a drastic reduction in the maximum
simultancous ONU limit to decoding the desired ONU
information in an error-free manner is due to SINR reduction at
the intercept receiver decoder. Lastly, for both 7 (solid
pentagram) and 9 (cross) filtering errors, it is not possible to
decode the desired ONU data information signal in an error-free
fashion.

V. CONCLUSIONS

In this paper, we carried out a security analysis of 2-D
OCDMA networks for two distinct scenarios under the presence
of an eavesdropper. The ONUs of the OCDMA network are
assigned unique 2-D codes such as FFH while using QPSK. The
analysis considers a different number of errors encountered by
an eavesdropper when intercepting the targeted ONU
transmission. An analytical formalism for evaluating the BER
performance of the network is derived. The formalism accounts
for 2-D codes, advanced modulation formats, APD shot noise,
thermal noise, and MAI among data information signals.
Numerical results shown that the reliability of the intercepted
signal is increased when the eavesdropper commits more than
one error in targeting the desired ONU code. It has been shown
that the number of simultaneous ONUs in the network plays a
key role on the eavesdropper capability to decode the targeted
ONU transmission. The larger the number of ONUs, the harder
is to correctly guess the targeted ONU code. Thus, the 2-D FFH
technique has been demonstrated to be a robust and efficient
scheme for providing a practical implementation of OCDMA
against signal interception, becoming an interesting technique
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Fig. 4. BER for MAI and photodetector noise as a function of the number of
ONUs for different numbers of erroneous wavelengths.

to increasing the security of optical networks at the physical
layer.
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