
SCARE of an Unknown Hardware FeistelimplementationDenis R�eal1;2, Vivien Dubois1, Anne-Marie Guilloux1, Fr�ed�eri Valette1, andMhamed Drissi21 CELAR, 35 Bruz, FranefDenis.Real;Vivien.Dubois:Anne-Marie.Guilloux;Frederi.Valetteg�dga.defense.gouv.fr2 INSA-IETR, 20 avenue des oesmes, 35043 Rennes,FraneRennes, FranefDenis.Real;Mhamed.Drissig�insa-rennes.frAbstrat. Physial attaks based on Side Channel Analysis (SCA) oron Fault Analysis (FA) target a seret usually manipulated by a pub-li algorithm. SCA an also be used for Reverse Engineering (SCARE)against the software implementation of a private algorithm. In this pa-per, we laim that an unknown Feistel sheme with an hardware designan be reovered with a hosen plaintexts SCA attak. First, we showthat whatever is the input of the unknown Feistel funtion, its one-roundoutput an be guessed by SCA. Using this relation, two attaks for re-overing the algorithm are proposed : an expensive interpolation attakon a generi Feistel sheme and an improved attak on a spei� butommonly used sheme. Then, a ountermeasure is proposed.1 IntrodutionCryptographi algorithms are designed for being robust against logial analysis.However, the ativity of any given devie (smart ards, FPGA, miroproes-sor...) �lter through side hannels suh as the proessing time, the power on-sumption or the eletromagneti radiations. Seret values are then vulnerable tostatistial attaks suh as Di�erential Power Analysis (DPA) [4℄ or CorrelationPower Analysis (CPA) [1℄, but also to one-shot attaks suh as Template Attaks(TA) [2℄ [8℄.Side Channel Analysis For Reverse Engineering (SCARE) tehniques are alsoemployed for reovering a private algorithm. R. Novak proposed a strategy foridentifying a substitution table of a seret implementation of the GSM A3/A8algorithm [6℄. The feasibility of a SCARE for symmetri ryptography have beenproved by reovering a software DES implementation [3℄. Indeed, the intermedi-ate results on one round are available by SCA: they are omputed sequentiallydue to the software design. In this artile, we go further with a SCARE attakagainst an hardware implementation of a generi Feistel Sheme. The SCA feasi-bility is demonstrated on a hardware DES implemented on an ASIC . However,the side hannel leakage exploitation is done for a generi Feistel Sheme. Then,we propose a ountermeasure against this generi SCARE attak.



2 The Hardware Implementation of a Generi FeistelSheme2.1 Assumption on the Feistel Sheme DesignThe logi funtion is an expensive resoure on a ryptographi devie, espeiallyon a smart ard. As a onsequene, the Feistel funtion is usually implementedone and the input registers are updated at eah round. For example, the rightpart of the �rst round output is xored with the left part of the plaintext andis assumed to be written on a register whose value was the right part of theplaintext. This realisti design assumption is detailed on Fig. 1.

Fig. 1. Assumption on a Generi Feistel Sheme Design2.2 The power onsumption during a Bit TransitionThe power onsumption of a D Flip-Flop (DFF) depends on its urrent ativity.Due to CMOS transistor behavior, register state hanges make the DFF onsumepower [9℄. When the logi value 1 is applied a DFF input while the previousvalue was 0, a urrent rise ours on the rising edge of the lok. Furthermore,the urrent rise during this transition is higher than the stati state holdingdissipation. Then, we approximate the iruit behavior by saying that it suppliesenergy for bit transition and does not supply energy for holding a bit value.Lines supplying energy to the iruit an be observed with eletromagneti near�eld tehniques. The e�et of bits transitions ourring at the same instant arealso built up on the side hannel eletromagneti radiations. This is the powersupplying line leakage model. Even if it is experimentally harder, an attaker analso observe the urrent at the DFF level with the same kind of tehniques [5℄.The radiations at the DFF level do not behave the same than previously. Thena transition from 0 to 1 indues a radiation opposite to the radiation due toa transition from 1 to 0 due to urrent motions in the DFF. This is transistorurrent leakage model. The hoie of the leakage model depends on the part of2



the iruit targeted by the probe. State of the art eletromagneti tehniquespermits to target power supplying line: the DFF level is harder to get. The SCAwe propose mathes with the power supplying line leakage model.3 Side Channel Analysis of a Generi Feistel Sheme3.1 Side Channel Identi�ation of a Feistel ShemeSCA tehniques permit to identify a Feistel sheme. Indeed, the right part ofthe plaintext is used one on the 1st round as R0 round but also on the 2ndround as L1. Then, a CPA mean omputed on the right part of the plaintextontains two peaks (one on the 1st round and the other on the 2nd round).A CPA omputed on the left part of the plaintext ontains one peak one onthe 1st round. Fig. 2 illustrates the e�et on a DES hardly implemented. Theeletromagneti radiations are measured using near �eld tehniques and a probesensitive to the vertial magneti �eld. Fig. 2.1 shows one iphering operation.Fig. 2.2 is a CPA on the right part of the plaintext and Fig. 2.3 is a CPA on theleft part of the plaintext.
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Fig 2.1: EM radiation of a Feistel ciphering operation

E
m

 r
ad

ia
tio

n 
in

 m
V

800 1000 1200 1400 1600 1800 2000 2200 2400 2600

50

100

150

200
Fig 2.2: CPA on the right part of the plain
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Fig 2.3: CPA on the left part of the plain
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Fig. 2. CPAs on the plaintextA Feistel Sheme an then be identi�ed with two DPA traes. This methodfor haraterizing a generalized Feistel Sheme an also be used with iphertexts.3



3.2 SCA for to guess the one round output of the Feistel FuntionOur SCA is a hosen plaintext attak. We assume that the attaker is able tospy N iphering operations. Let Pi be the orresponding plaintexts with Li andRi their orresponding left and right hand halves, i < N . The right part of theplaintext is hosen �xed to R: Ri = R. Let Rji and Lji be the input of the jthround of the feistel sheme : R0i = Ri = R, L0i = Li and L1i = Ri. Let Fu be theunknown Feistel funtion and Y ji its orresponding output for the jth round :Y ji = Fu(Rji ). Let Y be the �xed output of Fu for the round 0: Y 0i = Fu(R) = Yand R1i = Li�Y . The notations for this hosen plaintexts ontext are remindedin Fig. 3 and Fig. 4.{ N : The number of plaintexts.{ Pi : The ith plaintext with i < N .{ Li : The orresponding left part.{ Ri = R : The orresponding �xed right part .{ Pi : The unknown Feistel Funtion.{ Lji : The left input of the jth round : L0i = Li.{ Rji : The right input of the jth round : R0i = R.{ Y ji : The output of Fu at the the jth round.{ Y : The �xed output of Fu after the round 0 Y = Fu(R).{ X : The CPA objet, lassi�ation aording to the hammingweight of Li �X. Fig. 3. Notations

Fig. 4. SCA ontextWe onsider 4-bits words: the leakage of 4-bits an usually be properly ob-served while an exhaustive searh on 4 bits in not very expensive.This hoieorresponding to the S-box size of the DES is purely oinidental. Let Li;0, X04



and R0 be the �rst 4 bits of Li, R and X . Here, we propose an SCA for guessingX0, the generalization to the other words of X being trivial. For eah possiblevalue � of X0, we ompute the side hannel trae �� being the mean trae om-puted using the plaintexts Pi whose �rst word is �: we obtain then 16 traes.Let X0 be the index of the trae �� whih is minimal at the t = T0 + Td. Welaim that X0 = Y0 � R0. Indeed, aording to the assumption made on theFeistel design sheme, we learly see that, at the instant t = T0 + Td the valueLi � Y overwrites the value R on the register 2. The value of Li that minimizesthe number of bit transition ourring on the register 2 is Li = Y � R. Thelassi�ation done omputing the traes �� is random regarding all the 4-bitswords of L exept the �rst one explaining we are able to isolate its leakage fromthe logial noise. Then we an guess the value of Y : Y = X � R. This SCAattak permit to have the relation Y = Fu(R) with X and Y known and Futhe unknown feistel funtion. Fig. 5 shows the results with R0 = 0 � 3 andY0 = 0 � B and N = 5000. Fig. 5.1 illustrates a iphering operation useful for�nding the instant t = T0 + Td. Fig. 5.2 shows the mean traes �0�8 and �0�7:�0�8 is the minimum at t = T0 + Td while, as expeted �0�7 is the maximum(7�8 = 0�F ). Fig. 5.3 shows the 14 other mean trae ��. The di�erene beforethe instant t = T0+Td annot be used beause the signal is not time-stationary.
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Fig 3.1: EM radiation of a Feistel ciphering operation
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Fig 3.2: CPA with L0 = 0x07 and L0 = 0x08
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Fig 3.3: CPA with L0 != 0x07 && L0 != 0x08
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Fig. 5. �� mean traesThen, a low ost SCA permits to ompute the output of the unknown Feistelfuntion Fu of any input word R. This SCA aims at being general. In the aseof measurements with a low level of noise as is observed here, the attaker ansearh Fu(R) bit by bit. Indeed, he an ompare two side hannel traes linkedto two plaintexts whose di�erene is one bit of the left halve : the orret bitvalue orresponds to the lower radiation. Then the attaker an expet to getFu(R) with 64 hosen plaintexts for DES.5



4 The Cryptographi Attak derived from the SCAIn this setion, we ompute the number of (hosen) input-output pairs requiredto fully reover the unknown funtion Fu. We �rst ompute this number for ageneral funtion Fu of given degree and input/output size. Seondly, we showthat this number an be made muh smaller when Fu follows a spei� butommonly used design.4.1 Simple Interpolation AttakFu is a vetorial funtion with n input/output bits. Its bitwise oordinates arepolynomials of the n input bits of degree denoted d. For eah input-outputpair, we use the input and the j-th bit of the output to reonstrut the j-thoordinate of Fu. When the same input-output pairs an be used to reonstrutthe individual oordinates of Fu, the number of input-output pairs that we needan be omputed from the reonstrution of a single oordinate of Fu. Sine eahsuh polynomial has about nd=d! oeÆients, we need this number of input-output pairs to be able to resolve the unknown oeÆients by linear algebra.The omputational ost of reovering one oordinate of Fu is therefore n3d=(d!)3binary operations and n times this number to reover Fu entirely. For n = 64and d = 8, this amounts to roughly 232 input-output pairs and 2102 binaryoperations.4.2 Improved Attak on a Class of Commonly Used ShemesThe spei�ation of a general funtion Fu requires a large amount of storage forpratial hoies of degree and input size. For this reason, funtions admitting aompat desription are often onsidered in that plae. A ommonly enounteredlass of funtions is built by omposition of a random funtion of a reduednumber of bits d � n with a linear ompression from n bits to d bits. In thisase, eah of the n oordinates of Fu has the shape f ÆS where f is an unknownfuntion from d bits to 1 bit and S is an unknown linear funtion from n bits tod bits. We next show how to reover f and S from a few input-output pairs off Æ S. f?f Æ S = Æ S?Fig. 6. A representation of f Æ SFirst, we observe that onsidering a omposed funtion f Æ S the problem ofreovering f and S has multiple solutions. Indeed, for any linear permutation �6



of the rows of S, the transformed f Æ ��1 and � Æ S are an alternative solution.As a onsequene, when the �rst d olumns of S are linearly independent, wean suppose that they atually form the Identity matrix. Then, onsidering theinputs of f Æ S with their last n � d bits to 0 atually provides us with input-output pairs of f . There are 2d inputs of f Æ S with their last n � d bits to 0and this is what we need to ompute f by the interpolation method. Finally, theost of reovering f is 2d input-output pairs of f Æ S and 23d binary operations.
f Æ S = Æ 11 (0)(0) S ? ?? ??fFig. 7. Updated representation of f Æ SWe are now left at �nding the oeÆients of the n� d last olumns of S. Forthis, we sequentially resolve the oeÆients of the k-th olumn for k = d+1; : : : ; nby using inputs of f Æ S with their k-th bit to 1 and their last n � k bits to 0.At eah step, the oeÆients of the previous olumns are known and eah input-output pairs of f Æ S with the presribed bits to 0 de�nes an algebrai relationin the d unknown oeÆients of the urrent olumn. Sine we want to keep to aminimum the number of input-output pairs of f Æ S that we use, we do not usethese algebrai relations to solve the oeÆients of the urrent olumn. Instead,we do exhaustive searh on these oeÆients and use the algebrai relationsto identify their orret values. Sine eah algebrai relation is satis�ed withprobability about 1=2, we need on average about d input-output pairs of f Æ Sto disriminate the orret values of all d oeÆients. Applying this method tothe n� d unknown olumns of S osts (n� d)d input-output pairs of f Æ S and(n� d)2d binary operations.In all, our improved method allows to reover the omplete desription of fÆSfrom 2d + (n � d)d hosen input-output pairs and using 23d + (n� d)2d binaryoperations. For n = 64 and d = 8, this amounts to roughly 29:5 input-outputpairs and 224 binary operations.5 Proposition of CountermeasureHardware ountermeasures are either expensive to design, either not eÆientagainst statistial SCA [7℄. We propose then the logi ountermeasures basedon the attaker apability. 7



5.1 Countermeasure with the supplying line leakage modelThe urrent rise during the transitions from 0 to 1 or 1 to 0 is muh higher thanthe stati dissipation observed for the holding of state. The proposed SCA isbased on the knowledge of the �rst value of a register. But, if the targeted registeris preharged with a random before the seret-dependent value be written, theproposed SCA annot be done. That ountermeasure implementation osts oneregister more but also osts a random generator and spei� means to load itin the register. However, random generator are usually implemented on smartards. Fig. 8 illustrated that the preharging ountermeasure design. During theinitialization stage, the plaintext is written in a register while the random valueis loaded in the other one. At the �rst round of the algorithm, right part of theplaintext is proessed but the result is now written on the randomized register.A random value is needed at the 1st round, the ryptographi algorithm makingthis register preharged value be random for the other rounds. This design dividesthe data rate by 2. As the 2 �rst and 2 last round of the algorithm are sensitiveto our way of attaking, the designer an improve the data rate by prehargingonly these round whih osts 4 lok periods.

Fig. 8. Preharging ountermeasureFig. 9 presents another way of designing that ountermeasure. The Feistelfuntion is unrolled on two round. The initialization onsists then on loading arandom value on the rising lok edge and the plaintext on the next rising lokedge. The data rate is not divided by 2 anymore, just 1 lok period is added.However, this design multiplies the logi by 2. With this design, two more logihad been implemented, the ost is then area and onsumption not time exeutionanymore.Preharging is a well-known ountermeasure. However it seems to be ineÆ-ient in the ase of DFF leakage model.8



Fig. 9. Unrolling implementation5.2 Improved Countermeasure in the ase of DFF leakage modelIf the falling or the rising transition an be distinguished, the proposed SCAis still possible, at the di�erene that the attaker does not searh the minimalmean radiation but the medium mean radiation. This SCA bypasses the previ-ous ountermeasure. Indeed, the outputs on one round of the Feistel ould bedivided into three groups and instead of two groups. Then, at the bit level, anattaker who observe no transition annot say anything. But a transition from0 to 1 means that the observed bit of L � Fu(R) is 1 and a transition from 1to 0 means that the observed bit of L� Fu(R) is 0. Then, the proposed attakwork with the register preharging, it just osts more experiments. The previousountermeasure is then improved by working randomly with the plaintext orits omplementary. Due to Feistel properties, the �nal result an be alulatedwhatever be the kind of input data. Then the attaker who observes a 0 in aregister does not know if this bit is inverted or not. This ountermeasure re-sists to 1st order SCA. If Fu an be expressed as Fu(R) = F2(K � A(R)) withA an aÆne funtion, the ountermeasure implementation an be improved asrepresented on Dig. 10.

Fig. 10. Complementary Preharging9



6 ConlusionState of art in SCARE attak usually target software implementation. The attakwe presented in this artile is, to our knowledge, the �rst attak for reverse engi-neering a general Feistel with an hardware design. All the results proposed herean be applied to a generalized Feistel Sheme. We presented also an improvedountermeasure mixing omplementary register and preharging. This ounter-measure should resist to 1st order SCA. It has not been design for to resist to2nd order SCA. However, for that a 2nd order SCA attak be a real threat, itsfeasibility should be studied in future works and its omplexity learly identi�ed.Referenes1. �E. Brier, C. Clavier, and F. Olivier. Correlation power analysis with a kleakagemodel. In M. Joyeand and J-J. Quisquater, editors, Cryptographi Hardware andEmbedded Systems { CHES 2004, volume 3156 of LNCS, pages 16 { 29. Springer-Verlag, 2004.2. S. Chari, J. R. Rao, and P. Riohatgi. Template Attaks. In B. S. Kaliski Jr,C� . K. Ko�, and C. Paar, editors, Cryptographi Hardware and Embedded Systems {CHES 2002, volume 2523 of LNCS, pages 13 { 28. Springer-Verlag, 2002.3. R. Daudigny, H. Ledig, F. Muller, and F. Valette. SCARE of the DES (side hannelanalysis for reverse engineering of the data enryptation standart). In J. Ioannidis,A. Keromytis, and M. Yung, editors, Applied Cryptography and Network Seurity.International onferene { ACNS 2005, volume 3531 of LNCS, pages 393 { 406.Springer-Verlag, 2005.4. T. Koher, J. Ja�e, and B. Jun. Di�erential Power Analysis. In M. Wiener, editor,Advanes in Cryptology { Crypto '99, volume 1666 of LNCS, pages 388 { 397.Springer-Verlag, 1999.5. S. Mangard, T. Popp, B. M. Gammel, and B. Jun. Side Channel Lekage of MaskedCMOS Gates. In J. R. Rao and B. Sunar, editors, CT-RSA 2005, volume 3376 ofLNCS, pages 361 { 365. Springer Verlag, 2005.6. R. Novak. Side-hannel attak on substitution bloks. In J. Zhou and M. YungY. Han, editors, Applied Cryptography and Network Seurity. International onfer-ene { ACNS 2003, volume 2846 of LNCS, pages 307 { 318. Springer-Verlag, 2003.7. D. R�eal, C. Canovas, J. Cl�edi�ere, M. Drissi, and F. Valette. Defeating ClassialHardware Countermeasures: a New Proessing for Side Channel Analysis. In DesingAutomation Test in Europe International onferene { DATE 2008, 2008.8. C. Rehberger and E. Oswald. Pratial Template Attaks. In C. H. Lim andM. Yung, editors, International Workshop on Information Seurity Appliation {WISA, volume 3325 of LNCS, pages 440 { 456. Springer, 2004.9. S. M. Sze. Semiondutor Devies: Physis and Tehnology. John Wiley and Sons,In., 2002.
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