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Abstract—Surging network traffic is pushing signature-based
Network Intrusion Detection Systems (NIDSs) to their limits,
as they struggle to inspect every incoming packet. The high
computational cost of analyzing each packet and matching it
against large rulesets can lead to system saturation and missed at-
tacks. Rule-based pre-filtering can reduce this cost by forwarding
only potentially malicious packets to the NIDS. However, existing
work has largely overlooked the impact of pre-filtering on the
NIDS’s attack detection performance. Our analysis shows that
current methods disrupt attack detection because they discard
packets that do not match the pre-filtering rules, ignoring the
fact that NIDSs require additional flow information (e.g., the
TCP handshake) beyond the malicious packets to process flows
and detect attacks properly. To address this, we propose eRBF,
a new rule-based pre-filtering approach that pre-filters traffic
not only according to the rules but also based on the NIDSs’
flow processing requirements. Experimental results with Snort
demonstrate that eRBF achieves the desired balance, forwarding
less than 22% of all packets across two well-known datasets while
maintaining the attack detection above 95%.

Index Terms—NIDS, Security, Pre-filtering, Performance

I. INTRODUCTION

Network Intrusion Detection Systems (NIDSs) play a crit-
ical role in defending networks against malicious activity.
Although AI-based NIDS are on the rise, traditional signature-
based NIDSs are still widely used, with Snort [1] being one
of the most prominent examples [2]. These systems operate
by comparing packets to rules, where each rule contains
signatures (characteristics) of known attacks. Due to the ever-
increasing network traffic and number of attacks, the packet-
rule comparison stage can cause signature-based NIDS to
saturate, leading to dropped packets and missed attacks. In [3],
the authors have shown that even with fast packet acquisition
mechanisms, Snort could process only up to 60 Gbps before
consuming all the available CPU and dropping packets.

Common approaches to addressing NIDS saturation include
improving internal algorithms [4], bypassing the traditional
network stack [5], or designing high-speed NIDSs from
scratch [6]. In parallel to these methods, researchers have
explored reducing the number of packet–rule comparisons by
pre-filtering traffic [7]–[14]. The most common pre-filtering
method is flow (or packet) sampling, where only a subset
of packets from each flow is forwarded to the NIDS. While
used in commercial standards such as sFlow1 and studied

1https://sflow.org/

in academia [7], [8], flow sampling faces a key challenge:
selecting an effective sampling threshold for diverse traf-
fic patterns. Forwarding too many packets reduces filtering
benefits, while forwarding too few may cause attacks to go
undetected, making it difficult to strike the right balance with
static thresholds.

Several studies [9]–[14] have leveraged NIDS rules to pre-
filter network traffic and achieve this balance. The idea is to
offload a simplified version of the rules into the data plane (i.e.,
FPGAs, P4 switches, or eBPF) and forward only a subset of
the traffic that is potentially malicious. However, most works
have focused primarily on implementation details and the
volume of packets pre-filtered, while overlooking the impact of
pre-filtering on the NIDS’s attack detection performance. By
either not evaluating this aspect at all [9], [10] or providing
little explanation for poor detection results [12], [13], current
works have neglected this aspect, leaving the applicability of
rule-based pre-filtering uncertain.

Our initial experiments with current rule-based methods—
now evaluating the attack detection performance—showed that
filtering solely by rules disrupts NIDS detection capabilities.
This occurs because NIDSs often require additional packets
from a flow (e.g., the TCP handshake), beyond the malicious
ones, to identify attacks correctly. To address this, we propose
eRBF (extended Rule-Based pre-Filtering), a rule-based pre-
filter that reduces traffic forwarded to the NIDS while preserv-
ing attack detection performance. Like existing work, eRBF
uses simplified NIDS rules to identify and forward potentially
malicious packets. However, unlike existing work, it also for-
wards additional packets that may not match any rules, but are
essential for correct flow processing and attack detection. We
evaluated eRBF against flow sampling and existing rule-based
methods using Snort and two NIDS datasets. The results show
that eRBF achieves the best balance between reducing the
number of packets processed by the NIDS and preserving the
attack detection performance, demonstrating its effectiveness
in tackling NIDS saturation.

II. BACKGROUND AND RELATED WORK

A. Signature-Based NIDS

Network attacks typically follow specific patterns: they
target known vulnerabilities, execute certain commands, or
generate traffic at a high packet rate in the general case
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of DoS attacks. As a result, once an unknown attack has
been discovered and analyzed, it is often straightforward to
create a rule that identifies the associated malicious behavior.
Snort, one of the most widely used signature-based NIDSs [2],
was explicitly designed for this purpose. It enables network
operators to craft custom rules or use existing ones to protect
networks against well-known attacks.

Rules consist of two parts: the header, which specifies the
action to take upon a match, the network protocol, source
and destination IPs, and ports; and the options, which define
additional characteristics to inspect in the network traffic. The
options section allows operators to describe packet character-
istics that indicate an attack in detail. These include fields such
as content and PCRE (Perl-Compatible Regular Expression),
which inspect a packet’s payload for specific byte patterns
or strings. Other fields can define rate-based conditions to
detect attacks like DoS. By crafting effective rules and keeping
rulesets up to date, NIDS can safeguard networks against a
wide range of threats.

B. Pre-Filtering for Signature-Based NIDS

As traffic volume and the variety of network attacks grow,
the workload on signature-based NIDSs increases significantly.
This becomes especially problematic in high-speed networks,
where processing all packets at line rate becomes unman-
ageable, causing NIDS saturation and undetected attacks. By
pre-filtering packets and forwarding only a small subset of
traffic to the NIDS, it is possible to mitigate NIDS saturation.
The traditional method for pre-filtering is flow (or packet)
sampling, where a switch mirrors a fraction of the incoming
packets to the NIDS. Although there are various sampling
strategies, most of them are based on static thresholds that
define the sampling frequency. For example, sFlow uses a
basic sampling technique that forwards one out of every N
packets2. Similarly, sampling strategies proposed in academic
NIDS research [7], [8] depend on static thresholds to define
how many packets are filtered.

Although flow sampling is easy to deploy, setting thresholds
that effectively reduce the network traffic while maintaining
accurate attack detection for different traffic types and NIDSs
is challenging. To overcome this, researchers have proposed
rule-based pre-filtering, where a simplified NIDS ruleset is
offloaded to a pre-filtering device that discards unnecessary
mirrored packets before they reach the NIDS. This filtering
can be implemented inside the mirroring switch using P4 [12],
[13], on intermediate devices such as FPGAs [9]–[11], or even
on the NIDS server itself via eBPF [14].

Despite this significant body of work, a common limitation
remains: the lack of attention to attack detection performance
after pre-filtering. Some studies provide no evaluation of this
metric [9], [10], while others report noticeable drops in de-
tection accuracy without analyzing the root causes [12], [13].
In some cases, the evaluation does not include open-source
NIDSs [14], thereby reducing their applicability, or only

2https://sflow.org/packetSamplingBasics/

briefly suggests possible causes for performance drops without
providing a comprehensive solution [11]. By neglecting this
essential aspect, existing methods fail to deliver solutions that
are viable for real-world deployment.

III. EXTENDED RULE-BASED PRE-FILTERING FOR NIDSS

Rule-based pre-filtering can reduce the number of packets
a NIDS must process and help prevent saturation. The main
challenge is balancing three goals: (1) an implementation
that operates at line rate without becoming the bottleneck,
(2) reducing the number of packets reaching the NIDS, and
(3) maintaining the expected attack detection performance
after pre-filtering. While the first two goals have been well
studied, the third goal—preserving detection performance—
has received comparatively little attention, particularly when
integrating with open-source NIDSs like Snort.

Our initial analysis using existing rule-based methods and
Snort revealed that, although they can reduce traffic load, these
methods also compromise attack detection. To understand why,
we analyzed Snort’s source code and documentation and found
that it tracks flows to reassemble data and correctly process
transport and application protocols. This means Snort requires
additional packets, such as those in the TCP handshake,
alongside the malicious ones, to identify attacks. Current
pre-filtering approaches forward only rule-matching packets
(i.e., potentially malicious ones), missing these essential flow-
related packets and causing the observed decline in attack
detection performance.

Based on this investigation, we reconsidered the priorities in
designing a rule-based pre-filter and developed eRBF. Rather
than focusing on low-level implementation details tied to
specific technologies (goal 1), eRBF is a rule-based pre-filter
that focuses on reducing the traffic reaching the NIDS (goal
2) while preserving attack detection performance (goal 3). To
this end, we identified several additional packets that, although
they may not directly match any rule, are nonetheless essential
for the NIDSs to detect malicious traffic accurately:

• TCP Connection. Since TCP is a connection-oriented
protocol, Snort requires a sequence of packets to inter-
pret a flow accurately. Although Snort does not need
every packet in a TCP flow, those related to connection
establishment and termination (i.e., SYN, SYN+ACK,
RST, and FIN) are essential and therefore forwarded by
default. Additionally, the first ACK after a suspicious
packet flagged by eRBF is also forwarded, as it provides
crucial information for Snort’s TCP inspector.

• FTP Request and Response. For FTP traffic, Snort
might not be able to properly parse a suspicious FTP
request or response without the previous request or sub-
sequent response. Accordingly, both FTP request and
response packets are forwarded by default.

• DNS Query. Lastly, we also observed unreported attacks
for DNS response packets, even when the DNS response
packets containing malicious content were forwarded to
Snort. Further analysis showed that the corresponding
DNS queries were essential for Snort to evaluate those
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Fig. 1: Flow of a mirrored packet within eRBF.

DNS responses as malicious properly. As a result, DNS
queries are forwarded by default.

Fig. 1 illustrates the pre-filtering process for each mirrored
packet inside eRBF. Packets using unsupported protocols are
forwarded directly to the NIDS, since the pre-filter currently
handles only common protocols such as TCP, UDP, and HTTP.
This set of supported protocols can be extended according to
the main protocols in the network. Packets with supported
protocols are first checked against the predefined conditions
mentioned before and then against the offloaded ruleset. If no
match is found in both comparisons, the packet is dropped;
otherwise, it is forwarded to the NIDS for final inspection.
For TCP packets that trigger a rule, the pre-filter also records
the flow’s five-tuple to ensure subsequent ACKs are forwarded.

A final modification over existing work, motivated by the
additional packets forwarded by default in our design, was
to improve the pre-filtering and make it more fine-grained.
Current work typically offloads highly simplified rules, limited
to header fields (e.g., Layer 4 ports and IP TTL) [12], [13]
or a single payload content value [14]. In contrast, eRBF
incorporates all content fields of a rule as well as PCRE
fields, allowing for more precise pre-filtering. This reduces
the number of packets reaching the NIDS and addresses a
common issue of overly broad rule offloading. Oversimplified
rules often become too generic, forcing existing methods to
discard them and risk missing relevant packets. By preserving
most rule fields, eRBF avoids forwarding excessive irrelevant
traffic, thus improving the overall pre-filtering effectiveness.

IV. EVALUATION SETUP

To evaluate eRBF without being constrained by technical
details of specific tools, we developed a Python-based pre-

filtering simulator. It reads a PCAP file, filters the packets
according to the selected strategy, and saves the remaining
packets to another PCAP file, which the NIDS then analyzes.
The simulator’s logic depends on the pre-filtering method. For
flow sampling, a hash map is used to track flows and apply
thresholds to determine which packets are included in the final
PCAP. For rule-based pre-filtering, rules are parsed, simplified,
and grouped by protocol, IP, and port to reduce comparisons.
During simulation, packets are compared sequentially against
the relevant rules, and, in the case of eRBF, they also perform
the additional predefined conditions. The simulator’s code and
the evaluation materials can be found in our repository3.

We compared eRBF against the following strategies:
• Flow Sampling: Inspired by [8], the first N packets of

each arriving flow are forwarded to the NIDS, and N is
reset after T seconds. We experimented with values of 5,
10, 25, and 50 for both N and T.

• Header-Only Rule-Based Pre-Filtering: The simplest
rule-based approach, based on [12], [13], offloads only
fields directly available in the packet header (e.g., IP
addresses, TCP flags) or easily derived from them (e.g.,
TCP payload size). To improve pre-filtering, we applied
a strategy from [12] that excludes rules using the any
keyword in more than two of the following fields: source
IP, destination IP, source port, and destination port.

• Fast-Pattern Rule-Based Pre-Filtering: Based on [14],
this method extends the header-only approach by offload-
ing the fast-pattern content. As noted in [14], the fast-
pattern check is the first payload inspection step in NIDSs
and is designed to include the most discriminative strings
or byte sequences for efficient filtering.

Lastly, we used Snort 3.7.4 and the Snort 3 Registered4

ruleset with 46 346 rules enabled. As network input, we used
the CICIDS2017 [15] and CICIoT2023 [16] datasets, which
together cover a broad range of traffic patterns and network
attacks.

V. RESULTS

The main focus of this paper is the balance between packets
forwarded to the NIDS and preserving the attack detection
performance. This balance reflects how effectively a pre-
filtering method can address the NIDS saturation issue without
compromising the NIDS’s ability to detect malicious activity.

Alerts are used to evaluate attack detection performance
because they are the default action when a rule matches a
packet. Each alert is defined as a unique combination of a
flow’s five-tuple and a rule ID, so repeated alerts from the same
rule on the same flow are counted only once. It is important to
note that not all alerts correspond directly to labeled attacks in
the datasets: rules can generate alerts for benign or unlabeled
flows, and some labeled attacks may go undetected if the
ruleset lacks corresponding rules. This does not affect our
evaluation, as the goal is not to assess the completeness of

3https://github.com/daisyfbk/Pre-Filtering-Simulator
4https://www.snort.org/downloads/registered/
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Fig. 2: Packets forwarded vs alerts correctly identified for CICIDS2017.

the ruleset or the quality of the dataset, but to measure how
different pre-filtering strategies perform under realistic traffic
conditions.

The results demonstrating this balance are first presented
separately for each dataset, followed by an overview of all
traces. The two selected graphs in the dataset-specific sections
either illustrate trends commonly observed across experiments
or highlight atypical behaviors. We display two configurations
for the flow sampling (FS in the graphs) approach: one that
achieves the highest filtering rate and another that yields the
highest number of correctly identified alerts. Finally, we es-
tablished a common baseline for all the pre-filtering strategies,
corresponding to Snort processing the full, unfiltered trace,
which represents the ideal deployment scenario.

A. CICIDS2017

Fig. 2 displays the results for two of the five traces for
the CICIDS2017 dataset using Snort. The graphs compare the
number of packets forwarded in absolute terms, on the left,
with the number of alerts correctly identified, also in absolute
terms, on the right. In both graphs, the number of packets and

the number of alerts when Snort processes all the packets for
a trace (baseline) are indicated by the lines on top of them.

These graphs illustrate the core challenge of flow sampling:
balancing how much is filtered without decreasing the NIDS
attack detection capabilities for different traffic types. While
rule-based pre-filtering is not a guaranteed fix—as seen in the
results for the Header Only and Fast-Pattern approaches—it
can achieve a better balance when the NIDS’s flow processing
logic is taken into account, as demonstrated by eRBF. By
leveraging more rule information and forwarding additional
flow-relevant packets, eRBF filters more traffic while main-
taining a higher alert correlation.

B. CICIoT2023

eRBF’s results for the CICIoT2023 dataset showed a similar
trend to those observed with CICIDS2017. However, some
effects were more pronounced because the traces contain fewer
packets and exhibit more homogeneous traffic patterns, as
shown in Fig. 3. For example, the Backdoor Malware trace
demonstrates a perfect performance by eRBF: all alerts were
correctly identified, while only about 15% of the network traf-

Fig. 3: Packets forwarded vs alerts correctly identified for CICIoT2023.
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fic was forwarded. In contrast, the DDoS HTTP trace posed a
challenge regarding packet filtering. This trace includes many
small TCP flows, resulting in eRBF forwarding by default
a large volume of SYN, SYN+ACK, FIN and RST packets,
therefore reducing the overall filtering effectiveness.

C. Overview

Although individual traces are useful for highlighting spe-
cific behaviors, Fig. 4 provides an overview of the datasets
as a whole. In this figure, the packets forwarded and alerts
correctly identified by each strategy were first calculated as
percentages of the baseline for each trace. These percentages
were then averaged across both datasets and presented in a
scatter plot.

We can generalize trends observed in earlier images from
this overview graph. Flow sampling can achieve high alert
correlation or significantly reduce traffic, but balancing both
objectives for diverse traffic patterns is challenging. Rule-
based pre-filtering methods that ignore a NIDS’s flow pro-
cessing logic (triangle and square markers) also struggle to
achieve this balance. For instance, filtering based only on
header-related fields, even when removing broad rules, fails
to pre-filter packets for the NIDS. Including the fast-pattern
content can sometimes improve filtering but degrades the alert
detection, as necessary, but non-suspicious, packets have a
higher chance of being excluded.

eRBF achieves the best balance among the evaluated meth-
ods. For CICIDS2017, it forwarded only 19% of the traffic
while maintaining a 95% alert correlation. For CICIoT2023,
it forwarded 21% of packets, slightly higher, but the attack
detection improved to 96%. These results support our hypoth-
esis: by going beyond simple rule matching and considering
the NIDS’s flow-processing behavior, rule-based pre-filtering
can mitigate NIDS saturation without compromising detection
performance.

Fig. 4: Overview of packets forwarded vs alerts correctly
identified.

VI. CONCLUSION

The ever-increasing volume of network traffic and cyber
attacks can cause signature-based NIDSs to saturate, leading to

missed attacks. Rule-based pre-filtering provides a promising
approach to reducing the traffic these systems must process.
However, existing methods have struggled to minimize net-
work traffic without compromising the NIDS’s ability to detect
attacks. To address this limitation, we introduced eRBF, a rule-
based pre-filter that significantly reduces the traffic reaching
the NIDS while preserving its attack detection performance.
Our experiments with two well-known datasets demonstrate
that eRBF achieves the best balance between traffic reduc-
tion and detection accuracy, forwarding less than 22% of
all packets while preserving Snort’s attack detection above
95%. Future work will focus on expanding eRBF to provide
pre-filtering for Suricata and designing an efficient hardware
implementation.
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