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Abstract—The accelerated deployment of smart cities has led to
a proliferation of diverse services operating simultaneously within
urban environments. However, this growth presents the challenge
of scalability issues, due to the varied resources used per service
and the difficulty in analyzing wide-ranging network flows, since
most traffic is not classified by their service. We present a path
toward a smart city sensitive to criticality by: (1) showcasing con-
tributions to evolve an infrastructure with the internet-of-things
(IoT) and edge computing to accommodate traffic differentiation
and service criticality; and (2) proposing a distributed network
protocol, Rank, that is capable of dynamically allocating various
types of resources along paths between nodes in the network
infrastructure, so that new services could be added on demand.
Our results show that it is possible to transform a smart city into
a criticality-sensitive one by adopting a traffic classification with
little to no impact on packet forwarding and time synchronization
through hierarchical elements with respect to a GNSS source,
where Rank conveniently solves the dynamics of variable traffic
with low overhead.

Index Terms—Mixed-Criticality, Resource Management, Edge
Computing, Smart Cities, Time-Sensitive Networking

I. INTRODUCTION

The global landscape is witnessing an accelerating deploy-
ment of smart cities. This rapid adoption has led to a pro-
liferation of diverse services operating simultaneously within
urban environments [1], that is also one of the central topics of
debate for sustainable development in relatable communities
and events such as the 2025 World Expo in Osaka, Japan' [2].

Not all smart cities have an infrastructure with internet-of-
things (IoT) devices or edge computing. Among those that do,
this increase of services and the constant rise in relevance of
these infrastructures flag two problems that are not properly
taken into account: (1) the increase in provided functions may
not be scalable due to the variable set of types of resources
used per service; and (2) the wide scope of ingress network
flows makes the flows’ analysis difficult, since most traffic is
not commonly pre-classified.

In this paper, we showcase our approach to accommodate
traffic differentiation and service criticality in a flexible and
easily-adaptable manner. Then, we propose a distributed net-
work protocol capable of discovering and dynamically allocat-
ing resources (in several types) along paths across the network
infrastructure nodes. The results show that the application of
automatic traffic classification for traffic differentiation, and
time synchronization to keep a consistent data age throughout
all systems and nodes pose little to no consequences to traffic
forwarding. Our proposal for resource management ensures
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a linear time complexity as a worst-case scenario, and a
low message overhead for establishing a resource allocation
session. All these conclusions allow us to pave the way
towards a criticality-sensitive smart city.

This paper continues in section II with a brief contextual-
ization of the need for a future smart city deployment sensitive
to service criticality, its requirements, and the path chosen for
our proposed solution. With this assessment, in section III we
reveal how the two main requirements are addressed: traffic
classification and node synchronization. In section IV, we
move forward to enable guarantees and dynamism in the use
of node capabilities through the proposal of a fully distributed
protocol for resource allocation based on admission requests,
whose future integration in a Linux-oriented infrastructure
is detailed in section V. We conclude with section VI, with
several open challenges and future directions for research.

II. A CRITICALITY-SENSITIVE SMART CITY

The growth of any network infrastructure may evolve in the
number of services that benefit from it. However, such growth
cannot be permanent, as it will quickly reach limits due to
the low diligence on the operation of resources allocated to
the different requested activities. For this reason, as a main
requirement to move forward with new solutions that allow
better traffic management, it is important that an infrastructure
gets to work optimally with existing traffic, capable to differ-
entiate flows in the set of the various services and applications.

With traffic differentiation, we can determine the best con-
ditions for transmitting each service. However, in reality, this
quality-of-service (QoS) still lacks a requirement that is rarely
considered in networks, which is time. As cities evolve toward
machine-to-machine (M2M) communication scenarios and ve-
hicular autonomy, smart cities are entering an evolutionary
path similar to that of industry, moving rapidly toward large-
scale automation across various city services. Time, in these
communications, can be the highest priority variable among all
others, meaning that traffic designation must first pass through
its characterization as synchronous or asynchronous traffic.

Therefore, a mechanism or set of techniques are required
to create an environment where time is the primary consider-
ation in terms of network traffic classification in an network
infrastructure. Coming from industry, there are already several
solutions that have been adopted over time such as time-
triggered Ethernet, PROFINET, or EtherCAT, but all of these
fall short because they are vendor-specific or closed for indus-
trial solutions [3]. Given that, in smart city environments we
have general-purpose traffic that may require proper real-time
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Fig. 1. Network traffic classification at the entry point of a smart city network
access node.
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Fig. 2. Results of two concurrent priority flows experiment. For both priority
and best-effort traffic, A stands for with agent, and NA for without agent.

considerations, we adopted time-sensitive networks (TSNs) as
our base solution.

TSN is not a network protocol, but rather a set of network
mechanisms and protocols that are applicable as an extension
to Ethernet [4]. Being regulated by IEEE, TSN capabilities
allow greater flexibility than other industrial alternatives, in
an open manner, both in communication between various
machines, in their dynamic configuration, as well as in the low
cost of adoption as it is an extension to Ethernet implementa-
tion, which is already a common network access technology
in smart city infrastructures [3], [4].

III. CLASSIFICATION AND SYNCHRONIZATION

Time is therefore a primary variable in our process of
making a smart city sensitive to the criticality of its services.
In order to accommodate a TSN solution in the context of a
smart city, we first need to establish some rules over the traffic
that an infrastructure already has, or over others that may be
added throughout time.

We need to proceed with a first phase in which we clas-
sify the traffic, so that we can parameterize, in the future,
all characteristics per service according to our deployment.
Serving to provide an output of a set of service descriptors, this
classification must be executed in the network infrastructure
access layer nodes. Figure 1 depicts our agent solution for the
classification, and its application to ingress traffic in the smart
city context.

Fig. 3. Time synchronization with PTP grandmaster via RSUs and GNSS
with PPS via OBUs.

10’ 08

Offset, ns

CDF

06

TDOP
&

04

0 10 20 30 40 0 5000 10000
Time, min Offset, ns

15000

Fig. 4. Results on time synchronization with PTP and GNSS, with PPS, on
a mobility scenario.

The solution in figure 1 shows a classification procedure
that, in a first phase, identifies the ingress traffic of a node in
the access layer of the infrastructure, tagging packets with a
priority code point (PCP) value in a range that is common to all
nodes of the infrastructure. Once the packets have been tagged
with the appropriate priority in the context of the network they
entered, a description of the component flows is updated. This
will serve as input for a component that will determine if there
are configurations to apply, so that the traffic is subject to a
shaping technique.

Figure 2 shows the results of two concurrent priority flows
with a best-effort one in which it is revealed the effect of our
classification agent has in turning priority flows more stable,
leaving best-effort to become more variable, as expected.

The traffic shaping that can be subject to the procedure
in figure 1 may affect bandwidth or time, in the latter case
configuring its own scheduler so that it adjusts in relation to
an open transmission time. For this configuration to be applied,
a second requirement, of synchronization, must be applied to
all nodes involved in this infrastructure.

In a previous work of ours in [5], an integrated hierarchy
for a city was proposed to enable full synchronization of the
various network elements of a smart city with the highest pos-
sible clock precision. Through a combination of precision time
protocol (PTP) and global navigation satellite system (GNSS),
it was possible to study an approach that would maintain
synchronization between various partners based on a reference
clock. We also evaluated the possibility of synchronization
tools such as pulse per second (PPS) in GNSS, as we can see
in figure 3.



2025 21st International Conference on Network and Service Management (CNSM)

Figure 4 showcases the results of [5] on the application
of GNSS with PPS as a main clock source coming from
a roadside unit (RSU) or via a GNSS antenna at an on-
board unit (OBU). From the results, it is possible to conclude
that, having the time dilution of precision (TDOP) in ideal
conditions during the entirety of the experiments (TDOP is
ideal if below or equal to 1.0), the clock offset got closer to
102 ns. These results were obtained in a mobility scenario with
both environments of city and highway, with speeds varying
from a max of 50 km/h to a max of 120 km/h, in the 15 to
20 and 25 to 30 minute ranges. With these conclusions we
establish an infrastructure knowledgeable of its traffic patterns
and can proceed to the integration of new configurations.

IV. EASE AND REQUIREMENTS OF CONFIGURATION

With classification and synchronization properly designed
and implemented in a smart city infrastructure, the path opens
up to enable the integration of new services [6]. With services
properly described in their various characteristics in terms
of traffic, time, and even computational resources, we shall
be able to solve the problem of dynamically allowing the
inclusion of new rules in paths between any two points in
the network, so that the infrastructure can accommodate, in a
guaranteed way, a new service or function.

There is no reference topology for a city’s network in-
frastructure, but this composition shall be viewed as a set
of heterogeneous nodes. This increases the difficulty in re-
searching a solution, given that not only does the resource
allocation problem already exist, but the heterogeneity requires
that, beforehand, the availability of each involved node must be
estimated according to an admission request that is established
in a network session.

To solve these problems, we propose Rank as a fully-
distributed network protocol that enables the discovery, estima-
tion, allocation, and sharing of resources based on admission
requests from a requester to a destination (listener). The paths
between the two points cannot be designated by the client,
but rather discovered: a task which is performed based on
the availability of each node as the admission request passes
between pairs of nodes toward the intended listener.

In the current state-of-the-art, resource management pro-
tocols featuring resource allocation and estimation function-
alities lack three main capabilities in simultaneous [7], [8],
[9], [10]: 1) the ability to extend the list of resource types
considered for assessment and allocation; ii) the ability to
modify the resource assessment function by computational
node; and iii) the ability to describe such a new resource
type in a dynamic but still standard schema. Regarding the
latter, Rank only acknowledges requirements described via
standardized YANG modules, that are universally adopted
descriptions of resource specifications [11].

To be fully functional, Rank is comprised of a set of
six messages, as seen in action in figure 5: the exclusive
admission requests (EARs) and multiple admission requests
(MARs) are the only requirement list carriers, as well as
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Fig. 5. Admission request (labeled by filled circles from O to 8) and
replenishing with Rank (labeled by empty circles from O to 6).

of the priority of the session, being the trigger for the self-
assessment. The BID message is a response to a MAR message
in which a node shares its suitability value to the requesting
node. The acceptation (ACC) and refusal (REF) messages
are two possible responses to the Rank session. Finally, the
replenishing (REP) message is the one responsible for the
restoration of the resource allocation.

At each node visited by a Rank admission request, a
resource capacity assessment is performed against the list of
requested requirements [12]. From this evaluation, a suitabil-
ity value, B, always emerges, which is a normalized value
between 0 and 1, where 0 means total inability to fulfill the
request, and any other value means being able to guarantee
the request. When a node has more than one neighbor that
provides a path to the intended destination, each of these
should share its suitability value, and the highest of the set
should identify the next node with which to continue the
resource allocation session.

The assessment is structured around five core criteria, c,.
First, the node verifies whether its bare-metal hardware, ¢,
is fundamentally capable of meeting the requested resources.
If not, the node immediately disqualifies itself, granting a
null suitability (B = 0). If the bare-metal check passes, then
the node evaluates the availability of its current resources,
co, weighting each requirement according to its order of
importance within the request. If one resource fails to achieve
availability, then, the node immediately disqualifies itself.
In addition to resource-based evaluations, Rank incorporates
a priority, cs, for the request, assigning greater values to
tasks with higher urgency. Network proximity, c4, is also
considered: the node estimates its connectivity towards the
request’s intended destination (hereby called listener), using
network metrics such as latency or packet loss to judge how
quickly and reliably the service can be delivered, even in
the case that no network requirements were described in
the admission request. Lastly, Rank accounts for historical
performance, cs, rewarding nodes that have reliably handled
similar tasks in the past. The final suitability value is calculated
by B = ¢1 X ¢p X cg x 43, which is an expression that
multiplies ¢, co, and c3, and averages c4 and c5 scores due
to their own subjective nature.

Preliminary tests have been conducted in a C++ custom-
made emulated environment, where we could fine-tune con-
ditions, that allowed us to draw several conclusions regarding
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scalability criteria and how complexity is distributed over
time across different network topologies. Linear, mesh, tree,
ring, star, and fully-connected topologies were tested with
connections of 100 Mbps each, and with a varying number
of nodes ranging from a minimum acceptable per topology up
to 100 nodes.

Focusing on how messages are sent between nodes, we
observe that the worst case of temporal complexity occurs in
the linear topology, as we can see in figure 7. Since Rank has
control mechanisms for loops (supported by session identifiers
used in the messages), it is very positive to obtain these
results since message propagation occurs within the lowest
possible complexity given that, unequivocally, a session will
always have to pass through a minimum set of node pairs that
establishes the shortest path for resource allocation.

Looking at the overhead caused by the Rank protocol
messages, it is estimated that they have a mean overhead
of 1.16 & 0.13 kbit/s, in the selected nodes throughout path
discovery. Compared to other similar protocols such as re-
source reservation protocol for traffic engineering (RSVP-
TE) [13], the overhead of Rank messages is much lower,

as it is restricted only to connections that affect nodes with
links between a talker and the intended listener. This scenario,
through admission requests, becomes more comparable to
other similar protocols such as the TSN’s resource allocation
protocol (RAP) [14]. Nevertheless, the execution of Rank,
being exclusive to itself, has a reduced footprint, since RAP
requires the parallel use of other protocols such as the link-
layer registration protocol (LRP) [14], with which it confirms
responses to admission requests against fulfilled databases on
the capabilities and state of each machine. Rank works more
selectively, requiring only the needed information for the sys-
tem receiving a message, and thus preserving a guaranteed pre-
reservation until confirmation or rejection from the listener.

Rank also includes heartbeat messages that will allow it to
maintain awareness of the activity of the established reser-
vations, node-to-node, using a minimum message size (only
the header length of a Rank message, with 17 bytes). The
overhead of this type of operation is lower than the previously
estimated impact, given that the heartbeat message, although
periodic, has a maximum length of about one-third of the most
common message evaluated for admission requests.

V. INTEGRATED APPROACH

It is possible to transform a smart city infrastructure with
IoT devices and edge computing into a criticality-sensitive
smart city, as in figure 6. Taking as an essential starting point
the adoption of criteria that allow for the classification of
existing traffic to enable service differentiation, and the use
of well-adapted mechanisms for temporal synchronization of
all network elements, the distance to our objective becomes
very short, having only to deal with the natural dynamics of
the variable traffic of an infrastructure of this type.

Unlike our main reference of industrial networks, smart
cities are strongly characterized by having a very inconsistent
network profile. Knowing how to handle the entry of new
services in operation (as well as the breakdown of others) with
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network configurations already in place (especially assuming
temporal shaping configurations, such as time-aware shaping
(TAS) scheduling in TSN) is a task that our Rank proposal
conveniently solves with a low overhead for its operation of
approximately 1.2 kbit/s in a very punctual manner, oriented to
an admission request, and selecting only nodes that are capable
of providing access to the service recipient, which is a better
performance in relation to common standard solutions.
Current efforts are being made in integrating Rank as low as
possible in the Linux operative system”[12]. Rank is designed
to be working in the OSI Layer II, which requires frames to
be properly identified with a specific EtherType value. Coded
as 7265, Rank will natively fail to be recognized by the
operative system as soon as it starts parsing procedures in the
networking stack. To solve this, and with the help of extended
Berkeley packet filter (¢eBPF) directives, we are able to directly
access frames in the network interface card (NIC), forwarding
their content directly onto the Rank daemon that holds the
responsibility to maintain a connection to a AF_XDP socket
to allow newly received data to come. Figure 8 depicts this
integration of Rank as a standalone solution to be installed
in each surrogate node that is aimed to have its computing,
network, and time resources widely at disposal of city services.

VI. CONCLUSIONS AND FUTURE WORK

Our proposed approach showcases a first big step into
solutions that can finally give a sense of criticality and time
within an urban scenario, as a close-future hybrid environment
of autonomous vehicles, interconnected things, and legacy
entities. Besides our current contributions, there is still a large
gap in the availability of open-source alternatives for TSN
protocol and its mechanisms so that, even with Rank, common
operative systems such as Linux are able to actuate over the
system and deploy the requested resources for TSN-based
requirements.

In a larger scope of smart cities infrastructures, there are still
reliability concerns through the application of redundant paths
or guarantees of content delivery between network nodes. This
goal is being achieved by the application of TSN criteria and

2Project source code in https://doi.org/10.5281/zenodo.15482200.

considerations in wireless environments, but slowly since as
regulatory bodies for wireless network access technologies are
different, there is a low coordination between common efforts.

With some efforts from the scientific community, services
within a smart city, if virtualized, can be instantiated just-
in-time and with a shared time domain, as well with strict
computing, network, and timing requirements in place. For this
reason, the application of TSN schedules and configurations
under orchestration and virtualization environments is still
an open challenge that brings a closing future direction for
research.
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