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Abstract—In this paper, we identify three major technical
dimensions of a Digital Product Passport (DPP) system: data
carrier, online storage for product information, and updating
dynamic data. For each dimension, we first explore the design
space in terms of architectural options and technical challenges,
and then propose corresponding research directions. Specifically,
this paper discusses key challenges such as counterfeiting, inter-
operability, and data sovereignty, and calls for research in areas
such as decentralized identity and granular access management.

Index Terms—Circular Economy, Digital Product Passport
(DPP), Data Carrier

I. INTRODUCTION

As part of the European Green Deal, the Ecodesign for
Sustainable Products Regulation (ESPR)[1] of the Euro-
pean Union (EU) mandates Digital Product Passports (DPPs)
for high-impact sectors, requiring manufacturers to establish
machine-readable metadata throughout a product’s lifecycle,
to promote sustainability, circular economy, transparency, and
regulatory compliance. The vast possibilities for implement-
ing DPP systems involve several technical hurdles: selecting
durable on-product data carriers, designing future-proof, scal-
able data repositories, and handling dynamic data generated
by sensors, software applications, and user interactions. Trade-
offs between interoperability, accessibility, data privacy, secu-
rity, ecological impact, and other factors require a systematic
exploration of the design space.

II. BACKGROUND AND RELATED WORK

The DPP is a structured, digital data set, which is associated
with a physical product across its lifecycle, enabling trans-
parency, regulatory compliance, and circular economy goals.
DPPs support multiple stakeholders, e.g., the manufacturer,
consumer, and third-party service providers, by providing
verified information on origin, repairability, sustainability,
and more. Technically, a DPP system comprises three core
dimensions, as depicted in Fig. 1: (1) a data carrier, such as
a Quick Response (QR) code or Near Field Communication
(NFC) tag embedded in a product, (2) an online storage
infrastructure for dynamic and detailed product data, and
(3) authenticated updating mechanisms for tracking lifecycle
events. Implementation models range from offline (local-
only) to fully online (e.g., cloud-based) systems, as well as

hybrid approaches. Ideally, the data carrier is accessible via a
smartphone and stores a subset of the product’s information,
while the majority of data is stored online and referenced by
the carrier. Throughout a product’s lifetime, these data need to
remain up to date. Stakeholders can access them either directly
online or via the data carrier, which typically redirects to the
corresponding online storage.

Related work can be found in EU projects like CIRPASS1

and Battery Pass2, as well as academic research into Digital
Twins (DTs)[2], Asset Administration Shell (AAS)[3], se-
cure identifiers, identity interoperability, Verifiable Credentials
(VCs), and decentralized product information systems [4], [5],
[6]. These works highlight the need for scalable, privacy-
preserving, and interoperable DPP architectures.

Smartphone

Online storage for 
product information

Product
(e.g., washing machine)

Updating dynamic data
(during product lifetime)

Data carrier

Web

(subset of product 
information)

Stakeholders
(e.g., consumer, 
manufacturer, 

third-party service 
providers)

Fig. 1. Conceptual architecture of a DPP system.

In this paper, we discuss the design space and challenges
for DPP systems and propose research directions for

• Data carrier (Section III),
• Online storage for product information (Section IV), and
• Updating dynamic data (Section V).

III. DATA CARRIER

The physical product is equipped with a data carrier, which
links the product to digital product information, usually stored
in a Web-based data repository. Data carriers encompass a

1https://cirpassproject.eu/, https://cirpass2.eu/
2https://thebatterypass.eu/
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wide range of technologies in the design space: Textual labels
(e.g., plain text or a link), optical labels (barcode, DataMatrix,
QR code) and electronic carriers (Radio-Frequency Identifi-
cation (RFID) tag, NFC tag, smart card) are instances of
applicable data carriers for DPP systems, of which electronic-
based ones offer higher flexibility and can handle variable data.

A. Counterfeiting

Establishing trust in DPP systems requires effective mea-
sures to prevent fraud and counterfeiting. A key mitigation
is the unique identification of each individual product – or,
where appropriate, e.g., a model series or production batch
– which the data carrier must support. This enables reliable
traceability and secured linkage to digital information. Textual
labels are prone to modification, whereas optical data carriers
can include error correction, checksums for data integrity, or
even digital signatures for authenticity and integrity, protecting
the content.

Cloneability is another concern, common to both textual
and optical labels, such as QR codes: Most of them can be
easily duplicated and applied to counterfeit products, unless
complex or costly printing technologies are used [7]. Elec-
tronic data carriers offer greater resistance to cloning and
provide additional benefits in terms of data flexibility, security,
and authenticity. Unlike basic RFID and NFC tags, secured
microcontrollers and smart cards are specifically designed to
prevent cloning, where hardware-based Secure Elements (SEs)
are widely used. They can store and protect secret data –
such as unique identifiers or cryptographic keys – and support
hashing, digital signatures, and authentication operations.

Research Directions To further enhance identity trustwor-
thiness, we recommend conducting research and development
on the implementation of advanced security mechanisms, such
as challenge-response protocols, Active Authentication (AA),
Zero-Knowledge Proof (ZKP), and VC, at the data carrier
level. This proactive measure will strengthen DPP systems
against emerging security threats and achieve a high level of
trust in system identity verification processes.

B. Multiple Stakeholders

Given the involvement of diverse stakeholders, access rights
management is relevant at multiple levels, including the data
carrier and the online storage. The diversity of industry stan-
dards for data carriers (e.g., QR codes, RFID, and NFC tags)
poses interoperability challenges, since different stakehold-
ers may adopt different standards or implementations. This
makes approaches for standardization and decisions in consor-
tia essential for seamless data exchange. Furthermore, since
stakeholders have varying data needs, flexible architectures
are needed to maintain data integrity and trust throughout a
product’s lifecycle.

Research Directions To facilitate seamless data exchange
among stakeholders, we propose further research and devel-
opment in interoperable standards for data carriers. Further-
more, flexible access control mechanisms must be researched,
to accommodate varying stakeholder roles and data needs.

Exploring and establishing robust governance models for tag
issuance, updates, and end-of-life management is also crucial.
Additionally, detailed investigation of stakeholder require-
ments and consortium standardizations can support the design
of coherent DPP systems.

C. Accessibility
DPP data carriers should be accessible to people with

disabilities, non-experts, and users in low-connectivity or
resource-limited settings. Optical labels such as QR codes are
well-established, widely recognized, and easy to use, making
them a low-cost and universal access method. They support
compatibility with older smartphones and legacy devices,
allowing broad accessibility. Electronic data carriers, like NFC
and RFID, utilize well-established communication hardware
to provide reliable, contactless access. These technologies
enhance user experience and also support offline access to
essential product information. While NFC is widespread in
today’s smartphones, RFID-based carriers require dedicated
reader equipment and are not accessible to most consumers.
For an accessible DPP system, the choice of data carrier must
reach the maximum possible audience.

Research Directions Research must account for technology
available to the general public. While specific data carrier
technologies may offer superior functionality, only privileged
consumers may have access. Furthermore, to enable people
with disabilities and non-expert users to interact with DPP
data carriers effectively and independently, further research in
fields like interface and feedback design (e.g., audio, haptic
signals and visual guidance) must be conducted.

D. Storage Capacity
Data carriers for DPP systems have a significant variation

in storage capacity, ranging from a few kilobytes (max. ∼3
kB) for QR codes3 to tens or hundreds of kilobytes (max.
∼600 kB) for advanced NFC tags and secured microcon-
trollers4. The limited storage on most carriers requires hybrid
architectures, where essential information is stored locally
and detailed complete product information resides in remote
repositories. This strategy introduces challenges in balancing
offline accessibility, data sovereignty, privacy, as well as man-
aging authenticated access rights. Storing more data locally,
increases offline accessibility, data privacy and sovereignty.

Research Directions We recommend research into opti-
mizing hybrid strategies to balance offline accessibility and
privacy, including the use of selective disclosure. Additionally,
we suggest exploring methods for specific access control to
enhance privacy and user control over locally stored product
information.

IV. ONLINE STORAGE FOR PRODUCT INFORMATION

Storing product information online has several advantages,
including the ability to update information dynamically, scal-
ability to handle large datasets, and accessibility from various

3https://www.qrcode.com/en/about/version.html
4https://www.infineon.com/products/security-smart-card-solutions/

security-controllers/tegrion-security-controllers
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locations and devices. However, it also introduces challenges
related to data sovereignty, access control, hosting, interoper-
ability, and legacy integration.

A. Data Sovereignty and Access Control

Online product information management for DPP systems
requires compliance with regional regulations, careful access
control for different stakeholders, and strong measures to
provide trust, data integrity, and privacy. A key component of
this is data sovereignty, which encompasses control over data
storage locations, access permissions, and governance policies.
Achieving this, requires selecting suitable hosting environ-
ments, enforcing fine-grained access controls, and maintaining
transparency around data usage and ownership.

Architectural choices play a significant role: Centralized
storage offers simplicity and ease of management, but can
introduce risks such as single points of failure, limited scala-
bility, and vendor lock-in. In contrast, distributed architectures
enhance resilience and scalability, though they bring chal-
lenges in maintaining data consistency, synchronization, and
governance across multiple stakeholders.

In order to achieve best data availability and integrity,
resilient backup strategies are essential. Additionally, im-
plementing advanced cryptographic techniques and scalable,
interoperable solutions are critical for reliable and secured data
management across the DPP ecosystem.

Research Directions We propose to investigate and eval-
uate scalable frameworks that enforce data sovereignty and
granular access control in online product information sys-
tems. In particular, hybrid offline-online architectures for
DPP systems offer promising aspects for balancing privacy,
control, and scalability. This includes exploring fine-grained
access control mechanisms such as Attribute-Based Encryption
(ABE) schemes, which enable selective disclosure of product
information based on user attributes. Furthermore, integrating
principles of Self-Sovereign Identity (SSI)[8] can empower in-
dividuals to manage their digital identities and associated data.
In this context, Decentralized Identifiers (DIDs)[9] provide
a compelling strategy for decentralized identity management,
supporting secured and user-centric data governance.

B. Hosting

In Table I, we categorize hosting methods for DPP systems,
addressing benefits and drawbacks. Centralized hosting stores
product data on a server controlled by a single organization,
such as a specific, dedicated DPP service provider. Feder-
ated hosting involves multiple trusted parties (e.g., industry
associations, regulators), who jointly operate and govern the
infrastructure. Cloud-based hosting usually uses established
commercial cloud providers, such as Amazon Web Services
(AWS) or Microsoft Azure for storage and additional services.
Distributed Ledger or Blockchain approaches store product
data – or references such as hashes – on a decentralized net-
work. Hybrid hosting combines cloud or distributed solutions
with local storage on the product. Each method has trade-
offs regarding scalability, resilience, data sovereignty, cost, and

ease of integration. The choice depends on stakeholder require-
ments, regulatory constraints such as General Data Protection
Regulation (GDPR), and the desired level of decentralization.

Research Directions Future research needs to evaluate dif-
ferent hosting methods for DPP systems in detail, consider-
ing the aforementioned factors or specific constraints. This
includes exploring hybrid approaches that combine local and
remote storage, as well as Distributed Ledger Technologies
(DLTs) for enhanced transparency and trust. In case hosting
providers cease their operations, solutions for data migration
and managing changes in ownership must be investigated.

TABLE I
HOSTING METHODS FOR DPP SYSTEMS.

Method Benefits (+) / Drawbacks (-)

Centralized
+ Simple management, easy control
– Single point of failure, vendor lock-in

Federated
+ Shared responsibility, improved resilience,

no dependency on single operator
– Coordination overhead

Cloud-based
+ Scalable, flexible, cost efficiency
– Data sovereignty, long-term availability

Distributed Ledger /
Blockchain

+ Verifiable integrity, better transparency,
long-term data persistence

– Scalability, privacy challenges

Hybrid
+ Low latency, offline access, resilience
– Complexity, integration effort

C. Interoperability and Legacy Integration

Interoperability and legacy integration are crucial for the
widespread adoption of DPP systems. Heterogeneous legacy
systems with potentially proprietary components, inconsistent
interfaces, and irregular data of possibly low quality remain
major obstacles. Achieving cross-platform compatibility re-
quires standardized data models, as well as DPP-compliant
Application Programming Interfaces (APIs), where open stan-
dards and formats can be beneficial. Simple, effortless connec-
tors can ease the integration for small and medium-sized en-
terprises (SMEs), enabling them to participate in DPP systems
without substantial Information Technology (IT) investments.
Using lightweight, robust protocols such as Representational
State Transfer (REST) and Message Queuing Telemetry Trans-
port (MQTT) can unify modern and constrained environments,
enabling reliable communication and integration with existing
Internet of Things (IoT) infrastructures. Key challenges in-
clude maintaining data quality, consistency, and version con-
trol, as well as managing secured access in multi-stakeholder
environments. Furthermore, regulatory constraints, such as
GDPR, increase the complexity. Solutions should balance
immediate legacy compatibility with gradual modernization to
keep product information accessible, trustworthy, and future-
proof.

Research Directions We propose future research to ad-
dress challenges in providing semantic data consistency, ver-
sion control, and secured access management within multi-
stakeholder systems. A key aspect is the investigation and
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design of standardized, interoperable data models and APIs
that enable smooth integration of legacy and modern in-
frastructures, while providing regulatory compliance. Further
work should explore simple onboarding mechanisms for SMEs
and robust connectors for heterogeneous IoT and enterprise
systems. Additional research needs to investigate concepts
and tools for automated data mapping and transformation to
support seamless data migration between legacy and modern
systems.

V. UPDATING DYNAMIC DATA

Updating dynamic data concerns a product’s lifecycle
events, such as utilization, maintenance, repairs, or ownership
changes. For instance, a battery passport may track the number
of charging cycles and capacity degradation over time through-
out its operational life. This process involves mechanisms for
securely modifying both local and online product information,
while providing data integrity, privacy and fulfilling access
policies. It requires robust governance models to define who
can read, write, or delete product information under which
conditions. Update mechanisms for expiring or invalidating
claims (such as end-of-life status or warranty expiration) also
need to be established, allowing that outdated or revoked prod-
uct information is reliably identified and handled throughout
a product’s lifecycle.

A. Connected Products

For connected products, such as smart home devices or
industrial equipment, robust synchronization of product in-
formation can be useful. Lightweight protocols and event-
driven services should take care that updates are sent effi-
ciently and reliably to minimize resource consumption and
network overhead. Scenarios with intermittent connectivity can
pose challenges for maintaining up-to-date information. Data
minimization principles could be beneficial to selectively dis-
close and send only relevant information, while data retention
policies and responsibilities need to be clearly defined to com-
ply with regulations and privacy standards. Effective update
strategies should address version control, provenance, and the
need for real-time or event-driven synchronization. Addressing
these challenges is vital for maintaining trustworthy, up-to-date
digital product passports across multiple usage scenarios.

Research Directions We propose to design and evaluate
efficient update mechanisms for connected products, including
real-time synchronization, event-driven architectures, version
control, and selective disclosure strategies. Investigating the
use of lightweight protocols and microservices for reliable data
updates can also be beneficial. Additionally, exploring data
retention policies and responsibilities in the context of DPP
systems can help meet compliance with privacy regulations.

B. Non-connected Products

For non-connected products (e.g., computer monitors, power
tools), updates may rely on secured local interactions, such
as authenticated NFC transactions during events like repair,
maintenance, or inspection activities. Updates may include,

for example, operational hours, usage statistics, maintenance
records, or component replacement information.

Research Directions We suggest exploring secured protocols
for offline updates, usability studies for technician workflows,
and mechanisms for conflict resolution when synchronizing
offline and online data.

VI. CONCLUSION

In this paper, we explored the technical design space for
DPP systems, focusing on data carriers, online storage, and
dynamic data updating. We identified key challenges such as
counterfeiting, interoperability, data sovereignty, and access
control, and outlined research directions to address them. Our
analysis highlights the need for solid, accessible, and future-
proof DPP architectures that balance security, privacy, and
interoperability, supporting diverse stakeholders throughout
the product lifecycle.
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