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Abstract—Sustainable networks management rep-
resents a significant opportunity for reducing en-
ergy consumption among Information and Communi-
cation Technologies. Policy Based Network Manage-
ment (PBNM) is one of the key approaches to bring
sustainability to networks. However, despite its poten-
tial, PBNM is not yet widely commercially used. The
widespread use depends on an automated policies re-
finement process in order to translate high-level policies
into machine-readable policies able to put the business
strategies into practice. This work aims at proposing an
automated sustainability-oriented policies refinement
method, as well as an architecture and a prototype to
a sustainable network management.

I. Introduction

The Information and Communication Technologies
(ICT) are responsible, in average, for 2% of the carbon
emissions worldwide [1]. The communication networks are
responsible for a great part of this amount [2]. The network
service providers (NSPs) usually over-provision bandwidth
in order to ensure service level agreements (SLA) [3].
Nonetheless, the links are usually underutilized. Therefore,
there is an opportunity to reduce the energy consumption
by managing networks in a more sustainable way. Policy
Based Network Management (PBNM) is one of the key
approaches to communication networks management [4],
being also a way to achieve a more sustainable networks
management. A policy is a set of rules used to manage
and control access to a set of ICT resources and ser-
vices [[5], being able to handle quality of service, security
and sustainability issues [6]. Policy rules have four main
components: the context in which the rule is applied,
the condition under which it is applicable, the priority
and the action that must be executed if the condition is
achieved [5]. Despite being the subject of several previous
works, PBNM is not yet widely commercially used [4]. This
widespread use depends on the integration of a consistent
and coherent approach to extend business level policies
down to machine-readable policies, the so-called “policy
refinement”̇I. Policy refinement is the process of transform-
ing a high-level policy statement into a low-level policy
specification [7]. The main objectives of this process are
(1) to meet the policy requirements, translating high-level
policies into policies the system is able to perform, and (2)
to verify if the low-level policies meet the high-level policies
requirements [4]. Within this context, the objective of this
work is to study sustainability-oriented policies refinement
and propose an automated policy refinement method for

them. Policies have been commonly used to specify Quality
of Service (QoS) and access control rules. However, as the
sustainability has become a prominent issue, the policies
should also specify sustainability rules. A sustainability-
oriented policy should consider QoS parameters relaxation
to build a policy that accepts some QoS degradation
in order to save energy in the network. The amount of
accepted degradation will depend on the business goals.
The expected main contributions of this work are the re-
quirements that a policy refinement process should address
in order to tackle energy efficiency, a refinement method
and an architecture able to support sustainability-oriented
policies refinement, as well as a prototype able to perform a
proof-of-concept of the proposed method and architecture.
This paper is structured as follows. Section 2 describes the
current research regarding sustainable networks, policy-
based network management and policy refinement meth-
ods. Section 3 specifies the methodology that has been used
to develop this work. Section 4 summarizes the current
problem and outlines the expected results.

II. Current Research

[2] classified the existing solutions to reduce energy
consumption in communication networks into three cate-
gories: (1) re-engineering, that addresses the design and
materials used in equipment; (2) dynamic adaptation,
that deals with adapting the network according to traffic
or service requirements; and (3) sleeping/standby. This
refers to turning off parts of the network that are being
underutilized, which demands the equipment to interpret
specific commands to sleep, and that there be a centralized
entity able to make decisions (by evaluating energy con-
sumption, availability and load metrics). It is also essential
to consider that networks are, mostly, composed by hetero-
geneous equipment. To handle this scenario and to allow
the evaluation of the trade-offs (e.g., “how much is lost in
performance given an energy consumption reduction”), the
management system must capture the required data from
its equipment and decide what to do based on policies as
studied by [8] [9] [10]. According to IETF (Internet Engi-
neering Task Force), policies can have different abstraction
levels: business, system, network, device, and instance. A
management policy must be specified in the business level
(service level agreements, information security policies or,
in the context of this project, sustainability goals). The
policy must be translated to the system level by using
performance indicators and workflow information (“how”
the business policies will take effect). From the system



to the network level, the policy must incorporate specific
network metrics. In this level, the policy is defined us-
ing structured languages, like Ponder2 [11]. The device
level provides the instructions that each network device
can handle. The instance level has specific instructions
to be applied in every part of the device. These levels
comprise the Policy Continuum. The translation between
these levels is not simple, and automated approaches are
under development [12]. This problem is called “Policy
Refinement Problem”[13]. According to [12], an automated
approach is still an open issue. According to [4], we are
still far away from a generic solution that covers the gaps
between SLAs and high-level goals definition. According
to [14], a complete policy framework must consider: (1)
an extensible specification language (being formal makes
the interpretation easier); (2) a way to distribute policies
to the enforcement points (PEPs); (3) a policies analysis
mechanism; and (4) a mechanism that allows actions
identification and execution. Ideally, this framework should
also be automated, and support the definition of policies
in high-level languages, as well as conflicts detection and
resolution. Table I summarizes some of the main existing
proposals for policy refinement considering the aforemen-
tioned requirements, based on the work of [15], as well the
availability of the method for download. KAoS [16] seems
to be the most complete solution, starting the process
with a constrained set of natural language, going down
to actions to be performed in the devices. However, as the
other studies, it is not fully available for download over the
Internet.

TABLE I. Comparison among policy refinement methods

[6] [4] [11] [16] [17] [18] [19]
Automated χ partial partial

√
partial

√
partial

High-level
language

√ √ √ √
χ χ χ

Extensible
language

√ √ √ √ √ √ √

Conflict resolution
√ √

partial

√
χ χ χ

Policies analysis
mechanisms

√ √ √ √ √ √ √

Actions identific.
and execution

√ √
χ

√
χ

√
χ

Policies
distribution

√ √
χ

√
χ

√
χ

Download
available

partial partial χ χ χ partial χ

To the best of the author’s knowledge, there is no auto-
mated policy refinement method applied to sustainability.
[6] proposed a policy refinement from the business down to
the instance level using Ponder2 considering sustainability
issues as depicted in Fig. 2, but it is not an automated
method.

III. Proposed Solution Methodology

Considering all the described issues and existing so-
lutions, this work aims at proposing an automated pol-
icy refinement method applied to sustainability-oriented
policies, translating policies and verifying if the low-level
policies meet the high-level policies requirements. Method-
ologically, the sustainability policies refinement was al-

ready verified by [6] as illustrated in Fig. 1. To achieve
the proposed results, the plan described in Table II has
been followed.
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Fig. 1. Methodological sustainability policy refinement

The policies verification was studied considering an
authorization policy (network level) using CPN Tools [20],
a tool of Colored Petri Nets. Simulations using CPN
Tools allow the verification of a policy by simulating the
operation or, exhaustively, by using the state space tool.
The last is a complete way to verify a policy given that
the simulation is exhaustively executed. After the state
space construction, it is possible to use queries to check
if a prohibited state is reached. It is necessary to note
that this state space verification, exhaustive, is possible for
authorization policies. Obligation policies are tested using
only simulations and, therefore, are probabilistic, as done
by [21]. It is necessary to investigate other ways to verify
policies

TABLE II. Methodology

Step Planned activities
1 State-of-the-art research considering: (a) contex-

tualization of the Policy Refinement Problem to
sustainability-oriented policies; (b) Identification of
strategies for automated policy refinement and ver-
ification

2 Architecture proposal considering: (c) specification
of the functional requirements for sustainability-
oriented policies refinement; (d) refinement method
specification; (e) architecture specification

3 Prototype implementation, considering: (f) specifica-
tion and development of a testbed environment; (g)
specification and implementation of the prototype

Considering the requirements listed in Table I, we
propose to map the business level using Business Process
Modelling Notation (BPMN) related to the Service Level
Agreements or sustainability goals. As presented by [21],
the BPMN mapping for a more formal language has some
limitations that will be considered while integrating the
business level into the policy continuum. Using BPMN also
addresses other two requirements, usage of high-level and
extensible language. BPMN can be used in different levels
of abstraction, what gives us the possibility to incorporate



the required metrics to address the system level and start
to tell the system “how”̇I the business requirements are
going to be put in practice. BPMN can be mapped into
Business Process Execution Language (BPEL). At this
point, we need to understand how we could match this
lower level language with the network level obligation and
authorization policies. At this level, we will be able to
identify the actions that must be placed in the system,
as well as evaluate them and check for conflicts. The
device level will provide information regarding the types
of devices used to implement the network, as well as their
capability. To conclude, the instance level, that comprises
vendor and other device-specific characteristics, will apply
the instructions to each device.

IV. Expected Results and Final Considerations

Policy refinement is an open issue. Many proposals
have been presented, but there is neither fully automated
method from the business level down to the instance
level, nor an approach considering sustainability-oriented
policies. The widespread adoption of policy based network
management depends on this automation, as well as a
sustainable operation for networks. As expected results,
this work aims at an automated approach to sustainability-
oriented policies refinement, considering the translation
and verification of refined policies. The main contributions
are the requirements for such a solution, the refinement
method, the related architecture, and the prototype im-
plementation.
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