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Abstract

This paper describes the design and implementation of an SNMP-based
management system for the CORBA-based electronic brokerage application that
has been implemented within the scope of the ABS (Architecture for Information
Brokerage Service) ACTSroject. The management system is based on the use of
an SNMP-CORBA gateway that uses the JIDM (Joint Inter-Domain Management)
Specification Translation algorithms and incorporates ideas from the services and
facilities contained in theSNMP part of the JIDM Interaction Translation
documents. The paper also focuses on the way the management information has
been instrumented within the CORBA application trying to make it transparent
with respect to the developers of the functional aspects of the managed application.
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1. Introduction

Distributed applications have created important challenges in the management
world during the recent years. Integrated, standard, scaleable, and effective
management solutions have been requested in order to cope with the great
proliferation and increasing importance of this kind of applications. The irruption
of object-oriented distributed processing platforms based on standard and, to some
extent, mature specifications such us CORBA [1] has given international consortia
the opportunity to work on concrete management frameworks for distributed
objects applications. Thus, for instance, ISO and ITU-T are currently working on
the application of the ODP-RM [2] principles to distributed management in
ODMA (Open Distributed Management Architecture) [3], TINA-C
(Telecommunications Information Networking Architecture Consortium) has set
up a special working group on Service Management taking its Management
Architecture [4] as a basis, the NMF (Network Management Forum) has proposed
its Management Systems Framework [5], both the NMF and the OpenGroup have
been developing their JIDM (Joint Inter-Domain Management) specification [6]
(JIDM-ST) and interaction [7,8,9] (JIDM-IT) translations which have also been
proposed as solution for the TMN-CORBA interworking efforts of the OMG
(Object Management Groups) Telecom Task Force [10], etc.

These efforts have focused on different aspects of the management problem:
identification and definition of new management functionality, adaptation of
existing management functionality from the network management field,
management instrumentation of distributed applications, integration of these new
management frameworks with traditional ones, etc. As a result of those efforts,
some components of the ideal framework for the management of distributed
objects applications have been specified and are currently been refined but there is
not a complete solution yet.

This paper describes the particular approach adopted for the design and
implementation of an SNMP-based management system for a CORBA-based
distributed application: the electronic brokerage application that is being developed
within the scope of the ABS (Architecture for Information Brokerage Service)
ACTS European project.

The management system is based on an SNMP-CORBA gateway that uses the
JIDM-ST algorithms [6] and that incorporates some of the ideas of the JIDM-IT
for SNMP/CORBA interworking. The paper will describe the architecture of the
management gateway, how it is related to the JIDM-IT, how management
information has been instrumented within the CORBA application, hoBNXhP
managing console has been designed, and how the application performance is
affected by the management system.

The paper is structured as follows: section 2 introduces the ABS brokerage
service and the prototype that has been developed and that had to be managed,
describing the requirements that, from a management point of view, it imposes.
Section 3 describes the proposed management architecture focusing on the
definition of management information, the design of the SNMP-CORBA gateway
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and its relation to the JIDM-IT specification, the structure of the managing system,
and the way the management information has been instrumented. Finally, section 4
concludes the article by commenting some results obtained from the tests
performed with the developed management system, and presents some future work
trends that are intended to be followed.

2. The ABS Brokerage Application and its management
requirements

The brokerage service plays a key role in the first stages of commercial
transactions by putting Supply and Demand together. By means of this service,
customers get information about a set of providers that might fulfil their demands
thus helping them in the decision of which of those providers are the most suitable.
Simultaneously, the brokerage service helps the providers in putting their offers
closer to the customers.

The ABS consortium was devoted to the translation of the brokerage concept
to the Electronic Commerce World [11]. As a result, this consortium worked in the
definition and specification of an architecture of electronic brokerage systems
based on ODP-RM and TINA concepts [12], developing prototypes of this
architecture in CORBA and JAVA, and validating both architecture and prototypes
in a set of trials in real electronic commerce environments.

Figure 1 summarises the functionality of the ABS Broker Application and its
interactions with the users, the information and content providers and other
brokers:

» the ABS broker receives requests from users regarding some kind of
information or good they want to obtain;

» the ABS broker contains an internal representation of the information or goods
a set of registered content providers offer, as well as information about other
existing brokers that can help to satisfy users’ demands;

» the ABS broker generates a set of searches and retrieves precise information
from the content providers and other brokers, information that is combined in
order to satisfy the users’ demands;

» the ABS broker presents the obtained results to the users. Those results usually
consist of a list of suitable content providers (registered in the locally or in
other external brokers) that offer information or goods with the characteristics
required by the users.

In March 1997, the first ABS brokerage architecture was released and the
corresponding prototype was finished in December 1997 using CORBA as the
middleware technology (more concretely, OrbixWeb 2.0.1 was employed) and
JAVA as the programming language. A second and more complete version of the
architecture was finished in March 1998 and the final implementation of the new
prototype was completed in September 1998 (using OrbixWeb 3.0). Details about
the different components of the ABS broker system architecture can be found in
[13].
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Figure 1: ABS broker functionality and its main interactions with other actors in
the brokerage scenario.

During the trials of both prototype versions several aspects of the CORBA-
based broker application had to be managed:

« The configuration of the application: individual application components had to
be launched and stopped.

« The performance and accounting of the application: different performance and
accounting parameters regarding individual application components and the
application as a whole had to be retrieved.

e The faults of the application: application components had to be able to
generate notifications about unexpected conditions.

Therefore, a management system for a CORBA-based application had to be
designed taking into account the above requirements and the following constrains:

« The management system didn’t have to be implemented from scratch. Existing
components from other management systems had to be reused whenever
possible.

« The management of the brokerage application had to be integrated with the
management of network and system aspects.

« The development of the different application components didn't have to be
affected by the introduction of the support for the management functionality.

The previous items led to several design decisions that were taken during the
first stages of the development of the ABS management system:
« As application, network and system management had to be integrated, and,
simultaneously, a fast development of prototypes had to be achieved, the
SNMP standard [14] was chosen as the basis for the managing system. The
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simplicity of the SNMP management framework, the great number of
available SNMP management platforms (even in the public domain), and the
availability of SNMP network and system management agents were key facts
for this choice. The use of the OSI management framework was also
considered but its power, and therefore its complexity, was not needed for the
characteristics of the ABS management system.

e An SNMP-CORBA gateway approach was adopted for achieving
interoperability between the SNMP (the managing part) and CORBA (the
managed part) frameworks. The Multiarchitectural Manager [15] was another
suitable approximation but it was preferred to make the ABS management
system as independent as possible from the services of a particular SNMP
management platform. The design of the SNMP-CORBA gateway for the
ABS broker management was greatly influenced by the JIDM concepts [6,8,9]
mainly because of the generic SNMP SMI to CORBA IDL translations
algorithms it provides and because of the way it handles SNMP tables in the
CORBA domain.

» The instrumentation of the management information in the broker application
was based on the “interceptor” concept included in the last versions of the
CORBA standard. This design choice was taken due to two facts. First of all,
most of the management information variables that wanted to be obtained
from the application components were related to the number of invocations of
a particular method of the CORBA interfaces of an application component or
related to the time consumed during the completion of those methods. That
information could be obtained within the appropriate “interceptors”. Secondly,
the instrumentation of the management information didn’'t have to affect the
development of the management applications components. The introduction of
an “interceptor” is something completely transparent to the developer of a
CORBA component.

In the following sections, the ABS management architecture will be described
in detall, trying to explain how different aspects from other initiatives regarding the
management of CORBA-based applications have influenced its design.

3. The ABS Management System Architecture

Figure 2 shows the ABS Management System architecture developed for the
second version of the ABS brokerage service architecture. The following
subsections are devoted to the description of the main issues of the developed
management system.
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Figure 2: The ABS Management System Architecture

3.1 The Management Information Model

Specific ABS service and application management information has been defined
according to the rules of Internet SMI (Structure of Managed Information) [16].
The use of Internet SMI for the definition of the management information in this
kind of scenarios (SNMP management of a CORBA aafidio) is also suggested

in [9].

One different SMI group has been defined to be maintained by each broker

application CORBA component. In those SMI groups there are different types of
management information variables:

Management information related to the behaviour of the particular application

component itself.

Management information related to the behaviour of the application as a
whole. This management information is maintained by those application

components that control the interactions of the broker application with its

environment. For instance, the so-called USA (User Service Agent) can
maintain information about the average duration of the requests delivered by
the users.

Management information about the configuration of the management part of
that particular CORBA application component (management configuration

management). By means of that management information the application
component knows, for instance, how to send notifications, whether it has to
send monitoring notifications or not, etc.
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Most of the defined management information for the ABS broker application
components consists of simple SNMP variables. Nevertheless, some SNMP tables
have also been defined. These tables are used to store management information
regarding the set of “User Agents” and “Content Provider Agents” created when
different Users and Content Providers gain access to the broker application. These
agents are created by two broker architectural components: the USA (User Service
Agent) and the CPSA (Content Providers Service Agent). The way the information
contained in these SNMP tables is accessed and maintained has been a key issue in
designing the SNMP-CORBA gateway and the instrumentation of the management
information in the ABS broker application (as it will be described in sections 3.2
and 3.3).

For network and system management already existing definitions of managed
information has been used.

3.2 The SNMP-CORBA Gateway

This is the central component of the whole ABS management system architecture.
The SNMP-CORBA Gateway has to give support for the following
functionality:

* It has to receive and decode SNMP PDU's.

e It has to decide which application component maintains the information
related to the SNMP received request.

e It has to generate the appropriate CORBA request to perform the received
request and collect the corresponding CORBA responses and generate the
subsequent SNMP PDU's to be sent to the SNMP managing system.

e It has to collect events generated by the application components and send them
back to the managing system.

In order to support the above functionality, the SNMP-CORBA gateway was
structured in the following blocks (depicted in Figure 2).

The SNMP Stack and Extensible Agent

This SNMP-CORBA gateway block receives SNMP requests (from the managing
system) and, by using some configuration information, redirects them to some
other specific software component capable of processing them. The goal is the
separation of requests regarding network, system application, and service
management.

From an implementation point of view, this block consists of a JAVA SNMP
extensible agent so as to facilitate its integration with OrbixWeb JA
implementation of the CORBA platform that was used for the implementation of
the ABS broker application). The SNMP requests can be redirected to other SNMP
agents running in different ports (this approach is used for network and system
management) or to tidanagement Operation Dispatchtirat is described in the
following paragraphs.
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Management Operations Dispatcher

This SNMP-CORBA gateway block receives management operations requests
from the Extensible Agentiocates the Broker System component that can satisfy
the request, redirects the requests as CORBA operations, collects the results and
returns them to thExtensible Agerin a way suitable for the generationSXIMP
responses. Two different versions of this component were developed.

In the first version of the ABS management system [17] (developed for the
prototype of the first version of the ABS broker system architecture) a very
simplified Management Operations Dispatcheas used. It was based on a very
fixed syntactic relationship established between the SMI MIB file containing the
definition of the management information and the configuration of the ABS broker
CORBA application. For instance, each application component needed to be
maintained by only one CORBA server with the same name than the corresponding
MIB group. This fixed relationship also implied that the application components
had to maintain very simple management interfaces based on generic “get” and
“set” methods. Therefore, the resulting management system based on this gateway
had two important drawbacks:

» the compulsory use of the generic management methods made the handling of
SNMP tables very difficult as those generic interfaces didn't allow the
retrieval of a particular element of a table (it wasn’t possible to indicate the
coordinates of a particular requested element), and

« the management system would only be useful for CORBA applications
structured in a way similar to the ABS broker application (one CORBA
component in only one server with a fixed name, etc.)

The use of new management interfaces customised for the handling of tables
was considered but, instead of that, for the second version dflahagement
Operations Dispatche(developed for the more complex second version of the
ABS broker application), several concepts, principles and procedures of the JIDM
[6,8,9] solution were adopted for the development of the SNMP-CORBA gateway.

The JIDM proposal for achieving interoperability among the SNMP, OSI
Management and CORBA domains from the management point of view is
composed of two parts:

e The JIDM Specification Translation [6] which defines algorithms for the
different combinations of translations among management information
specifications written in OSEDMO, SNMP/SMI and CORBA/IDL.

* The JIDM Interaction Translation that defines a set of CORBA facilities
intended to help in the achievement of interoperability among the CORBA,
OSl and SNMP management domains. The JIDM IT defines both generic
management CORBA facilities and management domain specific CORBA
facilities (devoted to the OSI-CORBA [8] a'siNMP-CORBA interoperability

E)2
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For the functionality required for the management of the ABS broker
application, the following JIDM aspects were found to be useful and therefore
were adopted:

e The JIDM Specification Translation algorithms for the translation of

SNMP/SMI specifiations into CORBA/IDL specifications.

e The following items of the SNMP part of the JIDM Interaction Translation [9]:
e The SMI Repository Serviceehich maintains information about the OID
hierarchy of the SNMP MIBs and the textual names &s®utwith each
OID in it.
e The mechanism proposed for the mapping of names of SNMP variables to
a hierarchical name tree based on tB®RBA Naming Service
specification.

« The SNMP Naming Servic§pecification which is an extension of the

CORBA Naming Servicdadding the capability of lexicographically
ordering of entries).

Nevertheless, th8MI Repository Servicand theSNMP Naming Servicsere
not exactly implemented as they are defined by JIDM. In order to simplify the
development of thlanagement Operations Dispatchamnd to reduce the number
of CORBA interactions needed to support management operations (and thus, to
improve the performance of the management systems) the following
simplifications were made:

e Instead of implementing th&MI Repository Servicés functionality was
provided by the direct access to the information stored in the SMI MIB file.

e Instead of implementing a neBNMP Naming Servicghe CORBA Naming
Servicewas directly used and the extensions intended to be provided by a
genericSNMP Naming Serviogere directly implemented ithe Management
Operations Dispatcheitself.

The drawback associated to this simplification is the lack of flexibility in the
obtained solution: there are not geneBNIMP Namingand SMI Repository
Serviceghat might eventually be accessed by other CORBA objects. But, as this is
not going to happen in the ABS environment, the simplified solution is much better
due to its simplicity and its better performance.

The Notification Manager

This SNMP-CORBA gateway block is responsible for the reception of
notifications from the applications components and their translation to SNMP
Traps by using the services of tB&IMP Stack and Extensible Agelttis not
based on th&NMP Notification Servicdefined in [9] because the implementation

of this service was too complex compared with the simple needed functionality,
regarding notifications, in the ABS environment: all the application components
send their notifications to thidotification Manager(there are not other possible
destinations for the notifications generated in the broker system) and all the
received notifiations are directly translated 8NMP Traps and sent to a single
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SNMP managing system. Furthermore, only a limited event filtering capability was
needed in order to specify whether natifications about activation or deactivation of
components had to be forwarded to the managing system or not.

The Notification Managemuses typed natifications defined in a similar way to
what is proposed in current OMG works on a gen€@RBA Notification Service
[19] and implements a simple method with a single operationctepa the
generated notifications.

The Application Components Monitor

This block periodically checks what ABS application components are up and
running and maintains a table with that information. This table carcdessed
through the management interface of Matification Manager Furthermore, the
Application Components Monitgeroduces notifications in order to inform the
managing system about the changes in the status of the application components.
From and implementation point of view, due to its close interrelation both the
Application Components Monit@and theNotification Managerare located within

the same CORBA server.

3.3 The CORBA management interfaces and the instrumentation of
management information

In the ABS Management System, the approach of the TINA Management
Architecture [4], which is also suggested in [9] is adopted for the instrumentation
of the defined SNMP MIB in the CORBA application. In this approach,
computational objects provide two types of interfaces: one functional interface and
one management interface. The management interfaces for the different application
components are obtained by applying the JIDM Specification Translation
algorithms to the defined ABS SNMP MIB. For this step the SMI to IDL translator
developed by Lucent Technologies [20] was used.

When developing the ABS SNMP MIB, it became apparent that three types of
management variables (all of them accessible trough the IDL interfaces obtained
from the application of the JIDM ST algorithms) could be distinguished according
to the way their value might be obtained:

* Management variables associated to the number of invocations of particular
application component methods (methods of the IDL interfaces). For instance,
the number of accesses to a database.

« Management variables associated to the average duration of a particular
operation (associated to an application component method). For instance, the
average time needed to resolve a user request.

« Management variables related to some internal parameter of an application
component. For instance, the number of internal failures of an application
component.

As it was explained in section 2, the development of the different application

components should not be affected because of the introduction of the support for
the management functionality. In other words, from an implementation point of
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view, the management instrumentation should be as transparent as possible to the
developers of the managed application components.

Taking into account the above requirement, the following two complementary

mechanisms were chosen to support the instrumentation of the three types of
management variables previously described:

The instrumentation support for the first two types (those associated to the
number of invocations or the average time consumed by an IDL method) was
achieved by using (as in [21]) a proprietary mechanism provided by OrbixWeb
3.0: the so-called “Orbix Filters”. These filters can be considered as an
implementation of the concept of “Interceptor” included in version 2.2 of the
CORBA specification. The “Orbix Filters” allow the processing of CORBA
requests and responses before and after they are passed to the application
components. These filters are completely transparent to the developer of the
managed application component.

The instrumentation support for the third type (that associated to some internal
parameter of the application component) is based on the value of some internal
variables provided by the application component developer’'s code (the
instrumentation of this type of management variables cannot be completely
transparent to the developer).

From an implementation point of view it is important to point out the

following items:

As OMG IDL does not support the défion of multiple interfaces for a single
CORBA object, an inheritance relationship was established between the
classes implementing the functional and management interfaces thus obtaining
a class with the methods of both interfaces. The implementation of the logic of
the management interfaces is supported by the so-called “Management
Handlers” classes (schematically shown in Figure 2). Therefore the developer
of an application component only has to derive its implementation class from
the corresponding “Management Handler”. The “Management Handlers”
contain member attributes devoted to the storage of the values of the variables
of the corresponding SMI group. These attributes, whose values are accessed
through the operations of the management interfaces implemented by the
“Management Handleéls can also be modified by the code of the
implementation class of a particular application component. In this way, the
application developers take the control of the management information
without being concerned about how it is accessed.

The “Management Handlers” also instantiate the corresponding “OrbixFilters”
which are used to store management information about the use and time
consumption of application components functional methods. The management
information obtained by the filters is alsocassible through the management
interfaces implemented by the “Management Handlers”.
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Both the “Management Handlers” and the “OrbixFilters” are also used to obtain
information about the configuration and the dynamic behaviour of the managed
application:

« When the“Management Handlers”classes are instantiated, they send a
notification to theNotification Managemwhich forwards it to thé\pplication
Component Monito¢described in section 3.2) to inform it about the activation
of a CORBA application component (this configuration information can
subsequently be accessed by the managing system)

« The filters can “capture” operationsceived and sent by a particular CORBA
server. When a filter detects an operation, it can send a notification to the
managing system by means of thtification Manager The managing
System can use this information to track CORBA requests and to graphically
display the interaction among application components.

3.4 The Managing System

The SNMP managing system has been developed usintkitieal/scotty[23]
management platform. On top of this platform, a set of small management
application was developed in order to customise its functionality for the
management of the ABS Broker System application. From a management operator
point of view, the ABS managing system can perform the following tasks:
e Browse the ABS MIB. Each SNMP request will be forwarded by the SNMP-
CORBA Gateway towards the proper ABS Broker System component.
« Graphically monitor network, system and application SNMP variables.
« Monitor the status of the application components.
e Graphically and dynamically show the invocation of CORBA operations by
using the SNMP traps assaked to the notifications generated by the filters.
« Obtain Brokerage Service management information from the combination of
several application management parameters.

4. Conclusions and Future Work

In this paper the architecture of the management system for the ABS brokerage
application has been presented as an example of how a CORBA-based application
can be managed by means of existing SNMP management platforms and tools.
JIDM principles have played a key role in the design of this management system
mainly in the phase of the management information models translation. The JIDM-
IT ideas had to be applied in a simplified way in order to reduce the complexity
and potential performance problems in the development of the SNMP-CORBA
gateway.
During the integration of the ABS management system with the ABS broker
system prototype, two main conclusions were obtained:
« The way the management information has been instrumented has proven to be
a very good one as the developers of the ABS application components didn’t
have to be aware of the management part of the overall system.
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e The introduction of the management system, even with the modification
explained above, produced important application performance degradation. In
addition to the performance problems, the development process also suffered
from the already known problem of the great number of source files generated
by the JIDM-ST algorithms [24]

We are currently working in different issues in order to improve the functionality
of the developed management system:
< Automatic generation df Management Handlerstaking the MIB definition
as the starting point.
« Improvement of theNotification Managerin order to implement the JIDM
SNMP Notification Service
e Separation of the JIDM-IT functionality from the gateway components in
order to develop generic CORBA services (as described in [9])
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