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$EVWUDFW
:H�SUHVHQW�$1&256�� DQ� DGDSWDEOH� QHWZRUN� FRQWURO� DQG� UHSRUWLQJ� V\VWHP� WKDW

PHUJHV�WHFKQRORJ\�IURP�QHWZRUN�PDQDJHPHQW�DQG�GLVWULEXWHG�VLPXODWLRQ�WR�SURYLGH
D� XQLILHG� SDUDGLJP� IRU� DVVHVVLQJ�� FRQWUROOLQJ�� DQG� GHVLJQLQJ� DFWLYH� QHWZRUNV�
$1&256�LQWURGXFHV�D�IUDPHZRUN�WR�DVVLVW�LQ�PDQDJLQJ�WKH�VXEVWDQWLDO�FRPSOH[LWLHV
RI� VRIWZDUH� UHXVH� DQG� VFDODELOLW\� LQ� DFWLYH� QHWZRUN� HQYLURQPHQWV�� 6SHFLILFDOO\�
$1&256�SURYLGHV�DQ�H[WHQVLEOH�DSSURDFK�WR�WKH�G\QDPLF�LQWHJUDWLRQ��PDQDJHPHQW�
DQG�UXQWLPH�DVVHVVPHQW�RI�YDULRXV�QHWZRUN�SURWRFROV�LQ�OLYH�QHWZRUN�RSHUDWLRQV��:H
SUHVHQW� VRPH� RI� WKH� DGYDQWDJHV� WKDW� FDQ� EH� REWDLQHG� E\�PHUJLQJ� WHFKQRORJ\� IURP
QHWZRUN� PDQDJHPHQW�� GLVWULEXWHG� VLPXODWLRQ�� DQG� DFWLYH� QHWZRUNLQJ�� DQG� GHVFULEH
KRZ� $1&256� OHYHUDJHV� FRPSOHPHQWDU\� HOHPHQWV� RI� HDFK��:H� DOVR� LQWURGXFH� DQ
$1&256� IDFLOLW\�FDOOHG� WKH�DFWLYH�QHWZRUN�GDHPRQ�$QHWG��ZKLFK� VXSSRUWV� WKH�GH�
SOR\PHQW�DQG�V\VWHP�PDQDJHPHQW�RI�D�ODUJH�FODVV�RI�OHJDF\�VRIWZDUH�DQG�QHZHU�DF�
WLYH�QHWZRUN�DSSOLFDWLRQV�XQGHU�WKH�$1&256�IUDPHZRUN��/DVW��ZH�SUHVHQW�D�SURWR�
W\SH� QHWZRUN� HQJLQHHULQJ� VHUYLFH� WKDW� ZDV� GHYHORSHG� WR� GHPRQVWUDWH� $1&256¶V
FDSDELOLWLHV�

.H\ZRUGV
1HWZRUN� HQJLQHHULQJ�� DFWLYH� QHWZRUNV�� GLVWULEXWHG� VLPXODWLRQ�� SURWRFRO

SURWRW\SLQJ��G\QDPLF�GHSOR\PHQW

1� Introduction

7KH�PRVW� VLJQLILFDQW� WUHQGV� LQ� QHWZRUN� DUFKLWHFWXUH� GHVLJQ� DUH� EHLQJ� GULYHQ� E\
WKH�HPHUJLQJ�QHHGV�IRU�JOREDO�PRELOLW\��YLUWXDO�QHWZRUNLQJ��DQG�DFWLYH�QHWZRUN�WHFK�
QRORJ\��7KH�NH\�SURSHUW\�FRPPRQ�WR�DOO�WKHVH�HIIRUWV�LV�DGDSWDELOLW\��DGDSWDELOLW\�WR
UHGHSOR\�QHWZRUN�DVVHWV�� WR�UHZULWH�FRPPXQLFDWLRQ� UXOHV��DQG� WR�PDNH�G\QDPLF� LQ�

����������������������������������������������������������
�The work presented in this paper is currently funded by the Information Technology Office of the
Defense Advanced Research Projects Agency, under contract number DABT63-97-C0040.
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VHUWLRQ�RI�QHZ�QHWZRUN�VHUYLFHV��D�QDWXUDO�HOHPHQW�LQ�QHWZRUN�RSHUDWLRQV��&ULWLFDO�WR
WKH�GHSOR\PHQW�DQG�PDQDJHPHQW�RI�WKHVH�IXWXUH�QHWZRUNV�LV�WKH�QHHG�WR�SURYLGH�FRQ�
VLVWHQF\�DQG�FRQWURO�RYHU�G\QDPLF�FKDQJHV��DQG�WR�OLPLW�WKH�LPSDFW�WKDW�VXFK�FKDQJHV
KDYH�RQ�SHUIRUPDQFH�DQG�VWDELOLW\��DV�UHTXLUHG�IRU�UREXVW�FRPPXQLFDWLRQ��$GDSWLYH
FRPSXWLQJ�HQYLURQPHQWV�FRXOG�EHQHILW�JUHDWO\�IURP�VHYHUDO�RQJRLQJ�UHVHDUFK�HIIRUWV�
$FWLYH�QHWZRUN�UHVHDUFK�>��������������@��LQ�SDUWLFXODU��VHHNV�WR�SXUVXH�WKLV�FRQFHSW
RI� DGDSWLYH� FRPSXWLQJ� E\� SURYLGLQJ� QHWZRUN� SURWRFROV� WKDW� DUH� PRUH� IOH[LEOH� DQG
H[WHQVLEOH��$FWLYH�QHWZRUNLQJ�LV�PRWLYDWHG�E\� WKH�QRWLRQ� WKDW� WKH� LPSURYHPHQW�DQG
HYROXWLRQ�RI�FXUUHQW�QHWZRUNLQJ�VRIWZDUH�LV�JUHDWO\�KLQGHUHG�E\�VORZ�DQG�H[SHQVLYH
VWDQGDUGL]DWLRQ�SURFHVVHV��$FWLYH�QHWZRUNLQJ� WULHV� WR�DFFRPPRGDWH�FKDQJHV� WR�QHW�
ZRUN� VRIWZDUH�E\� IDFLOLWDWLQJ� WKH� VDIH� DQG�HIILFLHQW�G\QDPLF� UHFRQILJXUDWLRQ� RI� WKH
QHWZRUN��$GDSWLYH�FRPSXWLQJ�HQYLURQPHQWV�PD\�EH�VHHQ�DV� WKH�FRPSRVLWLRQ�RI� WKH
WZR�PDLQ�RUWKRJRQDO�DSSURDFKHV�WR�DFWLYH�QHWZRUN�GHVLJQ�GLVFXVVHG�LQ�>��@�

'LVFUHWH�$SSURDFK��$GPLQLVWUDWRUV� LVVXH�H[SOLFLW�FRPPDQGV� WKDW� ORDG��PRGLI\�
RU�UHPRYH�QHWZRUNLQJ�VRIWZDUH��:LWK�WKLV�DSSURDFK�D�QHWZRUN�LV�DFWLYH�LQ�WKH�VHQVH
WKDW�LW�FDQ�EH�G\QDPLFDOO\�FKDQJHG�DGPLQLVWUDWLYHO\�

,QWHJUDWHG�$SSURDFK��7KH�QHWZRUN� LV�PRGLILHG�E\� WKH�GDWD�SDFNHWV� WKDW� WUDYHO
WKURXJK� LW��:KHQ� SDFNHWV� WUDYHO� WKURXJK� WKH� QHWZRUN�� WKH\� DXWRPDWLFDOO\� FDXVH� UH�
TXLUHG�VRIWZDUH�UHVRXUFHV�WR�EH�ORDGHG�RQ�GHPDQG��7KLV�DSSURDFK�LV�EHLQJ�IROORZHG
WRGD\�E\�PRVW�DFWLYH�QHWZRUNLQJ�UHVHDUFK�DQG�DOORZV�D�PXFK�ILQHU�JUDLQ�G\QDPLVP�

2� ANCORS Paradigm

,Q� DGGLWLRQ� WR�ZRUN� LQ� WKH� DFWLYH� QHWZRUN� FRPPXQLW\�� QHZ� VWDQGDUGV� DUH� EHLQJ
SURSRVHG� WR� DVVLVW� LQ� WKH� GLVWULEXWLRQ� DQG� PDLQWHQDQFH� RI� HQG�XVHU� DSSOLFDWLRQV
>�����@�� � 7KHVH� VWDQGDUGV� DWWHPSW� WR� LQWURGXFH� PRUH� WLPHO\� DQG� FRVW�HIIHFWLYH
PHFKDQLVPV� IRU�GLVWULEXWLQJ� DQG�PDLQWDLQLQJ� DSSOLFDWLRQ� VRIWZDUH� YLD� WKH� QHWZRUN�
DOORZLQJ�XVHUV�WR�LQVWDOO�RU�XSGDWH�VRIWZDUH�FRPSRQHQWV�E\�VLPSO\�DFFHVVLQJ�+70/�
OLNH� SDJHV�� +RZHYHU�� H[WHQGLQJ� VXFK� PHFKDQLVPV� WR� LQFOXGH� WKH� GHSOR\PHQW� DQG
PDLQWHQDQFH�RI�V\VWHP�OHYHO�VRIWZDUH�LV�PRUH�GLIILFXOW��7KH�DGGLWLRQ�RI�V\VWHP�OHYHO
QHWZRUNLQJ�VRIWZDUH�PXVW�EH�GRQH�FDUHIXOO\�WR�DYRLG�SRWHQWLDOO\�FRVWO\�PLVWDNHV��DQG
PXVW� DOVR� EH� SURSHUO\� FRRUGLQDWHG� ZLWK� WKH� PDQDJHPHQW� LQIUDVWUXFWXUH� LI� VXFK
FKDQJHV�DUH�WR�EH�SURSHUO\�PRQLWRUHG�DQG�FRQWUROOHG�

:KLOH� WKH� WUHQG� WRZDUG� DGDSWDEOH� SURWRFRO� DQG� DSSOLFDWLRQ�OD\HU� WHFKQRORJLHV
FRQWLQXHV�� WKH� FRQWURO� DQG� DVVHVVPHQW� RI� VXFK� PHFKDQLVPV� OHDYHV� RSHQ� EURDGHU
TXHVWLRQV��)XWXUH�QHWZRUNV�FRXOG�JUHDWO\�EHQHILW�IURP�VLPXODWLRQ�VHUYLFHV�WKDW�ZRXOG
DOORZ�QHWZRUN�HQJLQHHUV�WR�H[SHULPHQW�ZLWK�QHZ�QHWZRUN� WHFKQRORJLHV�RQ� OLYH�QHW�
ZRUN�RSHUDWLRQV��ZLWKRXW�FRPSURPLVLQJ�VHUYLFH��/LYH�WUDIILF�EDVHG�VLPXODWLRQ�VHUY�
LFHV�ZRXOG�SURYLGH�HQJLQHHUV� LQVLJKW� LQWR�KRZ�D�SURSRVHG�DOWHUDWLRQ�ZRXOG�DIIHFW�D
QHWZRUN��ZLWKRXW�FRPPLWWLQJ�WKH�QHWZRUN�WR�SRWHQWLDOO\�GLVUXSWLYH�FRQVHTXHQFHV�

)LQDOO\�� WKH� PDQDJHPHQW� RI� DGDSWLYH� QHWZRUNV� ZRXOG� JUHDWO\� EHQHILW� IURP� VR�
SKLVWLFDWHG�PRQLWRULQJ�WRROV�WR�KHOS�DVVHVV�WKH�HIIHFWV�RI�UXQWLPH�DOWHUDWLRQV�DQG�GH�
WHFW� ZKHQ� WKRVH� HIIHFWV� UHVXOW� LQ� DFWLYLW\� RXWVLGH� D� ERXQGDU\� RI� GHVLUHG� RSHUDWLRQ�

����������������������������������������������������������
1 In this paper, the term network service refers to a resource made available through the network that pro-
vides a well-defined interface for its utilization.
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Figure 1   Synergistic Model

&XUUHQW�QHWZRUN�PDQDJHPHQW��10��DQG�FRQWURO�VRIWZDUH�LV�RULHQWHG�WRZDUG�VHUYLF�
LQJ� VLQJOH� DGPLQLVWUDWLYH� GRPDLQV�� $V� QHZ� LQWHUGHSHQGHQFLHV� DULVH� LQ� VKDULQJ� UH�
VRXUFHV� EH\RQG� VLQJOH� DGPLQLVWUDWLYH� GRPDLQV�� PRQLWRULQJ� FDSDELOLWLHV� �H�J��� SHU�
IRUPDQFH� PRQLWRUV�� IDXOW�� RU� PLVXVH�GHWHFWLRQ� VHUYLFHV�� VKRXOG� EH� DEOH� WR� FKDQJH
RYHU�WLPH��DGDSW�DV�QHZ�FRQGLWLRQV�GHYHORS��DQG�VFDOH�ZHOO�WR�ODUJH�QHWZRUNV�

$1&256�LV�LQWHQGHG�WR�VWUHDPOLQH�DQG��DW�WKH�VDPH�WLPH��HQULFK�WKH�PDQDJHPHQW
DQG�PRQLWRULQJ�RI�DFWLYH�QHWZRUNV��ZKLOH�DGGLQJ�QHZ�VXSSRUW� WR� WKH�QHWZRUN�PDQ�
DJHPHQW�SDUDGLJP�WR�DVVLVW�QHWZRUN�GHVLJQHUV��7KH�$1&256�SURMHFW� LV�SXUVXLQJ�D
XQLILHG�SDUDGLJP� IRU�PDQDJLQJ�FKDQJH� LQ�DFWLYH�QHWZRUN� FRPSXWLQJ� HQYLURQPHQWV�
8QGHUO\LQJ� WKLV� IUDPHZRUN� LV� D� FRQFHSWXDO�PRGHO� IRU� KRZ� HOHPHQWV� RI� WHFKQRORJ\
IURP�QHWZRUN�PDQDJHPHQW��GLVWULEXWHG�VLPXODWLRQ��DQG�DFWLYH�QHWZRUN�UHVHDUFK�FDQ
EH�FRPELQHG�XQGHU�D�VLQJOH�LQWHJUDWHG�HQYLURQPHQW��7KLV�FRQFHSWXDO�PRGHO�LV�LOOXV�
WUDWHG�LQ�)LJXUH���

$1&256�JDLQV�IURP�GLVFUHWH�DFWLYH
QHWZRUNLQJ�WKH�DELOLW\�WR�G\QDPLFDOO\�GH�
SOR\�HQJLQHHULQJ��PDQDJHPHQW��DQG�GDWD
WUDQVSRUW� VHUYLFHV� DW� UXQWLPH��$1&256
OHYHUDJHV� WKLV� FDSDELOLW\� ZLWK� QHWZRUN
PDQDJHPHQW� WHFKQRORJ\� WR� ���� LQWHJUDWH
QHWZRUN� DQG� V\VWHP� PDQDJHPHQW� ZLWK
OHJDF\� VWDQGDUGV� �6103�� &0,3�� WR
SURYLGH� D� PRUH� IOH[LEOH� DQG� VFDODEOH
PDQDJHPHQW� IUDPHZRUN�� ���� SURYLGH
QHWZRUN� PDQDJHPHQW� IXQFWLRQV� WR
VXSHUYLVH� QHWZRUN� RSHUDWLRQV�� ���

G\QDPLFDOO\�GHSOR\�PHFKDQLVPV�WR�FROOHFW�QHWZRUN�VWDWLVWLFV� WR�EH�XVHG�DV� LQSXW� WR
QHWZRUN�HQJLQHHULQJ�WRROV�DQG�KLJKHU�OHYHO�DVVHVVPHQW�WRROV��DQG�����DVVLVW�QHWZRUN
RSHUDWRUV� LQ� UHDFWLQJ� WR� VLJQLILFDQW�FKDQJHV� LQ� WKH�QHWZRUN�� � ,Q� DGGLWLRQ��$1&256
LQWHJUDWHV� GLVWULEXWHG� VLPXODWLRQ� IDFLOLWLHV� WKDW� ZLOO� REVHUYH� OLYH� WUDIILF�� DQG� VLPX�
ODWH�HPXODWH�WKH�HIIHFWV�WKDW�SURSRVHG�PRGLILFDWLRQV�KDYH�RQ�WKH�QHWZRUN�

2.1� Active Node Architecture

7KH�FRH[LVWHQFH�RI�WKH�GLVFUHWH�DQG� LQWHJUDWHG�DFWLYH�QHWZRUNLQJ�DSSURDFKHV� LQ�
FUHDVHV�QHWZRUN� DGDSWDELOLW\��7KHUHIRUH�� EHVLGHV� RIIHULQJ� IOH[LEOH� LQWHJUDWHG� H[HFX�
WLRQ�HQYLURQPHQWV��((V���VXFK�DV�WKRVH�EHLQJ�GHYHORSHG�E\�WKH�DFWLYH�QHWZRUN�FRP�
PXQLW\��DGDSWDEOH�QHWZRUNV� VKRXOG� DOVR� VXSSRUW� WKH� FRH[LVWHQFH�RI� FRQFXUUHQW�SUR�
JUDPPLQJ�HQYLURQPHQWV�WKDW�FDQ�EH�GLVFUHWHO\�GHSOR\HG�ZLWKLQ�D�VLQJOH�QRGH�

(c) 1999 IFIP



Adaptive
learning

Heuristic
assessment

Automatic
response

Data
transport

EngineeringData Layer Monitoring

Control Layer

Assessment Layer

Figure 3   ANCORS Architecture

7KLV�KDV�OHG�UHVHDUFKHUV�WR�GUDIW�WKH�DFWLYH�QHWZRUN�QRGH�DUFKLWHFWXUH�GHSLFWHG�LQ
)LJXUH����UHIHU�WR�>�@�IRU�PRUH�GHWDLOV���+HUH��VHYHUDO�((V�H[HFXWH�LQ�XVHU�VSDFH�DQG
H[SOLFLWO\�UHTXHVW�UHVRXUFHV�IURP�WKH�QRGH�RSHUDWLQJ�V\VWHP��$�SDUWLFXODUO\�LQWHUHVW�
LQJ�DVSHFW�RI� WKH� DUFKLWHFWXUH� LV� LWV� SURYLVLRQ� IRU� D�SULYLOHJHG�PDQDJHPHQW�((� WKDW
SHUIRUPV�QHWZRUN�DQG�V\VWHP�PDQDJHPHQW�WDVNV��VHFXULW\�LPSOLFDWLRQV�DUH�GLVFXVVHG
LQ�6HFWLRQ���������,Q�DGGLWLRQ��D�GHPXOWLSOH[HU�GLVSDWFKHV�DFWLYH�QHWZRUN�SDFNHWV�HQ�
FDSVXODWHG�WKURXJK�$1(3��$FWLYH�1HWZRUN�(QFDSVXODWLRQ�3URWRFRO��>�@�WR�WKH�GLIIHU�
HQW�((V��LQFOXGLQJ�WKH�GHYHORSLQJ�QHZ�PDQDJHPHQW�DQG�HQJLQHHULQJ�WHFKQRORJ\�WKDW
ILWV�ZHOO�ZLWKLQ�WKLV�GHVLJQ��

2.2� ANCORS Architecture

$1&256� WDUJHWV� DQ� DFWLYH
QHWZRUN� HQYLURQPHQW�� ZKHUH
SRZHUIXO� GHVLJQ� DQG� DVVHVVPHQW
FDSDELOLWLHV� DUH� UHTXLUHG� WR
FRRUGLQDWH� WKH� KLJK� GHJUHH� RI
G\QDPLVP� LQ� WKH� FRQILJXUDWLRQ
DQG� DYDLODELOLW\� RI� VHUYLFHV� DQG
SURWRFROV�� 7R� WKLV� HQG�� ZH� KDYH
IRUPXODWHG� DQ� DUFKLWHFWXUH� RI� D
QHWZRUN� PDQDJHPHQW� DQG

HQJLQHHULQJ�V\VWHP�WKDW��ZKLOH� LQKHULWLQJ�VRPH�FRPSRQHQWV� IURP�FXUUHQW�10�WHFK�
QRORJ\�� LQWURGXFHV� GLVWULEXWHG� VLPXODWLRQ� DV� DQ� DGGLWLRQDO� WRRO� IRU� GHVLJQ� DQG� SHU�
IRUPDQFH�DVVHVVPHQW��6RPH�FRPSRQHQWV�RI�WKH�$1&256�DUFKLWHFWXUH�PDS�YHU\�ZHOO
WR�DOUHDG\�H[LVWLQJ�WHFKQRORJ\��5HFRJQL]LQJ�WKLV��WKH�DUFKLWHFWXUH�KDV�EHHQ�H[SOLFLWO\
GHVLJQHG�WR�DFFRPPRGDWH�RWKHU�QHWZRUN�PDQDJHPHQW�HQJLQHHULQJ�VROXWLRQV�

7KH�$1&256�DUFKLWHFWXUH� LV� GLYLGHG� LQWR�GDWD�� DVVHVVPHQW�� DQG� FRQWURO� OD\HUV�
)LJXUH���VKRZV�KRZ�WKH�GDWD�DQG�LQIRUPDWLRQ�IORZ�WKURXJK�WKH�OD\HUV��7KH�GDWD�OD\HU
RSHUDWHV�DW�WKH�GDWD�SDFNHW�OHYHO�DQG�RIIHUV�D�VHW�RI�VHUYLFHV�IRU�WKH�PDQLSXODWLRQ�RI
QHWZRUN�GDWD��7KH�DVVHVVPHQW�OD\HU�SHUIRUPV�DQDO\WLFDO�UHYLHZV�RI�QHWZRUN�EHKDYLRU

Active Network

Application Space Node OS Network

Resource Assignments

Resource Requests

 Mangement  EE

Add or Delete EEs

Figure 2   Active Network Node Architecture
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WR�H[WUDFW�UHOHYDQW�VHPDQWLF�LQIRUPDWLRQ�IURP�LW��7KH�FRQWURO�OD\HU�SHUIRUPV�KLJKHU�
RUGHU�IXQFWLRQV�EDVHG�RQ�H[SHUW�NQRZOHGJH�

7KH� $1&256� DUFKLWHFWXUH� KDV� EHHQ� GHVLJQHG� WR� UHXVH� DQG� LQWHJUDWH� VRIWZDUH
FRPSRQHQWV� GHULYHG� IURP� VLJQLILFDQW� DGYDQFHV� LQ� QHWZRUN� DODUP� FRUUHODWLRQ�� IDXOW
LGHQWLILFDWLRQ�� DQG�GLVWULEXWHG� LQWUXVLRQ� GHWHFWLRQ�� ,Q� SDUWLFXODU�� WKH� DVVHVVPHQW� DQG
FRQWURO�OD\HUV�RI�WKH�$1&256�DUFKLWHFWXUH�SHUIRUP�WDVNV�DQDORJRXV�WR�DODUP�FRUUH�
ODWLRQ� DQG� IDXOW� DQDO\VLV� RI� WKH� W\SHV� FXUUHQWO\� SURSRVHG� E\� QHWZRUN� PDQDJHPHQW
H[SHUW�V\VWHPV�>�������@�

$OO� WKH� FRPSRQHQWV� FRQVWLWXWLQJ� WKHVH� ORJLFDO� OD\HUV�PD\� EH� LQGHSHQGHQWO\� GH�
SOR\HG�DQG�FRQILJXUHG�RQ�PDFKLQHV� WKURXJKRXW� WKH�QHWZRUN�XVLQJ� FRPPRQ� V\VWHP
PDQDJHPHQW� VXSSRUW�� $1&256� PD\� GLVWULEXWH� GDWD�OD\HU� VHUYLFHV� RQ� PDFKLQHV
DFURVV� GRPDLQV��� EXW� GHSOR\V� DVVHVVPHQW� DQG� FRQWURO� OD\HU� VHUYLFHV� LQ� PDFKLQHV
ZLWKLQ� WKH�GRPDLQ� WKH\�PDQDJH��'HSHQGLQJ�RQ� WKH� DPRXQW�RI� UHVRXUFH� VKDULQJ� UH�
VXOWLQJ�IURP�WKH�GHSOR\PHQW�RI�DFWLYH�QHWZRUNLQJ�VHUYLFHV��WKH�DVVHVVPHQW�OD\HU�PD\
DOVR�EH�GLVWULEXWHG�DFURVV�PDFKLQHV� LQ�PXOWLSOH�GRPDLQV��%HFDXVH� WKH� FRQWURO� OD\HU
PXVW�SRVVHVV�D�VLJQLILFDQW�DPRXQW�RI�DXWKRULW\�WR�SHUIRUP�FKDQJHV�LQ�WKH�QHWZRUN��LW
VKRXOG�EH�GHSOR\HG�RQO\�ZLWKLQ�D�VLQJOH�GRPDLQ��6HYHUDO�FRQWURO�VHUYLFHV�PD\�WKHQ
FRRSHUDWH�DW�WKH� LQWHU�GRPDLQ� OHYHO� WR�H[FKDQJH� LQIRUPDWLRQ� IRU�PDNLQJ�EHWWHU�FRQ�
WURO�GHFLVLRQV� DERXW� WKHLU� UHVSHFWLYH� GRPDLQV��� 7KH� IROORZLQJ� VHFWLRQV� GHVFULEH� WKH
GDWD�OD\HU��ZKLFK�HPERGLHV�WKH�PRVW�LQQRYDWLYH�IHDWXUHV�RI�RXU�DUFKLWHFWXUH�

2.2.1� Data Layer

7KH�IRXQGDWLRQ�RI�WKH�$1&256�DUFKLWHFWXUH�LV�WKH�GDWD�OD\HU��ZKLFK�LV�FRPSRVHG
RI�HQJLQHHULQJ��PRQLWRULQJ��DQG�GDWD�WUDQVSRUW�VHUYLFHV��$OWKRXJK�SUHVHQWHG�DV�D�VLQ�
JOH� OD\HU�� LW� LV� XVHIXO� WR� UHFRJQL]H� DQG� GLVWLQJXLVK� WKH� YDULRXV� PRGXOHV� WKDW� PD\
SRSXODWH�WKLV�OD\HU��)RU�WKLV�UHDVRQ��ZH�GHFRPSRVH�WKH�GDWD�OD\HU�LQWR�WKUHH�GLVWLQFW
GDWD� VHUYLFH� W\SHV�� DOO� RI�ZKLFK�PD\� EHQHILW� IURP�G\QDPLF� GHSOR\PHQW� LQ� WKH� QHW�
ZRUN�
2.2.1.1� Data Transport Services

'DWD�WUDQVSRUW�VHUYLFHV�RIIHU�FRPPXQLFDWLRQ�SURWRFROV� WKDW�DUH�HLWKHU�TXLWH�JHQ�
HUDO�DQG�H[WHQVLEOH�DV�SURSRVHG�E\�DFWLYH�QHWZRUNLQJ�FRQFHSWV��RU�WKDW�VXSSRUW�PRUH
WUDGLWLRQDO� VHUYLFHV� GHULYHG� IURP� WKRVH� DYDLODEOH� WRGD\�� � $OWKRXJK� GDWD� WUDQVSRUW
VHUYLFHV�DUH�DQ�LQWHJUDO�SDUW�RI�WKH�$1&256�DUFKLWHFWXUH��WKH�SURMHFW�GRHV�QRW�IRFXV
RQ�WKH�GHYHORSPHQW�RI�QHZ�WUDQVSRUWV��5DWKHU��WKH�DUFKLWHFWXUH�LV�WDLORUHG�WR�DFFRP�
PRGDWH�ERWK�QHZ�DQG�OHJDF\�GDWD�WUDQVSRUW�VHUYLFHV��,Q�DOO�FDVHV��ZH�DVVXPH�WKDW�GDWD
WUDQVSRUW� VHUYLFHV�PD\�EH�G\QDPLFDOO\�GHSOR\HG��7KH� VFRSH�RI� WKLV�SDSHU�GRHV� QRW
SHUPLW�XV�WR�JLYH�D�GHWDLOHG�GHVFULSWLRQ�RI�WKHVH�VHUYLFHV�DQG�WKHLU�SRVVLEOH�DSSOLFD�
WLRQV��:H�LQVWHDG�IRFXV�RQ�WKH�PRQLWRULQJ�DQG�HQJLQHHULQJ�VHUYLFHV�

����������������������������������������������������������
��,Q�WKLV�FRQWH[W��D�GRPDLQ�FRQVLVWV�RI�D�FROOHFWLRQ�RI�VRIWZDUH�DQG�KDUGZDUH�REMHFWV�PDQDJHG�E\�D�VLQJOH
DGPLQLVWUDWLYH�DXWKRULW\�
��$�GLVFXVVLRQ�DERXW�LQWHU�GRPDLQ�LQIRUPDWLRQ�H[FKDQJH�EHWZHHQ�FRQWURO�VHUYLFH�LV�EH\RQG�WKH�VFRSH�RI
WKLV�SDSHU�
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2.2.1.2� Monitoring
0RQLWRULQJ� VHUYLFHV�SHUIRUP� WDVNV� DQDORJRXV� WR� WKRVH�RI� WRGD\¶V� QHWZRUN�PDQ�

DJHPHQW�DJHQWV�� � ,Q�JHQHUDO��PRQLWRULQJ�VHUYLFHV� UHFRUG� WKH�RSHUDWLRQ�RI�RWKHU�QHW�
ZRUN� VHUYLFHV�� SHUIRUP� DQDO\WLFDO� UHYLHZV� RI� WKH� QHWZRUN� WUDIILF� �HLWKHU� GLUHFWO\� RU
WKURXJK�WKH�UHYLHZ�RI�GDWD�FROOHFWHG�E\� OHJDF\�PRQLWRULQJ�DJHQWV��� DQG� UHSRUW� UHOH�
YDQW�LQIRUPDWLRQ�WR�KLJKHU�OD\HU�FRPSRQHQWV�LQ�WKH�$1&256�DUFKLWHFWXUH�� �$�YDUL�
HW\�RI�OHJDF\�6103��RU�&0,3�EDVHG�DJHQWV��VXFK�DV�5021��PD\�EH�GLUHFWO\�LQWH�
JUDWHG� LQWR� WKH� $1&256� IUDPHZRUN�� ,Q� DGGLWLRQ�� VSHFLDOL]HG� QHWZRUN� PRQLWRULQJ
VHUYLFHV�PD\�EH�G\QDPLFDOO\�GHSOR\HG�WR�SHUIRUP�XVHU�GHILQHG�WDUJHWHG�DQDO\VHV�

7KH�XVH�RI�DFWLYH�QHWZRUNLQJ� WR�GLVSDWFK� XVHU�GHILQDEOH�PRQLWRULQJ� FDSDELOLWLHV
JLYHV� $1&256� WZR�PDMRU� DGYDQWDJHV�� ���� LW� SHUPLWV� VHOHFWLYH� PRQLWRULQJ� RI� SDU�
WLFXODU�SKHQRPHQD��VXFK�DV�QHZ�QHWZRUN� UHTXLUHPHQWV�DQG�QHZ�XVDJH�SDWWHUQV� WKDW
HPHUJH�RYHU�WLPH��DQG�����LW�LPSURYHV�PRQLWRULQJ�VFDODELOLW\��DV�VXJJHVWHG�LQ�>����@�
WKURXJK�YDULRXV�GHJUHHV�RI�VRSKLVWLFDWLRQ�LQ�WKH�PRQLWRULQJ�DJHQWV��WKXV�DOORZLQJ��DV
VXJJHVWHG� LQ� >�@�� D� IOXLG� WUDGHRII� LQ� WKH� DPRXQW� RI� FRPSXWDWLRQ� SHUIRUPHG� LQ� WKH
VHUYLFHV� GLVWULEXWHG� WKURXJKRXW� WKH� QHWZRUN� DQG� WKH� DPRXQW� RI� FRPSXWDWLRQ� SHU�
IRUPHG�DW�WKH�PDQDJHPHQW�VWDWLRQ���7KHVH�VHUYLFHV�DUH�GHSOR\DEOH�LQ�WKH�10�((�RI
WKH�DFWLYH�QHWZRUN�QRGH�GLVFXVVHG�LQ�6HFWLRQ���
2.2.1.3� Engineering Services

(QJLQHHULQJ� VHUYLFHV� DLG� LQ� WKH� GHVLJQ� DQG� WHVWLQJ� RI� QHWZRUN� VHUYLFHV� EHIRUH
WKHLU� GHSOR\PHQW�� � ,Q� SUDFWLFH�� HQJLQHHULQJ� VHUYLFHV� PD\� PLPLF� WKH� EHKDYLRU� DQG
SHUIRUPDQFH�RI�DOO�RWKHU�QHWZRUN�VHUYLFHV��EXW�GLIIHU�LQ�WKH�IROORZLQJ�ZD\V������WKH\
OLYH�LQ�D�VHSDUDWH�DGGUHVV�VSDFH�DQG�DUH�IRU�WKH�H[FOXVLYH�XVH�RI�WKH�QHWZRUN�GHVLJQ�
HUV������WKH\�H[HFXWH�SURWRFROV� LQ�D�YLUWXDO� WLPH�VFDOH� WKDW�PD\�GLIIHU� IURP�SK\VLFDO
WLPH���DQG�����WKH\�JHQHUDWH�V\QWKHWLF�QHWZRUN�WUDIILF�WKDW�GRHV�QRW�FRQWDLQ�XVHU�GDWD�

$1&256� LQFRUSRUDWHV� D� GLVWULEXWHG� VLPXODWLRQ� HQJLQHHULQJ� VHUYLFH� WR� KHOS� RS�
HUDWRUV�H[SORUH�DQG�VHOHFW�WKH�RSWLPDO�GHSOR\PHQW�DQG�FRQILJXUDWLRQ�RI�QHWZRUN�DV�
VHWV���/LNH�PRQLWRULQJ�VHUYLFHV��WKH�$1&256�VLPXODWLRQ�FRPSRQHQW�FDQ�EH�GLVWULE�
XWHG�WR�NH\�WUDIILF�DUWHULHV�RI�WKH�QHWZRUN��DQG�FDQ�SHUIRUP�KLJK�ILGHOLW\�SURWRFRO�DQG
QHWZRUN�FRPSRQHQW� VLPXODWLRQV�EDVHG�RQ� WKH�FRQWHQW�RI� VHOHFWLYH� OLYH� WUDIILF�� �7KH
UHVXOWV�RI� WKHVH� VLPXODWLRQV� FDQ�EH� XVHG� WR�EHWWHU� XQGHUVWDQG� WKH� DIIHFWV� RI� YDULRXV
DOWHUDWLRQV�RI�QHWZRUN�EHKDYLRU��ZKLFK�PD\�EHFRPH�FRPPRQSODFH�XQGHU�WKH�DFWLYH
QHWZRUN�SDUDGLJP���EHIRUH� FRPPLWWLQJ� WKH� QHWZRUN� WR� WKHVH� DOWHUDWLRQV�� � 6HFWLRQ� �
SUHVHQWV�DQ�RYHUYLHZ�RI�WKH�$1&256�GLVWULEXWHG�VLPXODWLRQ�VHUYLFHV�

3� ANETD: Active NETworks Daemon

$QHWG�LV�$1&256¶V�IDFLOLW\�IRU�PDQDJLQJ�WKH�GHSOR\PHQW��RSHUDWLRQ��DQG�PRQL�
WRULQJ�RI�GHSOR\DEOH�QHWZRUN� VHUYLFHV� LQ� DQ� DFWLYH�QHWZRUN��$QHWG� IROORZV� WKH�GLV�
FUHWH� DFWLYH�QHWZRUNLQJ� DSSURDFK��SURYLGLQJ� FRGH�PRELOLW\� WR� OHJDF\� QHWZRUN� VRIW�
ZDUH��H�J���6103�DJHQWV��DQG�V\VWHP�PDQDJHPHQW�VXSSRUW�IRU�QHZ�DFWLYH�QHWZRUN�
LQJ� DSSOLFDWLRQV��$QHWG� VXSSRUW� IRFXVHV� RQ� VHUYLFHV� WKDW� DUH� IDLUO\� SHUPDQHQW� DQG
ORQJ�OLYHG�� WKDW� FDQ�EHQHILW� IURP�KDYLQJ� D� VHSDUDWH� V\VWHP�PDQDJHPHQW� LQIUDVWUXF�
WXUH�� DQG� WKDW� DUH� IDLUO\� HQFDSVXODWHG� �L�H��� WKH\� GR� QRW� UHO\� RQ� ODUJH� QXPEHUV� RI
����������������������������������������������������������
��7KH�SDVVDJH�RI�WLPH�LV�H[SOLFLWO\�FRQWUROOHG�E\�SUHGHILQHG�WLPH�V\QFKURQL]DWLRQ�DOJRULWKPV�
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VKDUHG�OLEUDULHV�WKDW�PD\�QRW�EH�FRPPRQO\�DYDLODEOH���$QHWG�DOVR�IDFLOLWDWHV� WKH�GH�
SOR\PHQW�RI�DX[LOLDU\�UHVRXUFHV�QHHGHG�E\�WKH�DSSOLFDWLRQV�WR�IDFLOLWDWH�WKH�SRUWLQJ�RI
H[LVWLQJ� VRIWZDUH��+RZHYHU��$QHWG� LV� QRW� LQWHQGHG� WR� GHSOR\� D� ODUJH� QXPEHU� RI� OL�
EUDULHV�RU�UHTXLUH�ODUJH�LQVWDOODWLRQ�GLUHFWRULHV��

)URP� D� V\VWHP� PDQDJHPHQW� SHUVSHFWLYH�� $QHWG� YLHZV� DOO� VHUYLFHV� ZLWKLQ� WKH
$1&256� DUFKLWHFWXUH� �)LJXUH� ��� DV� HTXLYDOHQW�� 7KH� DVVHVVPHQW� OD\HU� LQWHUSUHWV
PRQLWRULQJ�UHVXOWV�IURP�WKH�GDWD�OD\HU��DQG�WKH�FRQWURO�OD\HU�UHDFWV�WR�VLJQLILFDQW�FRQ�
GLWLRQV�DV�WKH\�DUH�UHSRUWHG�E\�WKH�DVVHVVPHQW�OD\HU��7KH�DXWRPDWLF�UHVSRQVH�VHUYLFHV
PD\�UHFRQILJXUH�ERWK�WKH�DVVHVVPHQW�VHUYLFHV�DQG�WKH�GDWD�OD\HU�VHUYLFHV�LQ�UHVSRQVH
WR�FKDQJHV�LQ�WKH�QHWZRUN�EHKDYLRU��$QHWG�KDQGOHV�SURFHVV�FRQWURO�UHTXHVWV�FRPLQJ
IURP� WKH� PDQDJHPHQW� VWDWLRQV� RU� DXWRPDWLF� UHVSRQVH� VHUYLFHV� WR� HLWKHU� ORDG� QHZ
VHUYLFHV�RU�WHUPLQDWH�H[LVWLQJ�RQHV�

3.1� Anetd Prototype

$QHWG�OLVWHQV�RQ�D�XVHU�DVVLJQHG�8'3�SRUW�DQG�DFFHSWV�$1(3�HQFDSVXODWHG�SDFN�
HWV��,I�WKH�W\SH�,'�LQ�WKH�$1(3�SDFNHW�KHDGHU�LV�RI�WKH�W\SH�DVVLJQHG�WR�$1&256�E\
WKH� ,QWHUQHW�$VVLJQHG�1XPEHUV�$XWKRULW\� �,$1$�� �W\SH� ����� WKH�$1(3�SD\ORDG� LV
SDUVHG�DQG�WKH�$QHWG�FRQWURO�FRPPDQGV�DUH�LQWHUSUHWHG�

$�FOLHQW�DSSOLFDWLRQ�HQFDSVXODWHV�$1&256�V\VWHP�PDQDJHPHQW�FRPPDQGV�XV�
LQJ�DQ�$1(3�KHDGHU��DQG�IRUZDUGV�WKH�FRPPDQGV�WR�$QHWG��,Q�DGGLWLRQ�WR�SURFHVVLQJ
FRPPDQGV�GLUHFWHG�WR�LWVHOI��$QHWG�ORRNV�DW�WKH�SDFNHWV�LW�UHFHLYHV�DQG��LI�D�SDFNHW�LV
GHVWLQHG�WR�RQH�RI�WKH�VHUYLFHV�WKDW�ZDV�SUHYLRXVO\�GHSOR\HG��LW�IRUZDUGV�WKDW�SDFNHW
WR�WKH�DSSURSULDWH�SURFHVV��7KLV�LV�DFFRPSOLVKHG�DV�IROORZV��RQFH�D�QHZ�DSSOLFDWLRQ
ZLWK�DQ�$1(3�W\SH�DVVLJQHG�WR�LW�LV�GHSOR\HG��$QHWG�DGGV�WKH�W\SH�,'�WR�D�GHPXOWL�
SOH[LQJ�WDEOH��7KH�GHPXOWLSOH[LQJ�WDEOH�PDSV�DQ�$1(3�W\SH�,'�WR�D�ILOH�GHVFULSWRU�
WKH�ILOH�GHVFULSWRU��LQ�WXUQ��PDSV�WR�WKH�VWDQGDUG�LQSXW�RI�WKH�DSSOLFDWLRQ��$SSOLFDWLRQ
RXWSXW�VWUHDPV�GR�QRW�UHTXLUH�DQ\�VXSSRUW� IURP�$QHWG� DQG�FDQ�DOORZ� WKH�V\VWHP� WR
DVVLJQ�RXWSXW�SRUWV�DXWRPDWLFDOO\��

0XOWLSOH�$QHWG� GDHPRQV� FDQ�EH� UXQQLQJ� VLPXOWDQHRXVO\� RQ� WKH� VDPH� KRVW�� SHU�
KDSV�LPSOHPHQWLQJ�PXOWLSOH�YLUWXDO�DFWLYH�QHWZRUNV��7KH�RQO\�UHVWULFWLRQV�DUH�WKDW����
PXOWLSOH�GDHPRQV�FDQQRW�VKDUH�WKH�VDPH�$1(3�SRUW��DQG�����LI�PXOWLSOH�GDHPRQV�DUH
FRQWUROOHG�E\�WKH�VDPH�FOLHQW��FDUH�PXVW�EH�WDNHQ�LQ�DYRLGLQJ�RYHUZULWLQJ�FRQILJXUD�
WLRQ�ILOHV�DQG�RXWSXW�UHGLUHFWLRQ�ILOHV�

3.1.1� System Management Commands

$QHWG� V\VWHP�PDQDJHPHQW� FRPPDQGV� DOORZ� D� FOLHQW� WR� GHSOR\�� FRQILJXUH�� DQG
PDQDJH� QHWZRUN� DSSOLFDWLRQ� VRIWZDUH�� 2XU� FXUUHQW� SURWRW\SH� VXSSRUWV� WKH� GHSOR\�
PHQW� DQG� FRQWURO� RI� HLWKHU�81,;�ELQDULHV� RU� -DYD� DSSOLFDWLRQV���8QGHU� WKH� FXUUHQW
YHUVLRQ� RI�$QHWG�� WKHVH� FRUH� IXQFWLRQV� DUH� VXSSRUWHG� E\� QLQH� V\VWHP� PDQDJHPHQW
FRPPDQGV��ORDG��FRQILJXUH��TXHU\��NLOO��SXW��JHW��LQLW��JHWDFO��DQG�JHWZHE���:KLOH�IX�
WXUH� H[WHQVLRQV� WR� WKLV� FRPPDQG� VHW�PD\� EH� UHTXLUHG� DV� DGGLWLRQDO� IXQFWLRQDOLW\� LV

����������������������������������������������������������
��,Q�WKHVH�FDVHV��ZH�DGYLVH�VWDQGDUG�PDQXDO�LQVWDOODWLRQ�WHFKQLTXHV�RU��DV�LQ�WKH�FDVH�RI�-DYD��EXQGOH�WKH
UHTXLUHG�UHVRXUFHV�ZLWK�$QHWG�LQ�DGYDQFH�
��:H�EHOLHYH�WKDW�WKLV�GHPXOWLSOH[LQJ�VFKHPH�LV�DQDORJRXV�WR�WKH�PHFKDQLVP�WKDW�LV�XVHG�LQ�LQHWG�
��7KH�FXUUHQWO\�VXSSRUWHG�81,;�SODWIRUPV�DUH�/LQX[������6XQ26�����DQG�)UHH%6'�����
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GHVLUHG�� RXU� FXUUHQW� H[SHULHQFH� LQ� EXLOGLQJ� DQG� GLVWULEXWLQJ�$QHWG� FOLHQWV� LQGLFDWHV
WKDW� WKHVH� SULPLWLYHV� SURYLGH� VXIILFLHQW� FRYHUDJH� QHFHVVDU\� IRU� EDVLF� PDQDJHPHQW�
%HFDXVH�RI�VSDFH� OLPLWDWLRQV��ZH�ZLOO�RQO\�GHVFULEH� LQ�GHWDLO� WKH�/2$'�FRPPDQG�
ZKLFK�LV�WKH�PRVW�LPSRUWDQW���5HIHU�WR�>��@�IRU�WKH�RWKHU�FRPPDQGV��

7KH�/2$'�FRPPDQG�LQVWUXFWV�$QHWG�WR�GRZQORDG�ILOHV�VSHFLILHG�YLD�D�85/�DQG
WR�VWDUW�D�QHZ�QHWZRUN�VHUYLFH���7KH�ORDG�FRPPDQG�KDV�WKH�IRUPDW

/2$'� >7 �DQHSLG!@� >- �MXUO!_� ; �XUO!� _� $ �XUO!@� >) �XUO!@� >6 �YDO!@
>( �YDU�YDO!����@�>' �GLU!@�>2 �ILOH!@�>5 �ILOH!@

(DFK� DFWLYH� QHWZRUN�((� KDV� D� XQLTXH�$1(3� ,'��ZKLFK� LV� DGPLQLVWUDWLYHO\� DV�
VLJQHG�E\�,$1$��$QHSLG� LV� WKH�$1(3�,'�RI� WKH�VHUYLFH�EHLQJ�GHSOR\HG��,I� WKLV�DU�
JXPHQW�LV�QRW�SUHVHQW�� WKH�GHSOR\HG�VHUYLFH�ZLOO�EH�DVVLJQHG�W\SH���DQG�QR�SDFNHWV
ZLOO�EH�GHPXOWLSOH[HG�WR�LW�E\�$QHWG�

- �MXUO!� VSHFLILHV� D� -DYD� DSSOLFDWLRQ�� MXUO� LV� RI� WKH� IRUP
KWWS���VHUYHUQDPH�HGX�SRUW�FODVVSDWK�aFODVV� � ZKHUH� VHUYHUQDPH�HGX�SRUW� VSHFLILHV
WKH�VHUYHU�ZKHUH�WKH�-DYD�DSSOLFDWLRQ�LV�ORFDWHG�IROORZLQJ�QRUPDO�85/�FRQYHQWLRQV�
7KH�FODVVSDWK�LV�D�SDWK�SRLQWLQJ�WR�WKH�EDVH�SDWK�RI�WKH�-DYD�DSSOLFDWLRQ���7KH�FODVV�LV
WKH�FODVV�WR�LQYRNH��,Q�WKLV�W\SH�RI�GHSOR\PHQW��$QHWG�VLPSO\�WULJJHUV�-DYD¶V�EXLOW�LQ
PHFKDQLVPV� WR� G\QDPLFDOO\� UHVROYH� WKH� PHWKRGV� UHTXLUHG� E\� WKH� DSSOLFDWLRQ
WKURXJKRXW� WKH� EDVH� FODVVSDWK� LQIRUPDWLRQ�� $IWHU� SURSHU� LQLWLDOL]DWLRQ�� WKH� -DYD¶V
9LUWXDO�0DFKLQH�DXWRPDWLFDOO\�GRZQORDGV� WKH�UHTXLUHG�E\WHFRGH� IURP� WKH�VSHFLILHG
+773�VHUYHU��IROORZLQJ�WKH�-DYD¶V�50,�VSHFLILFDWLRQ�>�@�

; �XUO!� VSHFLILHV� WKH� 85/� RI� D� ELQDU\�FRPSDWLEOH� ILOH� XUO�� $IWHU� WKH� ILOH� LV
GRZQORDGHG� ZLWK� DQ� +773�*(7� FRPPDQG� DQG� WKH� +773� KHDGHU� LV� VWULSSHG�� WKH
GRZQORDGHG�FRGH�LV�VLPSO\�IRUNHG�DV�D�VHSDUDWH�FKLOG�SURFHVV�

�$ �XUO!�LQGLFDWHV�WKDW�XUO�VSHFLILHV�DQ�$1&256�LPDJH��$Q�$1&256�LPDJH�LV
FRPSLOHG�DV�D�G\QDPLF�OLEUDU\��DQG�LW�FRQWDLQV�DSSOLFDWLRQ�VSHFLILF�FRGH�WR�EH�DGGHG
WR�D�UHPRWH�SURFHVV���$IWHU�GRZQORDGLQJ�WKH�$1&256�LPDJH�LQ�DQ�DQDORJRXV�ZD\�WR
WKH�FRGH�IRU�WKH�;�W\SH��$QHWG�RSHQV�WKH�LPDJH�DV�D�G\QDPLF�OLEUDU\�DQG�LQYRNHV�WKH
V\PERO� LQLWBPRGHO��$QHWG� WKHQ�UHWXUQV� WKH�KDQGOH� IRU� WKH�QHZ� LPDJH�� WRJHWKHU�ZLWK
DQ\� VWULQJV� UHWXUQHG� E\� WKH� LQLWBPRGHO� IXQFWLRQ�� WR� WKH� FOLHQW� WKDW� LVVXHG� WKH� ORDG
FRPPDQG��7KH�FOLHQW�FDQ�WKHQ�ODWHU�UHIHU�WR�WKH�VSHFLILF�KDQGOHV�UHWXUQHG�E\�$QHWG�WR
LQYRNH�DSSOLFDWLRQ�VSHFLILF�SURFHGXUHV�WKURXJK�WKH�&21)�FRPPDQG��$1&256�LP�
DJHV�FDQ�WKHUHIRUH�EH�XVHG�DV�EXLOGLQJ�EORFNV�WR�FRPSRVH�VHSDUDWH�QDWLYH�FRGH�VHUY�
LFHV�FRH[LVWLQJ�LQ�D�VLQJOH�SURFHVV�

%HFDXVH� WKH�;� DQG�$� W\SHV� VSHFLI\� QDWLYH� H[HFXWDEOHV��$QHWG�DXWRPDWLFDOO\� DS�
SHQGV�DQ�H[WHQVLRQ�WR�WKH�VSHFLILHG�85/V�WKDW�PDWFKHV�WKH�SDUWLFXODU�RSHUDWLQJ�V\V�
WHP�RQ�ZKLFK�$QHWG� LV�UXQQLQJ�� �2WKHU�IODJV� � �6��(��'��2��5��VSHFLI\�H[HFXWLRQ�SD�
UDPHWHUV�DQG�WKH�IODJ�)�VSHFLILHV�85/V�RI�GDWD�ILOHV�WR�VLPSO\�XSORDG�WKURXJK�$QHWG�
6SDFH�UHVWULFWLRQV�GR�QRW�DOORZ�XV�WR�GHVFULEH�WKHVH�IODJV��UHIHU�WR�>��@�IRU�D�GHWDLOHG
GHVFULSWLRQ�

3.1.2� Deploying ANTS

:H�LQFOXGH�DQ�H[DPSOH�GHPRQVWUDWLQJ�KRZ�D�FOLHQW�FDQ�GHSOR\�$176�>��@�DFWLYH
QRGHV��7KLV�H[DPSOH�XVHV�D�SURJUDP�QDPHG�VF��ZKLFK�VLPSO\�HQFDSVXODWHV�$1&256
$QHWG�UHTXHVWV�ZLWK�$1(3�
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7KUHH�GLIIHUHQW�$176� DFWLYH� QRGHV� FDQ�EH�GHSOR\HG� RQ� KRVW��� KRVW��� DQG� KRVW�
DQG�SLSH�WKHLU�VWDQGDUG�RXWSXW�WR�ORJ�ILOHV�E\�XVLQJ�WKH�IROORZLQJ�FRPPDQGV�

sc 3322 host1 LOAD
J=http://sequoia.csl.sri.com:7000/ants-1.2.a/~ants/ConfigManager
F=http://sequoia.csl.sri.com:7000/ants-1.2.a/runs/data.config
F=http://sequoia.csl.sri.com:7000/ants-1.2.a/runs/data.routes
S=data.config S=18.31.12.3 T=18 O=log
sc 3322 host2 LOAD
J=http:��VHTXRLD�FVO�VUL�FRP������DQWV�1.2.a/~ants/ConfigManager
F=http://sequoia.csl.sri.com:7000/ants-1.2.a/runs/data.config
F=http://sequoia.csl.sri.com:7000/ants-1.2.a/runs/data.routes
S=data.config S=18.31.12.2 T=18 O=log
sc 3322 host3 LOAD
J=http://sequoia.csl.sri.com:7000/ants-1.2.a/~ants/ConfigManager
F=http://sequoia.csl.sri.com:7000/ants-1.2.a/runs/data.config
F=http://sequoia.csl.sri.com:7000/ants-1.2.a/runs/data.routes
S=data.config S=18.31.12.1 T=18 O=log

7KHVH�FRPPDQGV�DUH�VHQW� WR� WKUHH�$QHWG�GDHPRQV�� ORFDWHG�RQ�KRVW���KRVW���DQG
KRVW���ZKLFK� OLVWHQ� RQ� SRUW� ����� �WKH� DFWLYH� QHWZRUN� SRUW��� 7KH�/2$'� FRPPDQGV
FDXVH� WKH� WKUHH� $QHWG� GDHPRQV� WR� LQVWDQWLDWH� FRSLHV� RI� WKH� $176� DFWLYH� QHWZRUN
QRGHV�DQG�SLSH�WKHLU�VWDQGDUG�RXWSXW�WR�VRPH�ORJ�ILOHV���1RWLFH�WKDW�WKH�$176�DSSOL�
FDWLRQ� VSHFLILHG� E\� - �MXUO!� UHTXLUHV� WZR� FRQILJXUDWLRQ� ILOHV� ORDGHG� E\� WKH
) �XUO!� DUJXPHQWV�� DQG� WKH� FRPPDQG�OLQH� DUJXPHQWV� 6 GDWD�FRQILJ
6 ���������^�����`�� 7KH� 7 ��� DUJXPHQW� LQVWUXFWV� $QHWG� WR� ODWHU� IRUZDUG� $1(3
SDFNHWV�RI�W\SH�,'����WR�WKLV�DSSOLFDWLRQ�

7R� LOOXVWUDWH� WKH�JHQHUDOLW\�RI�$QHWG��ZH� DOVR� JLYH� DQ� H[DPSOH� RI� KRZ� D� QDWLYH
FRGH�6103�DJHQW�FRXOG�EH�GHSOR\HG�XVLQJ�$QHWG�

VF������KRVW��/2$'
; KWWS���VHTXRLD�FVO�VUL�FRP������6103�VQPSG
) KWWS���VHTXRLD�FVO�VUL�FRP������6103�PLE�W[W
) KWWS���VHTXRLD�FVO�VUL�FRP������6103�DFO�FRQI
) KWWS���VHTXRLD�FVO�VUL�FRP������6103�SDUW\�FRQI
) KWWS���VHTXRLD�FVO�VUL�FRP������6103�YLHZ�FRQI
) KWWS���VHTXRLD�FVO�VUL�FRP������6103�FRQWH[W�FRQI
6 �S
6 ����
( 0,%),/(�PLE�W[W

$Q�6103�DJHQW�FDOOHG�VQPSG�LV�GHSOR\HG�WR�KRVW��ZLWK�DOO�WKH�DSSURSULDWH�FRQ�
ILJXUDWLRQ�ILOHV�DQG�FRPPDQG�OLQH�DUJXPHQWV���1RWH�WKDW�WKH�7�DUJXPHQW�LV�PLVVLQJ�
VLJQLI\LQJ� WKDW�$QHWG� LV� QRW� UHTXLUHG� WR� GHPXOWLSOH[� $1(3� SDFNHWV� WR� WKH� 6103
GDHPRQ�ZKLFK��LQ�WKLV�FDVH��ZLOO�LQGHSHQGHQWO\�UHFHLYH�SDFNHWV�RQ�SRUW������

3.1.3� Access Control

1HWZRUN� VHFXULW\� LV� D� YHU\� LPSRUWDQW� LVVXH� WKDW� VKRXOG� EH� DGGUHVVHG� GXULQJ� DOO
VWDJHV� RI� GHVLJQ� DQG� LPSOHPHQWDWLRQ� RI� DQ\� QHWZRUN� VRIWZDUH�� � $QHWG� RIIHUV� WZR
ZD\V� IRU� SURYLGLQJ� DFFHVV� FRQWURO�� ���� LW� RQO\� H[HFXWHV� GHSOR\PHQW� DQG� FRQWURO
FRPPDQGV�RULJLQDWLQJ�IURP�D�VHW�RI�NQRZQ�,3�DGGUHVVHV��DQG�����LW�RQO\�DFFHSWV�FRGH
RULJLQDWLQJ� IURP� D� VHW� RI� NQRZQ�+773� VHUYHUV�� 7KH� DFFHVV� FRQWURO� LQIRUPDWLRQ� LV

(c) 1999 IFIP



VSHFLILHG�LQ�WZR�ILOHV�UHVLGLQJ�RQ� WKH�VHUYHU��KRVW�DOORZ�DQG�ZHE�DOORZ��+RVWV�DOORZ
FRQWDLQV�WKH�OLVW�RI�KRVWV�DXWKRUL]HG�WR�VHQG�FRQWURO�FRPPDQGV�WR�$QHWG��:HE�DOORZ
FRQWDLQV�D�OLVW�RI�+773�FRGH�VHUYHUV�IURP�ZKLFK�$QHWG�LV�DXWKRUL]HG�WR�UHWULHYH�FRGH�
$FFHSWLQJ�FRQWURO�FRPPDQGV�RQO\�IURP�D�VHW�RI�FOLHQWV�DOORZV�DGPLQLVWUDWLYH�DXWKRU�
LW\�WR�EH�VHW�� WKXV�OLPLWLQJ�PLVXVH�RI�WKH�GDHPRQ���5HVWULFWLQJ�FRGH�UHWULHYDO�IURP�D
VHW�RI� VHFXUH�FRGH�VHUYHUV�ZLOO�KHOS� OLPLW� WKH�SRWHQWLDO� IRU�PLVXVH�RI� WKH�$1&256
PDQDJHPHQW�VHUYLFHV�

4� Distributed Simulation

$GDSWDEOH� DQG�FRQILJXUDEOH�QHWZRUNV�ZLOO� UHTXLUH� FRGH� UHSRVLWRULHV�ZLWK�ZKLFK
GHSOR\DEOH�DSSOLFDWLRQV�FDQ�EH�VWRUHG�DQG�UHWULHYHG���7KLV�LGHD�KDV�DOUHDG\�DSSHDUHG
LQ�VHYHUDO�QHWZRUN�PDQDJHPHQW�GHVLJQV�ZKHUH�GHSOR\DEOH�PRQLWRUV�FDQ�EH�G\QDPL�
FDOO\�LQVHUWHG�WR�NH\�SRLQWV�LQ�D�QHWZRUN�� �8QGHU�$1&256�ZH�DUH�UHXVLQJ�DQG�H[�
WHQGLQJ�WKHVH�FRQFHSWV�LQ�WKH�GHYHORSPHQW�RI�JHQHULF�DQG�UHXVDEOH�VLPXODWLRQ�PRG�
HOV��ZKLFK�DUH�GHOLYHUDEOH�DV�SDUW�RI�DQ�$1&256�VLPXODWLRQ�VHUYLFH�� �,Q�SDUWLFXODU�
ZH�DUH�GHYHORSLQJ�VLPXODWLRQ�PRGHOV�WKDW�DOORZ�QHWZRUN�HQJLQHHUV�WR�FRPSRVH�DQG
GHVLJQ� H[SHULPHQWV� G\QDPLFDOO\�� EDVHG� RQ� WKH� FRQWHQW� RI� QHWZRUN� WUDIILF� REVHUYHG
IURP�VSDWLDOO\�GLVWULEXWHG�SRLQWV�LQ�D�QHWZRUN��7KH�IROORZLQJ�EULHIO\�VXPPDUL]HV�WKH
EHQHILWV�RI�H[WHQGLQJ�VLPXODWLRQ�LQWR�WKH�QHWZRUN�PDQDJHPHQW�IUDPHZRUN��DQG�KRZ
LVVXHV�RI� UHVRXUFH�XWLOL]DWLRQ�FDQ�EH� FRQWUROOHG� DQG�EDODQFHG�DJDLQVW� WKH� ILGHOLW\�RI
VLPXODWLRQ�UHVXOWV�

4.1� Distributed Simulation and Network Management

$V�ZLWK�DQ\�GLVWULEXWHG�DSSOLFDWLRQ��QHWZRUN�VLPXODWLRQ�H[SHULPHQWV�ZLOO�UHTXLUH
VRPH�IRUP�RI�UHPRWH�PDQDJHPHQW��,Q�RXU�SDUDGLJP��WKH�QHWZRUN�PDQDJHPHQW�LQIUD�
VWUXFWXUH� DQG� SURWRFROV� ZLOO� EH� UHXVHG� IRU� WKLV� WDVN�� � ,Q� SDUWLFXODU�� DV� H[SODLQHG� LQ
6HFWLRQ����WKH�GHSOR\PHQW�DQG�FRQWURO�RI�VLPXODWLRQV�LV�SHUIRUPHG�WKURXJK�WKH�VDPH
PHFKDQLVPV�XVHG�WR�GHSOR\�DQG�FRQWURO�ERWK�PRQLWRULQJ�DJHQWV�DQG�FRPPXQLFDWLRQ
SURWRFROV�

7KLV�ZRUN�GLIIHUV� VLJQLILFDQWO\� IURP�FXUUHQW� VLPXODWLRQ�ZRUN� LQ� WKDW� WKH� FXUUHQW
PRGHO�RI�VLPXODWLRQ�W\SLFDOO\�LQYROYHV�WKH�JHQHUDWLRQ�RI�V\QWKHWLF�ZRUNORDGV�GHULYHG
IURP�VWDWLVWLFDO�PRGHOV��,QHYLWDEO\��WKHVH�KLJK�OHYHO�PRGHOV�RI�QHWZRUN�WUDIILF�IDLO�WR
FDSWXUH� LPSRUWDQW�SKHQRPHQD�RI� WKH� UHDO� ORDG�H[SHULHQFHG�E\� WKH� UHDO�QHWZRUN��%\
LQFOXGLQJ�VLPXODWLRQ�LQ�WKH�QHWZRUN�PDQDJHPHQW�LQIUDVWUXFWXUH��LW�LV�SRVVLEOH�WR�IHHG
UHDO� ZRUNORDGV� WR� WKH� VLPXODWLRQ� V\VWHP� DQG� WKXV� JUHDWO\� LPSURYH� LWV� ILGHOLW\�� � ,Q
VRPH�FDVHV�WKH�ZRUNORDG�DEVWUDFWHG�IURP�PRQLWRULQJ�DJHQWV�PD\�EH�GLUHFWO\�SLSHG�WR
WKH�VLPXODWLRQ��ZKLOH�LQ�RWKHU�FDVHV�WKLV�PD\�QRW�EH�SRVVLEOH�EHFDXVH�RI�GLIIHUHQFHV
LQ� WLPH�VFDOH�� ,Q�HLWKHU�FDVH��QHWZRUN�PDQDJHPHQW� WRROV�FDQ�EH�XVHG� WR� ILUVW�GHILQH
WKH�ZRUNORDG�SDUDPHWHUV�UHTXLUHG�E\�WKH�VLPXODWLRQ�DQG�WKHQ� IHHG�FROOHFWHG�GDWD� WR
WKH�GHVLJQ�H[SHULPHQWV�
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4.2� Controlling Resource Utilization

6LPXODWLRQ�LV�W\SLFDOO\�XVHG�WR�SUHGLFW�WKH�SHUIRUPDQFH�RI�D�GHVLJQ�E\�DEVWUDFWLQJ
WKH�EHKDYLRU�DQG�SHUIRUPDQFH�RI�WKH�GHVLJQ��7KH�DEVWUDFWLRQ�LV�XVXDOO\�SHUIRUPHG�LQ
D�ZD\�WKDW�RSWLPL]HV�WKH�XVH�RI�FRPSXWLQJ�DQG�FRPPXQLFDWLRQ�UHVRXUFHV�WR�DGGUHVV
YHU\� VSHFLILF� GHVLJQ� SUREOHPV�� � 'LVWULEXWHG� VLPXODWLRQ� RIIHUV� D� ZD\� WR� GLYLGH� WKH
H[HFXWLRQ�RI� WKH� VRIWZDUH�DFURVV�D�QHWZRUN� WR� H[SORLW� WKH�PRGHO¶V�SDUDOOHOLVP��7KH
DPRXQW�RI�DEVWUDFWLRQ�XVHG�LQ�WKH�VLPXODWHG�PRGHOV�KDV�D�KXJH�LPSDFW�RQ�WKH�DPRXQW
RI� UHVRXUFHV� UHTXLUHG� WR� VLPXODWH� D� JLYHQ� V\VWHP�� )RU� H[DPSOH�� LI� RQH� ZDQWHG� WR
VWXG\� WKH�SHUIRUPDQFH�RI� D�SDUWLFXODU� WUDQVSRUW� SURWRFRO�� DW�RQH� H[WUHPH�RQH� FRXOG
VLPXODWH� WKH�SURWRFRO�E\�SURGXFLQJ� WKH�DFWXDO�SDFNHWV�RI� WKH�SURWRFRO�DQG� WUDQVPLW�
WLQJ�DFWXDO�VLPXODWHG�GDWD�EHWZHHQ�WKH�VLPXODWHG�KRVWV��RU�DW�WKH�RWKHU�H[WUHPH�RQO\
WUDQVPLW� KLJK�OHYHO�GLJHVWV�RI� WKH�SDFNHWV� WR� DEVWUDFW� FRQQHFWLRQV�RU� WKH� QXPEHU�RI
E\WHV�WR�WUDQVIHU�LQ�HDFK�VHVVLRQ�

4.2.1� Balancing Fidelity with Resource Availability

:H�DUH�FXUUHQWO\�IRFXVHG�RQ�KLJK�ILGHOLW\�SURWRFRO�GHYHORSPHQW�DQG�SURWRW\SLQJ�
7KLV�NLQG�RI�HQJLQHHULQJ�VHUYLFH�PD\�UHTXLUH�D�VXEVWDQWLDO�DPRXQW�RI�FRPPXQLFDWLRQ
DQG�FRPSXWLQJ�UHVRXUFHV�WR�EH�HIIHFWLYH��7KLV�XVH�RI�HQJLQHHULQJ�VHUYLFHV��ZKLFK�LV
RXU�IRFXV�LQ�>����@��VKRXOG�HLWKHU�EH�UHOHJDWHG�WR�GHGLFDWHG�SRUWLRQV�RI�WKH�QHWZRUN�VR
DV�QRW�WR�LQWHUIHUH�ZLWK�QRUPDO�RSHUDWLRQV��RU�VKRXOG�EH�H[HFXWHG�VORZHU�WKDQ�DV�IDVW�
DV�SRVVLEOH�WR�OLPLW�WKH�DPRXQW�RI�UHVRXUFHV�XVHG��,W�LV�LPSRUWDQW�WR�UHDOL]H�WKDW�HYHQ
ZKHQ�WKH�VLPXODWLRQ�LV�UHOHJDWHG�WR�VSHFLILF�GHVLJQDWHG�DUHDV�RI�WKH�QHWZRUN��IRU�H[�
DPSOH��D�/$1�RI�ORZ�FRVW�3&V���WKH�HQJLQHHULQJ�VXSSRUW�FDQ�VWLOO�EHQHILW�IURP�EHLQJ
SDUW�RI�DQ�LQWHJUDWHG�V\VWHP�OLNH�$1&256�

,Q�WKH�QHDU�IXWXUH�ZLOO�DOVR�GHYHORS�KLJKHU�OHYHO�PRGHOV� WKDW�ZLOO�EH�XVHG� WR�DV�
VHVV� WKH�HIILFDF\�RI�GLIIHUHQW� URXWLQJ�SURWRFROV��7KHVH�PRGHOV�ZLOO� FRQVLVW�RI� VLPX�
ODWHG� URXWLQJ� WDEOHV� DQG� SURWRFROV� WKDW� XSGDWH� WKH� URXWHV� G\QDPLFDOO\� WR� PLQLPL]H
GHOD\��,Q�WKLV�FDVH�WKH�VLPXODWLRQ�ZRXOG�UHTXLUH�IHZ�UHVRXUFHV�IURP�WKH�QHWZRUN��LQ
WKH� RUGHU� RI� D� IHZ� WHQV� RI� SDFNHWV� HYHU\� VHYHUDO� VHFRQGV�� DQG� PD\� YHU\� ZHOO� EH
SODFHG�RQ�DFWXDO�QHWZRUN�QRGHV��,Q�WKLV�FDVH�WKH�VLPXODWRU��WKURXJK�GDWD�SURYLGHG�E\
DQ�DG�KRF�PRQLWRULQJ�DJHQW��ZRXOG�DVVHVV�WKH�UHODWLYH�EHQHILW�RI�KLJKHU�OHYHOV�RI�G\�
QDPLVP�LQ�WKH�URXWH�XSGDWHV�

4.2.2� Not as Fast as Possible

0RVW�VLPXODWRUV�UXQ�DV�IDVW�DV�SRVVLEOH�WR�DFFRPPRGDWH�WKH�GHVLJQHUV¶�QHHGV��,Q
VRPH�VLWXDWLRQV��KRZHYHU��DV�IDVW�DV�SRVVLEOH�PD\�QRW�EH�WKH�EHVW�VROXWLRQ�RU�PD\�QRW
EH�GHVLUDEOH��,Q�VRPH�FDVHV��VLPXODWLRQ��DOWKRXJK�LW�FRXOG�H[HFXWH�IDVWHU�WKDQ�WKH�WDU�
JHW�V\VWHP��L�H�� WKH�VLPXODWHG� WLPH�DGYDQFHV� IDVWHU� WKDQ� WKH�SK\VLFDO� WLPH��PXVW�EH
VORZHG�GRZQ�WR� WKH� VSHHG�RI�SK\VLFDO� WLPH�WR�DOORZ�KXPDQV� WR� LQWHUDFW�ZLWK� LW� �IRU
H[DPSOH�� IOLJKW� VLPXODWRUV��� ,Q� VRPH� RWKHU� FDVHV�� DV� LQ� QHWZRUN� HQJLQHHULQJ�� WKH
VLPXODWLRQ� PD\� EH� VORZHG� WR� SUHYHQW� FRQVXPLQJ� WRR� PXFK� RI� WKH� FRPSXWLQJ� DQG
FRPPXQLFDWLRQ�UHVRXUFHV��7KH�GHJUHH�RI�VORZGRZQ�LV�LQWLPDWHO\�WLHG�WR�WKH�DPRXQW
RI�WKH�UHVRXUFHV�RQH�ZDQWV�WR�GHGLFDWH�WR�VLPXODWLRQ�UHODWLYH�WR�RWKHU�QHWZRUN�IXQF�
WLRQV�DQG�VKRXOG� WKHUHIRUH�EH�VHW�DFFRUGLQJO\��:KHQ�ZH�FRQGXFW�RXU�QHWZRUN�HQJL�
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QHHULQJ�H[SHULPHQWV��ZH�LQLWLDOL]H�WKLV�VSHHG�E\�FDOOLQJ�D�IXQFWLRQ�GHYRWHG�WR�UHJXODWH
WKH�VSHHG�RI�WKH�VLPXODWLRQ��7KH�IXQFWLRQ�KDV�WKH�IRUP
KDUGZDUHBV\QFK��YLUWXDOBWLPHBWLFNV!��

7KURXJK�WKLV�IXQFWLRQ�WKH�XVHU�FDQ�VSHFLI\�WKH�PD[LPXP�DPRXQW�RI�YLUWXDO�WLPH
WLFNV� SHU� VHFRQG��:KHQHYHU� DQ\� RI� WKH� PRGHOV� HQJDJHG� LQ� D� VLPXODWLRQ� VWDUW� FRQ�
VXPLQJ� WRR�PDQ\� UHVRXUFHV�DQG� OHW� VLPXODWLRQ� WLPH�DGYDQFH� WRR� IDVW�� WKH\� DUH� VXV�
SHQGHG�XQWLO�WKH\�DUH�DOORZHG�WR�H[HFXWH�PRUH�HYHQWV��7KH�UDQJH�RI�YDOXHV�IRU��YLU�
WXDOBWLPHBWLFNV!�GHSHQGV�RQ�WKH�WLPH�JUDQXODULW\�RI�WKH�VLPXODWHG�V\VWHP�DQG�WKHUH�
IRUH� FDQQRW�EH�JHQHUDOL]HG�� ,Q�RXU�KLJK�ILGHOLW\� H[SHULPHQWV�� HDFK� YLUWXDO� WLPH� WLFN
FRUUHVSRQGV�WR����µV�DQG�ZH�WKHUHIRUH�VHW��YLUWXDOBWLPHBWLFNV!� WR���������WR�SDFH
WKH�YLUWXDO�WLPH�ZLWK�SK\VLFDO�WLPH�

4.2.3� Software Emulation versus Simulation

$V�SDUW�RI�RXU�UHVHDUFK�ZH�DUH�H[SORULQJ�KRZ� WR� VXSSRUW� WKH�DQDO\WLFDO� UHTXLUH�
PHQWV�QHFHVVDU\�IRU�GHVLJQ�YHUVXV�SURWRW\SLQJ��DQG�KDYH�GHYHORSHG�VRPH�WHFKQLTXHV
>����@�WR�RIIHU�D�SURWRW\SLQJ�DQG�HQJLQHHULQJ�HQYLURQPHQW��8VLQJ�RXU�PHWKRGRORJ\��D
GHVLJQHU�FDQ�����EXLOG�D�GLVWULEXWHG�VRIWZDUH�HPXODWLRQ�WR�ILUVW�YHULI\�WKH�FRUUHFWQHVV
RI� WKH� LPSOHPHQWDWLRQ� RU� WKH� LGHDV� DQG� ���� WKHQ� ODWHU�� LI� QHFHVVDU\�� DXJPHQW� WKH
PRGHO�V��ZLWK�PHFKDQLVPV� WR� \LHOG� D� GLVWULEXWHG� VLPXODWLRQ� FDSDEOH� RI� SHUIRUPLQJ
WLPLQJ�EDVHG�TXDQWLWDWLYH�PHDVXUHPHQWV�

(PXODWLRQ�UHSURGXFHV�WKH�EHKDYLRU�RI�D�GHVLJQ�E\�VXEVWLWXWLQJ�VRPH�RI�WKH�FRP�
SRQHQWV�RI�WKH�V\VWHP�WKDW�PD\�EH�QRW�DYDLODEOH�RU�HQDEOH�D�EHWWHU�GHYHORSPHQW�HQYL�
URQPHQW���(PXODWLRQ�RQO\�WHVWV�WKH�EHKDYLRUDO�VHPDQWLF�RI�D�V\VWHP�EXW�GRHV�QRW�SUR�
YLGH��LQ�PRVW�FDVHV��PHWULFV�WKDW�DUH�UHODWHG�WR�WLPH��)RU�H[DPSOH��HPXODWLQJ�D�WUDQV�
SRUW� SURWRFRO�PD\� KHOS� LQ� WKH� GHYHORSPHQW� DQG� SURWRW\SLQJ� RI� WKH� ILQLWH� VWDWH�PD�
FKLQHU\�EXW�PD\�QRW�DOORZ�WKH�PHDVXUHPHQW�RI�KRZ�ORQJ�HDFK�RI�WKH�RSHUDWLRQV�PD\
WDNH�RU�WKH�TXDQWLWDWLYH�HIIHFWV�RI�FRQWHQWLRQ�RQ�WKH�WUDQVPLVVLRQ�OLQHV�

6LPXODWLRQ��RQ�WKH�RWKHU�KDQG��KDV�WKH�QRWLRQ�RI�YLUWXDO�WLPH�DQG�FDQ�EH�XVHG�WR
HVWLPDWH�WKH�WLPH�DW�ZKLFK�GLIIHUHQW�RSHUDWLRQV� WDNH�SODFH� LQ� WKH�GHVLJQ��6LPXODWLRQ
FDQ�WKHUHIRUH�EH�XVHG�WR�SHUIRUP�GHWDLOHG�TXDQWLWDWLYH�DQDO\VLV�RI�D�GHVLJQ¶V�SHUIRUP�
DQFH�� � 'LVWULEXWHG� VLPXODWLRQ� LV� W\SLFDOO\� PXFK� PRUH� H[SHQVLYH� WKDQ� GLVWULEXWHG
HPXODWLRQ�EHFDXVH� LW�PXVW� NHHS� WUDFN�RI� D�JOREDO� QRWLRQ�RI�YLUWXDO� WLPH�DPRQJ� WKH
VLPXODWLQJ�HQWLWLHV�� �7KLV� UHVRXUFH� UHTXLUHPHQW�JDS�EHWZHHQ�HPXODWLRQ� DQG� VLPXOD�
WLRQ�FDQ�WKHUHIRUH�EH�H[SORLWHG�WR�WDLORU�WKH�DPRXQW�RI�UHVRXUFHV�GHGLFDWHG�WR�QHWZRUN
HQJLQHHULQJ

5� Virtual Networking Using ANCORS

$V�DQ�H[DPSOH�RI�DQ�HQJLQHHULQJ�VHUYLFH�ZH�KDYH�GHYHORSHG�VHYHUDO�GHSOR\DEOH
FRPSRQHQWV�WR�ERWK�LQVWDQWLDWH�DQG�H[HFXWH�GLVWULEXWHG�VLPXODWLRQV�WKURXJK�$QHWG��$
EDVH�FRPSRQHQW�H[SRUWV�D�VHW�RI�SULPLWLYHV�WKDW�SURYLGH�����PXOWLWKUHDGLQJ��QRQSUH�
HPSWLYH��� ���� UHOLDEOH� PXOWLFDVW� HPXODWLRQ�� DQG� ���� JOREDO� WLPH� V\QFKURQL]DWLRQ�
7KHVH� SULPLWLYHV� ZHUH� GHVLJQHG� WR� SURYLGH� VXSSRUW� IRU� GLVWULEXWHG� VLPXODWLRQ� QHW�
ZRUN� HQJLQHHULQJ� DSSOLFDWLRQV�� DV� ZHOO� DV� VRPH� IRUPV� RI� VRSKLVWLFDWHG� QHWZRUN
PRQLWRULQJ��$�GHWDLOHG�GHVFULSWLRQ�RI�WKHVH�VHUYLFHV�LV�SUHVHQWHG�LQ�>�@�
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7R�GDWH��ZH�KDYH�DOVR�GHYHORSHG�D�UHSUHVHQWDWLYH�H[DPSOH�RI�DQ�HQJLQHHULQJ�QHW�
ZRUN�VHUYLFH�WKDW�HPXODWHV�D�81,;�NHUQHO��7KLV�VHUYLFH�ZDV�REWDLQHG�E\�PRGLI\LQJ�D
/LQX[�RSHUDWLQJ�V\VWHP�WR�DOORZ�LWV�H[HFXWLRQ�DV�D�XVHU�SURFHVV��7KH�PRGLILFDWLRQV�RI
WKH�RSHUDWLQJ�V\VWHP�VXEVWLWXWHG�WKH�ORZHU�OHYHO�KDUGZDUH�GHSHQGHQW�SURFHGXUHV�DQG
LQWHUIDFHV�ZLWK�XVHU�OHYHO�FRXQWHUSDUWV��:H�GHOHWHG�WKH�ILOH�V\VWHP�VXSSRUW�DQG�LQFRU�
SRUDWHG�DOO�QHFHVVDU\�FRQILJXUDWLRQ�SURFHGXUHV��VXFK�DV� LIFRQILJ�DQG�URXWH�� LQWR� WKH
YLUWXDO�NHUQHO�LWVHOI���0HPRU\�PDQDJHPHQW�ZDV�FRPSOHWHO\�GHOHWHG�DQG�UHSODFHG�E\
XVHU�OHYHO�PHPRU\�DOORFDWLRQ�IXQFWLRQV��PDOORF�DQG�IUHH����7KH�VFKHGXOLQJ�ZDV�DOVR
FRPSOHWHO\�UHSODFHG�E\�QRQSUHHPSWLYH�WKUHDGLQJ�RIIHUHG�E\�WKH�VLPXODWLRQ�SDFNDJH
&6,0�>��@�

7KH� UHVXOWLQJ� VHUYLFH� H[HFXWHV� RQ� D� YLUWXDO� WLPHVFDOH�� DQG� RIIHUV� WKH� LGHQWLFDO
QHWZRUNLQJ�EHKDYLRU�RI�D�UHDO�/LQX[�NHUQHO��SURYLGLQJ�D�YHKLFOH� WR� LQVWDQWLDWH�KLJK�
ILGHOLW\�GLVWULEXWHG�VLPXODWLRQV�RI�YLUWXDO�QHWZRUNV�>�@��2QH�RI�WKH�PRGHO¶V�FRQILJX�
UDWLRQ� IXQFWLRQV� DFFHSWV� VHYHUDO� GLIIHUHQW� WLPLQJ� FRQILJXUDWLRQV� WR� DSSUR[LPDWH� WKH
SURWRFRO� VWDFN� WLPLQJ� EHKDYLRU� RI� IRXU� GLIIHUHQW� NHUQHOV� �6XQ26� ������� 6XQ26� ����
/LQX[� ������ DQG� )UHH%6'� ������ � 7KH� YLUWXDO� NHUQHO� RIIHUV� WKH� QHWZRUN� DSSOLFDWLRQ
SURJUDPPLQJ�LQWHUIDFH��$3,��RI�WKH�UHDO�/LQX[�FRXQWHUSDUW�DQG�WKHUHIRUH�FDQ�EH�XVHG
WR�UHSURGXFH�D�ZLGH�UDQJH�RI�ORDGLQJ�FRQGLWLRQV��$1&256¶V�DELOLW\�WR�DGG�DQG�GH�
OHWH�WKUHDGV�FDQ�EH�XVHG�LQ�WKLV�DSSOLFDWLRQ�WR�G\QDPLFDOO\�FKDQJH�ORDGLQJ�FRQGLWLRQV
�E\� DGGLQJ� RU� GHOHWLQJ� XVHU�GHILQHG� ORDGLQJ� WKUHDGV�� RU� E\� LQMHFWLQJ� XVHU�GHILQHG
PRQLWRULQJ�SUREHV�LQWR�WKH�NHUQHO��VR�WKDW�VSHFLILF�SDUDPHWHUV�FDQ�EH�REVHUYHG���7KH
XVHU�GHILQDEOH�ORDGV�PD\�EH�SURGXFHG�E\�HLWKHU�FORVHO\�PLPLFNLQJ�UHDO� ORDG�FRQGL�
WLRQV�UHFRUGHG�E\�QHWZRUN�PRQLWRULQJ�VHUYLFHV�RU�E\� OLQNLQJ�VRPH�UHDO�DSSOLFDWLRQV
WR�WKH�YLUWXDO�NHUQHO�WR�JHQHUDWH�DSSOLFDWLRQ�VSHFLILF�ORDGV�

7KH�GHSOR\PHQW�RI�D�YLUWXDO�QHWZRUN�LV�DFKLHYHG�E\�GRZQORDGLQJ�DQG�FRQILJXULQJ
VHYHUDO� YLUWXDO� NHUQHOV� WKURXJK� $QHWG� GDHPRQV�� $OO� WKHVH� RSHUDWLRQV� FDQ� EH� SHU�
IRUPHG�HLWKHU� WKURXJK�D� VWDQGDUG�+70/�EURZVHU�RU�YLD� VFULSW��:H�KDYH� VR� IDU� LQ�
VWDQWLDWHG� VHYHUDO� YLUWXDO� QHWZRUNV� UXQQLQJ�RQ� D� QHWZRUN�RI�ZRUNVWDWLRQV� LQFOXGLQJ
6XQ�63$5&VWDWLRQ� ��V��8OWUD63$5&V�� DQG� ,QWHO�EDVHG�PDFKLQHV� UXQQLQJ�)UHH%6'
DQG�/LQX[���,Q�>�@��ZH�PHDVXUHG�WKHLU�SHUIRUPDQFH�DQG�VFDODELOLW\��

6� Conclusion

$V�WKH�G\QDPLF�GHSOR\PHQW�RI�QHWZRUN�VHUYLFHV�EHFRPHV�VWDQGDUG�WHFKQRORJ\�WR
VXSSRUW� XVHU� DSSOLFDWLRQV�� QHWZRUN� RSHUDWRUV� ZLOO� UHTXLUH� DQ� HIILFLHQW� DQG� IOH[LEOH
LQIUDVWUXFWXUH� WR�DVVLVW� WKHP� LQ�QHWZRUN�GHVLJQ�� FRQILJXUDWLRQ�� DQG�PRQLWRULQJ��7KH
TXDOLW\�RI�IXWXUH�QHWZRUN�PDQDJHPHQW��PRQLWRULQJ��DQG�HQJLQHHULQJ� WRROV�DQG�VWDQ�
GDUGV�ZLOO�EH�FUXFLDO� LQ�GHWHUPLQLQJ� WKH� VSHHG�DW�ZKLFK�QHWZRUNLQJ�ZLOO�HYROYH� WR�
ZDUG�D�PRUH�G\QDPLF�DUFKLWHFWXUH�� ,Q�$1&256�� QHWZRUN�PRQLWRULQJ�� FRQWURO�� DQG
GHVLJQ�FDQ�FRH[LVW�LQ�DQ�LQWHJUDWHG�SDUDGLJP��7KH�V\QHUJ\�RI�FRPELQLQJ�GLVWULEXWHG
VLPXODWLRQ��QHWZRUN�PRQLWRULQJ��DQG�DFWLYH�QHWZRUNLQJ�ZLOO�GUDPDWLFDOO\�LQFUHDVH�WKH
SRZHU�RI�QHWZRUN�PDQDJHPHQW�DQG�HQJLQHHULQJ��:H�KDYH�VKRZQ�KRZ�D�XQLILHG��\HW
YHU\� H[WHQVLEOH�� V\VWHP�PDQDJHPHQW� IUDPHZRUN� FDQ� EH� GHULYHG� IURP� FXUUHQW�:HE
WHFKQRORJ\� WR� SURYLGH� FRPSDWLELOLW\� ZLWK� OHJDF\� VWDQGDUGV� DQG� YLUWXDOO\� XQOLPLWHG
H[WHQVLELOLW\� WR� LQWURGXFH�PRUH�SRZHUIXO�PDQDJHPHQW� WHFKQRORJLHV�DV� WKH\�EHFRPH
DYDLODEOH�
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:H�DUH�FXUUHQWO\�EULGJLQJ�RXU�ZRUN�ZLWK�H[LVWLQJ�DFWLYH�QHWZRUNLQJ�WHFKQRORJLHV
WR�SURYLGH�DQ�LQWHJUDWHG�SODWIRUP�IRU�PHUJLQJ�GDWD�WUDQVSRUW�SURWRFROV�DQG�WKHLU�DVVR�
FLDWHG� GHSOR\PHQW� PHFKDQLVPV� ZLWK� RXU� H[WHQVLEOH� HQJLQHHULQJ� DQG� PDQDJHPHQW
VXSSRUW�� ,Q�DGGLWLRQ��ZH�ZLOO� XVH�RXU� LQIUDVWUXFWXUH� WR�FRQGXFW�QHWZRUN�HQJLQHHULQJ
H[SHULPHQWV�WR�DGYDQFH�WKH�XQGHUVWDQGLQJ�RI�HQG�WR�HQG�QHWZRUN�EHKDYLRU�DQG�RIIHU
D�XVHU�IULHQGO\�HQYLURQPHQW�IRU�WKH�GHYHORSPHQW�RI�QHZ�QHWZRUN�WHFKQRORJLHV�
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