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Abstract

The mobileagentparadigmcanbe employed effectively for the decentralizednan-
agemenbf comple networks. Neverthelesslegagy managemenprotocolssuchas
SNMP needto be supportedor reason®f migrationandefficiency. We shov how

theintegrationof thetwo paradigmdeadsto aflexibly adjustablelecentralizednan-
agementrchitectureNetDoctoris a network managemenapplicationframewnork
thatallows the monitoringof hostsin a heterogeneousetwork. Mobile agentsmay
querylocal or remoteSNMP agents processthe statusdata,and perform certain
correctve actions.The systemsupportgun-timeadjustmenandreconfigurationA

quantitatve analysisunderlineghebenefitdn respecto thenetwork loadreduction.
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1. Introduction

Network managemerttasedon the SimpleNetworkManagementProtocol (SNMP)
[1] leadsto a centralizedmanagemenéarchitecture The polling-orientedmode of
operationof SNMP hasolvious dravbacksin respectto performancescalability
andinefficientuseof expensve network resource$2]. Comparedo SNMR thelSO
CMIS/CMIPstandard§3] offer morepossibilitiesof puttingintelligenceontheman-
agednodesto overcomethe SNMP limitations. However, they have not reachedca
widespreadacceptancamonghardware manufcturersand systemadministrators.
In comple networks thereis a needfor a decentralizatiorof managementasks
suchthatthe centralmanagemenrduthorityis freedfrom time consumingout rela-
tively unimportantactivities. Managementby delegation[2] andmobilemanagement
agentd4, 5, 6, 7] areattemptgo introducea decentralizednanagemerdrchitecture.
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Althoughthesenew managemendpproacheseento solve the problemsof cen-
tralizedmanagemerdarchitecturespnecannomeglectthestrengthof existingman-
agemensolutionsbasedn“legagy protocols”suchasSNMPR Thefactshouldnotbe
underestimatethat SNMPis anacceptedtandardyidely supportedy commercial
productsthatit is anappropriatdow-cost,small-footprintsolutionfor elementsvith
scarcaesourcesandthattherearemary applicationouttherein practicewhichare
built ontop of SNMP. We claim thatany nev managemerproposalsnustintegrate
legagy systemsThis hasbeenstatedalsoby otherg8, 9] asagenerarequiremenin
complex managemengrvironmentsvherenew equipmenimeetsthe installedbase
of old equipment.

In this paperwe shav how the “best of both worlds” can be combinedinto a
flexible decentralizeadnanagemenarchitectureWe employ a general-purposmo-
bile agentplatformandprovide a systematiavay of integratinglegagy management
protocolssuchas SNMP. (CMIP or even CORBA [10] canbe treatedin a similar
fashion.)Our network managemendystemis calledNetDoctor It is built on top of
the AMETASmobileagentplatform[11] thatis writtenentirelyin Java.

Thepaperis organizedasfollows: In section2 we will first presenta brief sketch
of the AMETAS mobileagentplatformandtheintegrationof SNMPinto AMETAS.
Section3 explains the prototype managemenframavork called NetDoctor, dis-
cussessomeapplicationscenariospresentsa quantitve evaluationof NetDoctor
and commentson relatedwork. The last sectioncontainsour conclusionsand an
outlookon futureextensions.

2. Themobile agent infrastructure

Mobile agent-basedpplicationsolutionsshav benefitsin situationswhereit is ap-
propriateto migratethe applicationcodeto the datainsteadof shippingthe data
to the application,e.g. for reasonsof more efficient bandwidthutilization, decou-
pling of decentralizedctivities, or systemavailability considerationsAll of these
argumentsapply to network managemenapplicationsTherefore the mobile agent
paradigmhasbeenproposedor usein managemerapplicationd4, 5, 6, 7].

We will describehebasicnotionsof ouragentsystento specifytherequirements
for the implementationof an interface betweenthe agentsystemand the outside
world, in this casethetraditional SNMP network managemergrnvironment.

21 TheAMETASplatform

The network managemenframevork NetDoctorthat will be describedn the next
sectionis basedon AMETAJ11], a general-purposagentsystemthat was also
createdn our researctgroup. AMETAS is basedon Java 1.1, allowing a homoge-
neousagentsystento beestablishedn a heterogeneousrvironment.Theacrorym
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AMETAS:Is derivedfrom “AsynchronousMEssageTransferAgentSystem”because
thecommunicatiorbetweerall partsof theagentsystems basednanasynchronous
messagexchangesystem.

The basicstructureis shavn in Figure 1. Placesare the stationarypartsof the
agentsystemAt leastoneplaceobjectmustbeinstalledandrun on a hostthatwants
to participatein the agentsystem.Placesare only equippedwith a basicfunction-
ality; their mostimportanttaskis to maintainthe messagexchangesystem(post
office) andto provide anexecutionervironmentfor agents Theseobjectsareusually
employed by humanusersin orderto carry out a specifictaskon their behalf. Al-
thoughthedefinitionof agenthoodliffersslightly amongheagentesearchers|l of
themagreeonagentshawving acertaindegreeof autonomyAgentsthatareintended
to changetheir executionervironmentareusually calledmobileagentswhile those
emplgying informationprocessingvith stratgiesfrom the DistributedArtificial In-
telligenceresearctareoften namedintelligentagents (Note thattraditional agents
asusedin SNMPdo notfit well into this view. In orderto avoid a confusionof termi-
nologyin thefollowing text, we will alwaysusethetermsmobileagentor AMETAS
agentfor the mobile codeentitiesin the AMETAS systemand SNMPagent for the
entitiesthatprovide accesso SNMP informationasdefinedin the SNMP standard.)
OneaspecthatdistinguisheAMETASfrom otherapproachess thestrictautonomy
of agents Agentsnever offer referencego portionsof their codeto ary otherob-
ject exceptto the place.This enforcesa strict decouplingof the participantsof the
agentsystem.Becauseof the agentmobility and autonomy it neednot (and can-
not) be ensuredhatthe communicatiorpeeris actuallypresenor willing to listen;
instead eachagentcanfollow its own intentionsand considerto reactor not. The
asynchronoumessagéandlingallows the agentgo decideif andwhento retrieve
amessage.

In orderto starta place,aninstanceof the AMETASPlace classis generatecnd
invoked.After that,theplaceobjectis readyto fulfill itstaskdikerecevingandsend-
ing agentsmaintainingthe mailbox system,communicatingvith the administrator
by meansof a controlinterface,and muchmore. The extensionof the basicplace
capabilitiesis achieved by installing services For example,a travel ageng could
installabookingserviceat their places;anetwork administratowould beinterested
in a servicefor systemmanagemenin AMETAS servicesare specialobjectsthat
participatein the messagexxchangesystemlike agents;however, their behaiour
is usually basedon a request-respongeatternas with senersin the client/serer
paradigmandnoton autonomy

Unlikeagentsservicegannotthangeheirlocation.Ontheotherhand thisallows
servicesto be platform-optimizedthey canemploy native codefor betterperfor
manceor for gaininglow-level accesgo the system Servicesanbetrustedik e ary
otherapplicatiorthatis installedlocally. Mobile agentspntheotherhand maycome
from unknawn placeswith unknown intentions.Moreover, the users own agents
returningfrom a trip in the network could have beensubjectto attacks(like mod-
ification). Therefore AMETAS doesnot allow agentsto gain accesdo the system



Intelligent& Mobile Agents

Post office

Connection to Place
other places
— e — System - -

Figurel AMETAS basicstructure

directly; they have to sendrequestdo the appropriateservices.This offers a good
chanceto employ a powerful securitysystemthat preventsunauthorizedaccesgo
servicesor resourcesAMETAS utilizes a comple securitysystemwith possibili-
tiesfor authorizationaccesgontrol,policies,andencryption[12]. Becausef their
ability to accessentitiesoutsidethe agentervironment, AMETAS servicescan be
usedto interfaceto non-agentapplicationsfrom within the agentsystem.NetDoc-
tor demonstratehow the connectionbetweerthe agenttechnologyandtraditional
technologiesike SNMP maybeachiezedwith AMETAS

Theintegrationof humanusersin the agentsystemis handledby useradaptes.
Theseobjectstransformactionsof usersinto an agent-understandabfermat; in
addition, resultdatacan be presentedo the userin a suitableway. For example,
network monitoringresultstransmittedby a monitoringagentare corvertedinto a
graphthatcanbe shovn on the users display The appropriatdranslationof agent
messageties in the handsof the useradapterdesigner The major advantageof
this userinteractionmodelis the decouplingand symmetryof the communication.
Useragentinteractionis justanotherform of inter-agentcommunicationTheability
to directly interactwith the userby meansof a graphicaldisplay terminal, mouse,
or keyboard,is characteristidor useradaptersBy employing a corventionaluser
interface the useradapteicaneffectively hidetheagent-specifiapplicationdetails.

2.2 SNMP integration

Today SNMP is supportedby all major communicatiorand computerequipment
manufcturers Somesystemsare even shippedwith a preconfiguredSNMP agent.
Thus,new managemendgystemanustsupportaninterfaceto SNMP. Regardingthe
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conceptualifferencesbetweendecentralizednobile agent-basednd centralized
SNMP-basednanagemengtfirst glance jt seemgo beunreasonabl® memgeboth
technologiesNeverthelessthe next sectionswill shov how a careful designcan
yield a solutionwith considerablyessbandwidthcomsumption.

As afirst step,we built an SNMP interface,allowing usto composeSNMP mes-
sagedrom differentJava objectsandto encodetheseobjectsinto a streamof bytes
which canbe understoody a standardSNMPv1agent.Our Java-SNMPinterface
is a classlibrary consistingof classesvhich modelthe ASN.1 datastructuresused
in the original SNMP standardsSNMP messagesan be easily built from these
classesvhich areableto encodethemselesinto a BER-compliantbyte streamus-
ing arecursve mechanismThis enablesisto accessnanagemerdatafrom every
SNMP-capabl@evice. The SNMPinterfaceis not specificto AMETAS soit should
be possibleto employ any otherJava SNMP packagge.g.the AdventNepackage
[13]) with somemodificationsin the calling code.Unlike theseproductsour inter-
facefollows a simple approachby only implementingdatastructuresjeaving the
communicatioomechanismsip to theagentsystem.

A special AMETAS serviceprovidesthe mobile agentswith an interfaceto the
SNMP agentsMobile agentsnteractwith the servicevia agentmessageandmay
invoke SNMPget or set operationgrom within the AMETASsystem.

The key ideabehindthis is the employmentof SNMP mainly for collectingdata
locally insteadof remotely The exchangeof a large numberof messagebetween
themanageanda SNMP agentover the network is replacedby the migrationof a
SNMP-enabledAMETASagentwhich appliesSNMPlocally. Thus,thenetwork load
producedy managemerdpplicationsanbelargelyreducedHowever, with SNMP
beingdesignedor theremotecollectionof data,we canalsoapplytheclient/serer
styleof interactionwith SNMP agents.

The employmentof a mobile agentplatformincreaseshe resourceconsumption
at eachhostrunninga place.If a hostdoesnot provide sufiicient resourcest can
beunsuitableor evenimpossibleto maintaina placetogethemwith numerousnobile
agentonit. In orderto managesucha device, it sufiicesto installan SNMP agent
on it andhave the device managedy an AMETAS agentfrom a nearbyplace.In
thisway, managemenrdpplicationshasedn NetDoctorarenot only ableto manage
ary SNMP-capablalevice, but the degreeof distribution canalsobetailoredto the
specificneedf the managemertaskaswell asto thenetwork beingmanaged.

By providing the SNMP servicewe manageo seamlesslyntegratelegag/ man-
agemenframeworksinto the AMETAS agentsystemandto employ themin innova-
tive managemerdpplicationsBy exploiting the existing SNMPlayerwe gainmuch
morethanasimpleway to collectdata:

® The mostnotableadvantageis the full compatibility with older SNMP applica-
tionswhich canbe usedin additionto or in conjunctionwith NetDoctor

@ Interoperabilitycanbe achieredquiteeasily e.g.by letting AMETASagentgen-
erateSNMPtrapsfor oldermanageapplications.
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@ Platform-independendsensureginceSNMPis platform-independerttueto its
widespreadisage.

® The degreeandgranularityof decentralizatiorcanbe controlledvery easily by
varying the numberof nodeswhich are remotelymanagedrom one AMETAS
place,aswe will seein section3.3.

@ Decentralizednanagementy mobile agentsgetsapplicableto every devicein a
network that offers SNMP manageabilityThereis no needto adaptthe devices
or the SNMP agent.

® Thereis no needto designproprietarymanagemerninterfacessincemostmanu-
facturergprovide MIB extensiondor their products.

While mary peoplewould hesitateto changefrom onemanagemenframework to
anotheythe integration of traditional SNMP malkesthe steptowardsa new frame-
work (suchasNetDocto) lesscumbersome.

3. Mobileagents managing the network

NetDoctoris a frameawork for the designof decentralizedthetwork managemerap-
plicationsusingmobile AMETAS agentgto solve someclassicaimanagemenprob-
lems.Thedegreeof decentralizatiots dynamicallyadjustabletruntimeby exploit-

ing theagentmobility to controlthedistancébetweertheagentsandthemanagede-

sourcesNetworks canbe manageceffectively while preservingnetwork bandwidth
andfacilitatingthe job of the administratotby automatingnanagemerdasmuchas
possibleNetDoctorbasicallyconsistof threeparts:a SNMPservice auseradapter
andhealthagentsThe SNMP servicewasalreadydescribedn section2.2. With the
Java-SNMPInterface theimplementatiorof this servicewasstraight-forvardsince
its only taskis to translateagentmessagesto SNMP messageandvice versa.

3.1 Theuser adapter

The useradapterplays a centralrole in the designof most AMETAS multi-agent
applicationsin our casethe useradapteiintegratesthe administratointo the agent
systemby displayinga GUI that containsa controlfor every managedetwork de-
vice. This GUI hasa look-and-feellike any other GUI displayedby corventional
non-agenapplicationsEachcontrolbearsanindicatorshaving the overall stateof
the device. If this indicator changests color to yellow or red, the device entered
somekind of critical state.Normally, the overall stateof a device is composedf
severalparametersrhich couldbetheCPUload,interfaceutilization, interfaceerror
rates,andso on. By openinga pop-upmenuon a device control, the operatorcan
view the parametershat contribute to the overall stateof the device. An evenmore
detaileddisplay may be requestedy openingthe history graphof one parameter
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Throughall this, the userdoesnot needto know that NetDoctoris an agent-based
application,asthe useradaptehandlesall the detailsinvolvedwith sendingagents
aroundor exchangingmessage€omparedo traditionalmanagemerapplications,
theuseradaptenf NetDoctoris relatively simple.lts taskis to give theadministrator
anoverview overthecurrentstateof thenetwork andto provide him with ameansof
controlover theagentsmanaginghe net. He canstartnew agentsstopagentsand
supplythemwith parameters.

3.2 Thehealth agents

NetDoctorachievesmonitoringby the useof so-calledhealthagents Thesehealth
agentsare startedby the useradapterasa consequencef the correspondindsUI
actiontaken by the user andmigrateto the nodethey have to monitor. Therethey
startcomputinga healthfunctionwhich indicatesthe stateor a small portion of the
stateof the network device. Health functionsare a commonway to semantically
compresdarge amountsof datainto a single index characterizinghe statusof a
network or a system[14]. A healthfunction canbe assimpleasa ratio computed
from two or moreMIB variablesresultinge.g.in theerrorrateof anetworkinterface.
Ontheotherside,it canbeperceptronsr evenmorecomple neuralnetworkswhich
haveto betrainedto detectcritical situations.The outputof suchcomple structures
evaluatingpotentially hundredsof variablesis usuallya decisionasto whetheror
not an actionshouldbe taken. The big advantageof semanticdatacompressiorat
the datasourceis the reductionof network load by only transmittingresultvalues
in the casewhenthresholdsarecrossedThe effect of this techniquecanbe seenin
section3.4wherea quantitatve evaluationof the bandwidthusages given.
Anotheradwantageof healthagentsis their ability to autonomouslyexecuteac-
tions basedon the currentstateof a device. They cantake precautionarystepsto
preventcritical situations,or possiblyrepairthe systemwithout contactingthe ad-
ministrator Routinetaskslike going throughthe processgable trying to kill mis-
behaing processei orderto free up systemresourcesanbe totally automated.
Furthermorethe low additionalnetwork load allows anincreaseof the samplerate.
In traditional SNMP applicationghereis a trade-of betweerthe desiredaccuray
of monitoringandthe producednetwork load becausdahe network load increases
linearly with the samplerate.By only polling locally the proposedealthagentscan
usehigh samplerateswithout puttingary additionalloadon the network.
NetDoctofs healthagentsperiodically collect data,computetheir function and
compareit with the thresholdssetby the administratorlf a thresholdis exceeded,
thevalueis transmittedresultingin achangen theadministrators display Actions
for every possiblethresholdeventcanbedefinedin the codeof theagent. An action
is only triggeredf athresholds exceededor acertainnumbernf samplantenalsso
thattemporarypeaksarefiltered out. Even moresophisticatednformationprocess-
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ing is possibleasa benefitof employing a general-purposprogramminganguage
like Jasafor thehealthagents.

3.3 Building an application on top of the framework

NetDoctorapplicationsnormally consistof morethanthe SNMP service,the user
adapter and somehealthagents.The mobility aspectis broughtin by additional
application-specifienobile agentsthat caninteractwith customizechealthagents.
The healthagentsnormally remainstationaryafter their first migration. Specially
designedservicessupply limited accesdo the systemin orderto control certain
systemparameterskor the applicationdiscussedn this sectionwe introducetwo

additionalentities:

1. A mobileagentcalledMobile Manager is capableof readingthe procesgableof
thelocal hostvia SNMP andkilling processege.g.zombies)f necessary

2. A servicecalledSysAdminService wasdesignedSincethekilling of processes
is notsupportedy theUnix MIB extensionwe usedthisservicehadto bebuilt to
provide accesgo thekill commandIn addition,it enablegshe mobilemanager
to sende-mailsto userdfor notificationpurposes.

Sincea specificdegreeof decentralizations not equally applicableto all areas
of network managemerandto all networks, the situationhasto be carefully anal-
ysedin orderto achieve the bestresultsin termsof desiredfunctionality, bandwidth
consumptionfault toleranceand so on. We distinguishbetweentwo extremes:In
thefirst casewe considera local network with relatively few devicesconnectedy
high-bandwidthmedia.For functionality reasonsit could be desirableto install an
AMETASsystemon every hostandhave healthagentsmonitoreachoneof themlo-
cally. We do notwantto includeall theintelligencenecessaryor keepingthe hosts
healthyoneachhost,sincethiswould puttoomuchloadonthem.Thereforeahealth
agentmay requesthata Mobile Managercometo a hostthat displayscritical val-
ues.Whenthis manageis doneandall monitoredvariablesof the hostarebackto
normal,it vanisheauntil it is requesteégain.Theresultis anapplicatiorwith ahigh
degreeof decentralizatioffior afastreactionto critical situations anda gooddistri-
bution of management-specificPU load. It is highly flexible asthe healthagents
monitoronly smallportionsof a systemandthuscanbe configuredseparatelyThis
scenarids depictedn Figure2(a).

Inthesecondcasewe considethesameaskappliedto alargeWAN consistingpf
mary LANS interconnectedy modemlinesor similar low bandwidthconnections.
We shouldemploy asmuchintelligenceaspossiblein every LAN in orderto reduce
theusageof themodemlinks. To keepthetotalnumberf agentplacedow, weinstall
only oneagentplacein eachLAN. Onehealthagenton this placeis responsibldor
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Figure 2 (a) High decentralizatiorwith low autonomyin a single LAN. (b) Low
decentralizationvith high autonomyin a WAN.

measuringll CPUloadsof thehostsin thelocal network, anotheronemeasuresll
memoryusagesand so on. The agentsdo this by remotelyapplying SNMP to all
hostsin the LAN. Every agenthastheintelligenceto cure anill device on its own.
Thecomputedraluesarecollectedandsentoverthemodemline to themanagement
centeratinfrequentintervalsto provide a statisticalsuney. If theagentgesponsible
for the respectie LAN beara high autonomylevel, we canavoid frequentlong-
distancemodemconnectionsThis WAN scenarids shown in Figure2(b).

In bothcasesheadministrators ableto removeold agentsandsendnew oneswith
refinedcapabilitiesandprovide new parameterfor theinstalledagentsThis makes
up for averyflexible applicationwhich canbe easilyconfiguredor evencompletely
changedluringrun-timewhichis not possiblewith mostSNMP applications.

3.4 Quantitive evaluation

Considera network (probablysubnettedvith about100 nodes.For simplicity, we
assumehatall thenodesareconnectedia a 10 MbpsEthernetWe wantto monitor
thememoryusagethe CPUloadandthelengthof theprocesgableonall hostsThe
systemmaybe consideredunningsothatwe do notcareaboutary setupor installa-
tion phaseWe needto collecttheMIB variablescomputerSystemFreeMemory. 0,
computerSystemUserCPU. 0, processNum.0, and computerSystemSysCPU. 0.
(Thesevariablesaretakenfrom the HP-UNIX MIB extension.)

In thetraditional SNMP solution,the variablesareremotelycollectedusingasin-
gle SNMPget-request for every host.Thisgeneratesxactly 86 bytesperhost.50
bytesof protocolheadersireadded Theget-response to thisis about90+50bytes
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long which resultsin 276 bytesof total databeingtransmittedfor every requestlf
we setthe sampleintenal to 5 secondsye get

276bytes 100hosts 17280sampleperday= 477MB perday

This holdsfor the monitoringpart. Suppose0 timesa day oneof the valuesex-
ceedsa thresholdresultingin somekind of actionon the part of the management
application.Theapplicationis interestedn 10 MIB objectsfor every procesgo spot
the problemandtake the appropriateaction. Thesevaluesarestoredinsidethe MIB
asa procesdable. To get this data,the managerapplicationgeneratesuccessie
getnext-requests, oneper processeachof which retrievesthose10 MIB vari-
ablesWith anaverageof 50 processeperhost,thisresultsin about500KB of data
beingtransmittecherdayin additionto the477MB transmittedor monitoring.The
processingf the collecteddatacould resultin the decisionto kill a few processes,
addinga few hundredbytesperalarmwhich are not significantfor the overall net-
work load.

WhenapplyingNetDoctorin thefirst applicationsketchedin section3.3, health
agentzollectandevaluateMIB datalocally. A valueis transmittecbnly in theevent
of analarm.Thismeanghat40timesaday, whenathresholds crossedn eitherdi-
rection,onepacletcontaininganintegeris generatedzachof theseEthernepaclets
is 96 byteslong (includingpadding)whichyields3840bytesperday. Themanaging
agentwhich is calledon every alarmhasa size of exactly 2500bytes.Over the 20
alarmsthe transmittedagentsaddup to 50 KB. About 10 KB aregeneratedy the
protocolsinvolvedin sendingthe agents.This summarizedo a total network load
of about64 KB perday. By decreasinghe amountof network monitoringloadand
employing intelligent curing stratgies, the ratio of effective managementraffic is
considerablyaised.

3.5 Comparisonto RMON

Decentralizatiorof network managemenby itself is not a really novel aspectin
1995,a standardor remotenetwork managemenivasestablishedi.e. the Remote
NetworkMonitoringManagemeninformationBase[15]. RMON agentgalsocalled
probes)whichareinstalledonadevicein anetwork sggmentareableto createstatis-
ticsonthenetwork traffic. They canbe polledfrom acentralmanageor usealarms
for notification.

With appropriatelydesignedRMON probes,network load may be considerably
reducedcomparedo standardSNMPR yielding resultscomparabldo our solution.
However, thereareseveralargumentsn favor of themobileagentapproach.

® The RMON MIB is originally targettedtowardsmonitoring EthernetLAN seg-
mentsatthe MAC layer. (Specialextensionsarerequiredfor othermediaaswell



DecentalizedSNMPManagementwvith Mobile Agents

asfor theupperlayers).— By communicatingvith thelocal SNMP agentsmo-
bile agentamaydirectly processary dataofferedin the MIB.

® RMON probesare,in effect, programsthat needto be written andinstalledfor
usein a specificervironment.— Mobile agentamay not only be dispatchednd
retractecon demandbut alsodesignedo work in differentervironments.

® RMON configurationsarestatic.— With NetDoctor the degreeof decentraliza-
tion maybeadjustedat runtimeby exploiting theagentmobility.

3.6 Related work

The useof mobile agentsystemsn network managementaskshasbeenan active
researchopic for sometime. Conceptuallyour approachs differentwith respecto
the clarity of the architecturaddesign,the flexibility anddynamicsof decentraliza-
tion, andtheemphasi®ntheintegrationof legag/ systemsSystemdik e Perpetuum
Mobile Procura(PMP)[4] andINCA [5] alsopresenframewnorksfor mobile agent
solutionswhich at the momentstill lack the ability for a widespreademployment.
This is mainly dueto the implementationwork still neededo make all resources
accessibléo mobileagentsEspeciallythe ambitiousconceptof PMPto make net-
works managehemselesreliesheavily on appropriatesupportfrom hardwareand
softwaremanufcturersOtherwork in progresg6, 7] only discussegheapplication
of mobile agentsn network managemenin arathertheoreticalway, leaving some
key questionspenthatwill ariseduring practicalusage Realimplementationgire
notpresented.

4. Conclusions

Several conclusionscan be dravn from our work. At first, we confirm the result
thatdecentralizatiorns necessaryo avoid high traffic during monitoring. The most
importantaspecffor usis to demonstrat¢hat mobile agentsystemscaneasilyand
effectively be employedin traditionalapplicationareadik e network management.
Therefore know-how from the areaof autonomousgentscanbe exploited, rang-
ing from simpleconfiguratiortasksto complex decision-makingin orderto further
enhancenetwork management.

Spatialdistribution of AMETASagentswithin the managedetwork cansolve the
scalability problemby reducingnetwork load and by distributing processingoad.
Cleverly designed\etDoctorapplicationscanstill maintaincontrol over faulty net-
works sincetheir intelligenceis distributed and autonomousThis improvesfault-
toleranceconsiderably

Although NetDoctoris basedon our AMETAS agentsystem the stratgjiesand
resultsshould be applicableto ary other agentsystemthat supportsmobile, au-
tonomousagentsNetDoctorintegratesnnovative,mobileagent-basedecentraliza-
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tion techniquesvith thewell-known, well-testecandwidespreadsNMPtechnology
It shouldbe emphasizethatNetDoctoris designedasa framework, notasaready-
to-runproduct.lt is notintendedo competeagainstledicatechetwork management
solutionsin termsof quantitatve effectivity; instead,it providesan accesgo the
power of mobileagentprocessindgor network management.

A testapplicationwassuccessfullydemonstratedt the CeBIT'98 fair. Fromthe
corversationswith our visitors we believe thatthereis a high degreeof interestin
applyingthemodernagentparadignto supporimanagemeritisks NetDoctoris cur-
rently modifiedto cooperatewvith a complex securitysystemfor AMETASthathas
beenmplementedenablingNetDoctorto proveits usabilityin areal-world erviron-
ment.FurthermoreAl featuredike KQML communicatiorarecurrentlyintegrated
into the AMETASsystemgnablingusto build morepowerful agents.
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