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Abstract
Themobileagentparadigmcanbeemployedeffectively for thedecentralizedman-
agementof complex networks.Nevertheless,legacy managementprotocolssuchas
SNMPneedto besupportedfor reasonsof migrationandefficiency. We show how
theintegrationof thetwo paradigmsleadsto aflexibly adjustabledecentralizedman-
agementarchitecture.NetDoctor is a network managementapplicationframework
thatallows themonitoringof hostsin a heterogeneousnetwork. Mobile agentsmay
query local or remoteSNMP agents,processthe statusdata,andperformcertain
correctiveactions.Thesystemsupportsrun-timeadjustmentandreconfiguration.A
quantitativeanalysisunderlinesthebenefitsin respectto thenetwork loadreduction.
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1. Introduction

Network managementbasedon theSimpleNetworkManagementProtocol(SNMP)
[1] leadsto a centralizedmanagementarchitecture.The polling-orientedmodeof
operationof SNMP hasobvious drawbacksin respectto performance,scalability
andinefficientuseof expensivenetwork resources[2]. Comparedto SNMP, theISO
CMIS/CMIPstandards[3] offermorepossibilitiesof puttingintelligenceontheman-
agednodesto overcomethe SNMP limitations.However, they have not reacheda
widespreadacceptanceamonghardwaremanufacturersandsystemadministrators.
In complex networks thereis a needfor a decentralizationof managementtasks
suchthat thecentralmanagementauthorityis freedfrom time consumingbut rela-
tivelyunimportantactivities.Managementbydelegation[2] andmobilemanagement
agents[4, 5,6,7] areattemptsto introduceadecentralizedmanagementarchitecture.
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Althoughthesenew managementapproachesseemto solve theproblemsof cen-
tralizedmanagementarchitectures,onecannotneglectthestrengthsof existingman-
agementsolutionsbasedon“legacy protocols”suchasSNMP. Thefactshouldnotbe
underestimatedthatSNMPis anacceptedstandard,widely supportedby commercial
products,thatit is anappropriatelow-cost,small-footprintsolutionfor elementswith
scarceresources,andthattherearemany applicationsout therein practicewhichare
built on top of SNMP. We claim thatany new managementproposalsmustintegrate
legacy systems.Thishasbeenstatedalsoby others[8, 9] asageneralrequirementin
complex managementenvironmentswherenew equipmentmeetsthe installedbase
of old equipment.

In this paperwe show how the “best of both worlds” can be combinedinto a
flexible decentralizedmanagementarchitecture.We employ a general-purposemo-
bile agentplatformandprovidea systematicwayof integratinglegacy management
protocolssuchasSNMP. (CMIP or even CORBA [10] canbe treatedin a similar
fashion.)Our network managementsystemis calledNetDoctor. It is built on top of
theAMETASmobileagentplatform[11] thatis writtenentirelyin Java.

Thepaperis organizedasfollows: In section2 we will first presenta brief sketch
of theAMETAS mobileagentplatformandtheintegrationof SNMPinto AMETAS.
Section3 explains the prototypemanagementframework called NetDoctor, dis-
cussessomeapplicationscenarios,presentsa quantitive evaluationof NetDoctor,
andcommentson relatedwork. The last sectioncontainsour conclusionsand an
outlookon futureextensions.

2. The mobile agent infrastructure

Mobile agent-basedapplicationsolutionsshow benefitsin situationswhereit is ap-
propriateto migratethe applicationcodeto the datainsteadof shippingthe data
to the application,e.g. for reasonsof moreefficient bandwidthutilization, decou-
pling of decentralizedactivities, or systemavailability considerations.All of these
argumentsapply to network managementapplications.Therefore,themobileagent
paradigmhasbeenproposedfor usein managementapplications[4, 5, 6, 7].

Wewill describethebasicnotionsof ouragentsystemto specifytherequirements
for the implementationof an interfacebetweenthe agentsystemand the outside
world, in thiscasethetraditionalSNMPnetwork managementenvironment.

2.1 The AMETAS platform

Thenetwork managementframework NetDoctorthat will be describedin the next
sectionis basedon AMETAS[11], a general-purposeagentsystemthat was also
createdin our researchgroup.AMETAS is basedon Java 1.1, allowing a homoge-
neousagentsystemto beestablishedin a heterogeneousenvironment.Theacronym
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AMETASis derivedfrom “AsynchronousMEssageTransferAgentSystem”because
thecommunicationbetweenall partsof theagentsystemisbasedonanasynchronous
messageexchangesystem.

The basicstructureis shown in Figure1. Placesare the stationarypartsof the
agentsystem.At leastoneplaceobjectmustbeinstalledandrunonahostthatwants
to participatein the agentsystem.Placesareonly equippedwith a basicfunction-
ality; their most importanttask is to maintainthe messageexchangesystem(post
office) andto provideanexecutionenvironmentfor agents. Theseobjectsareusually
employedby humanusersin orderto carry out a specifictaskon their behalf.Al-
thoughthedefinitionof agenthooddiffersslightlyamongtheagentresearchers,all of
themagreeonagentsshowing acertaindegreeof autonomy.Agentsthatareintended
to changetheir executionenvironmentareusuallycalledmobileagentswhile those
employing informationprocessingwith strategiesfrom theDistributedArtificial In-
telligenceresearchareoftennamedintelligentagents. (Note that traditional agents
asusedin SNMPdonotfit well into thisview. In orderto avoid aconfusionof termi-
nologyin thefollowing text, wewill alwaysusethetermsmobileagentor AMETAS
agent for themobilecodeentitiesin theAMETASsystem,andSNMPagent for the
entitiesthatprovideaccessto SNMPinformationasdefinedin theSNMPstandard.)
OneaspectthatdistinguishesAMETASfrom otherapproachesis thestrictautonomy
of agents.Agentsnever offer referencesto portionsof their codeto any otherob-
ject exceptto theplace.This enforcesa strict decouplingof theparticipantsof the
agentsystem.Becauseof the agentmobility andautonomy, it neednot (andcan-
not) beensuredthat thecommunicationpeeris actuallypresentor willing to listen;
instead,eachagentcanfollow its own intentionsandconsiderto reactor not. The
asynchronousmessagehandlingallows theagentsto decideif andwhento retrieve
amessage.

In orderto starta place,an instanceof the j[k[l(m[j$n	o0p	q0r4s classis generatedand
invoked.After that,theplaceobjectis readyto fulfill its taskslikereceivingandsend-
ing agents,maintainingthemailboxsystem,communicatingwith theadministrator
by meansof a control interface,andmuchmore.The extensionof the basicplace
capabilitiesis achieved by installing services. For example,a travel agency could
installabookingserviceat theirplaces;anetwork administratorwouldbeinterested
in a servicefor systemmanagement.In AMETAS, servicesarespecialobjectsthat
participatein the messageexchangesystemlike agents;however, their behaviour
is usuallybasedon a request-responsepatternas with servers in the client/server
paradigmandnotonautonomy.

Unlikeagents,servicescannotchangetheirlocation.Ontheotherhand,thisallows
servicesto be platform-optimized;they can employ native codefor betterperfor-
manceor for gaininglow-level accessto thesystem.Servicescanbetrustedlikeany
otherapplicationthatis installedlocally. Mobileagents,ontheotherhand,maycome
from unknown placeswith unknown intentions.Moreover, the user’s own agents
returningfrom a trip in the network could have beensubjectto attacks(like mod-
ification). Therefore,AMETASdoesnot allow agentsto gain accessto the system
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Figure 1 AMETAS basicstructure

directly; they have to sendrequeststo the appropriateservices.This offers a good
chanceto employ a powerful securitysystemthat preventsunauthorizedaccessto
servicesor resources.AMETAS utilizes a complex securitysystemwith possibili-
tiesfor authorization,accesscontrol,policies,andencryption[12]. Becauseof their
ability to accessentitiesoutsidethe agentenvironment,AMETAS servicescan be
usedto interfaceto non-agentapplicationsfrom within the agentsystem.NetDoc-
tor demonstrateshow theconnectionbetweentheagenttechnologyandtraditional
technologieslikeSNMPmaybeachievedwith AMETAS.

The integrationof humanusersin theagentsystemis handledby useradapters.
Theseobjectstransformactionsof usersinto an agent-understandableformat; in
addition,result datacan be presentedto the userin a suitableway. For example,
network monitoringresultstransmittedby a monitoringagentareconvertedinto a
graphthatcanbeshown on theuser’s display. Theappropriatetranslationof agent
messageslies in the handsof the useradapterdesigner. The major advantageof
this userinteractionmodelis thedecouplingandsymmetryof thecommunication.
User-agentinteractionis justanotherform of inter-agentcommunication.Theability
to directly interactwith theuserby meansof a graphicaldisplay, terminal,mouse,
or keyboard,is characteristicfor useradapters.By employing a conventionaluser
interface,theuseradaptercaneffectively hidetheagent-specificapplicationdetails.

2.2 SNMP integration

Today, SNMP is supportedby all major communicationandcomputerequipment
manufacturers.Somesystemsareevenshippedwith a preconfiguredSNMPagent.
Thus,new managementsystemsmustsupportaninterfaceto SNMP. Regardingthe
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conceptualdifferencesbetweendecentralizedmobile agent-basedand centralized
SNMP-basedmanagement,atfirst glance,it seemsto beunreasonableto mergeboth
technologies.Nevertheless,the next sectionswill show how a careful designcan
yield a solutionwith considerablylessbandwidthcomsumption.

As a first step,we built anSNMPinterface,allowing usto composeSNMPmes-
sagesfrom differentJava objectsandto encodetheseobjectsinto a streamof bytes
which canbe understoodby a standardSNMPv1agent.Our Java-SNMPinterface
is a classlibrary consistingof classeswhich modeltheASN.1 datastructuresused
in the original SNMP standards.SNMP messagescan be easily built from these
classeswhich areableto encodethemselvesinto a BER-compliantbytestreamus-
ing a recursive mechanism.This enablesus to accessmanagementdatafrom every
SNMP-capabledevice.TheSNMPinterfaceis notspecificto AMETAS, soit should
be possibleto employ any otherJava SNMP package(e.g. the AdventNetpackage
[13]) with somemodificationsin thecalling code.Unlike theseproducts,our inter-
facefollows a simpleapproachby only implementingdatastructures,leaving the
communicationmechanismsup to theagentsystem.

A specialAMETASserviceprovidesthe mobile agentswith an interfaceto the
SNMPagents.Mobile agentsinteractwith theservicevia agentmessagesandmay
invokeSNMP t$s	u or v4s4u operationsfrom within theAMETASsystem.

Thekey ideabehindthis is theemploymentof SNMPmainly for collectingdata
locally insteadof remotely. The exchangeof a large numberof messagesbetween
themanageranda SNMPagentover thenetwork is replacedby themigrationof a
SNMP-enabledAMETASagentwhichappliesSNMPlocally. Thus,thenetwork load
producedby managementapplicationscanbelargelyreduced.However, with SNMP
beingdesignedfor theremotecollectionof data,wecanalsoapplytheclient/server-
styleof interactionwith SNMPagents.

Theemploymentof a mobileagentplatformincreasestheresourceconsumption
at eachhost runninga place.If a hostdoesnot provide sufficient resourcesit can
beunsuitableor evenimpossibleto maintainaplacetogetherwith numerousmobile
agentson it. In orderto managesucha device, it sufficesto install anSNMPagent
on it andhave the device managedby an AMETASagentfrom a nearbyplace.In
thisway, managementapplicationsbasedonNetDoctorarenotonly ableto manage
any SNMP-capabledevice,but thedegreeof distribution canalsobetailoredto the
specificneedsof themanagementtaskaswell asto thenetwork beingmanaged.

By providing theSNMPservicewe manageto seamlesslyintegratelegacy man-
agementframeworksinto theAMETASagentsystemandto employ themin innova-
tivemanagementapplications.By exploiting theexistingSNMPlayerwegainmuch
morethanasimpleway to collectdata:

w
The mostnotableadvantageis the full compatibilitywith older SNMP applica-
tionswhichcanbeusedin additionto or in conjunctionwith NetDoctor.w
Interoperabilitycanbeachievedquiteeasily, e.g.by lettingAMETASagentsgen-
erateSNMPtrapsfor oldermanagerapplications.
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w
Platform-independenceis ensuredsinceSNMPis platform-independentdueto its
widespreadusage.w
The degreeandgranularityof decentralizationcanbe controlledvery easilyby
varying the numberof nodeswhich are remotelymanagedfrom oneAMETAS
place,aswewill seein section3.3.w
Decentralizedmanagementby mobileagentsgetsapplicableto everydevice in a
network thatoffersSNMPmanageability. Thereis no needto adaptthedevices
or theSNMPagent.w
Thereis no needto designproprietarymanagementinterfacessincemostmanu-
facturersprovideMIB extensionsfor theirproducts.

While many peoplewould hesitateto changefrom onemanagementframework to
another, the integrationof traditionalSNMP makesthe steptowardsa new frame-
work (suchasNetDoctor) lesscumbersome.

3. Mobile agents managing the network

NetDoctoris a framework for thedesignof decentralizednetwork managementap-
plicationsusingmobileAMETASagentsto solve someclassicalmanagementprob-
lems.Thedegreeof decentralizationis dynamicallyadjustableatruntimeby exploit-
ing theagentmobility to controlthedistancebetweentheagentsandthemanagedre-
sources.Networkscanbemanagedeffectively while preservingnetwork bandwidth
andfacilitatingthejob of theadministratorby automatingmanagementasmuchas
possible.NetDoctorbasicallyconsistsof threeparts:aSNMPservice,auseradapter,
andhealthagents.TheSNMPservicewasalreadydescribedin section2.2.With the
Java-SNMPInterface,theimplementationof thisservicewasstraight-forwardsince
its only taskis to translateagentmessagesinto SNMPmessagesandviceversa.

3.1 The user adapter

The useradapterplays a centralrole in the designof mostAMETAS multi-agent
applications.In our casetheuseradapterintegratestheadministratorinto theagent
systemby displayinga GUI thatcontainsa control for every managednetwork de-
vice. This GUI hasa look-and-feellike any otherGUI displayedby conventional
non-agentapplications.Eachcontrolbearsanindicatorshowing theoverall stateof
the device. If this indicatorchangesits color to yellow or red, the device entered
somekind of critical state.Normally, the overall stateof a device is composedof
severalparameterswhichcouldbetheCPUload,interfaceutilization,interfaceerror
rates,andso on. By openinga pop-upmenuon a device control, the operatorcan
view theparametersthatcontributeto theoverall stateof thedevice.An evenmore
detaileddisplaymay be requestedby openingthe history graphof oneparameter.

(c) 1999 IFIP



DecentralizedSNMPManagementwith MobileAgents

Throughall this, the userdoesnot needto know that NetDoctoris anagent-based
application,astheuseradapterhandlesall thedetailsinvolvedwith sendingagents
aroundor exchangingmessages.Comparedto traditionalmanagementapplications,
theuseradapterof NetDoctoris relatively simple.Its taskis to givetheadministrator
anoverview overthecurrentstateof thenetwork andto providehim with ameansof
controlover theagentsmanagingthenet.He canstartnew agents,stopagents,and
supplythemwith parameters.

3.2 The health agents

NetDoctorachievesmonitoringby theuseof so-calledhealthagents. Thesehealth
agentsarestartedby the useradapterasa consequenceof the correspondingGUI
actiontakenby the user, andmigrateto thenodethey have to monitor. Therethey
startcomputinga healthfunctionwhich indicatesthestateor a smallportionof the
stateof the network device. Health functionsare a commonway to semantically
compresslarge amountsof datainto a single index characterizingthe statusof a
network or a system[14]. A healthfunction canbe assimpleasa ratio computed
fromtwoormoreMIB variables,resultinge.g.in theerrorrateof anetwork interface.
Ontheotherside,it canbeperceptronsor evenmorecomplex neuralnetworkswhich
haveto betrainedto detectcritical situations.Theoutputof suchcomplex structures
evaluatingpotentiallyhundredsof variablesis usuallya decisionasto whetheror
not an actionshouldbe taken.The big advantageof semanticdatacompressionat
the datasourceis the reductionof network load by only transmittingresultvalues
in thecasewhenthresholdsarecrossed.Theeffect of this techniquecanbeseenin
section3.4whereaquantitativeevaluationof thebandwidthusageis given.

Anotheradvantageof healthagentsis their ability to autonomouslyexecuteac-
tions basedon the currentstateof a device. They can take precautionarystepsto
preventcritical situations,or possiblyrepairthe systemwithout contactingthe ad-
ministrator. Routinetaskslike going throughthe processtable trying to kill mis-
behaving processesin orderto free up systemresourcescanbe totally automated.
Furthermore,thelow additionalnetwork loadallows anincreaseof thesamplerate.
In traditionalSNMP applicationsthereis a trade-off betweenthe desiredaccuracy
of monitoringandthe producednetwork load becausethe network load increases
linearlywith thesamplerate.By only polling locally theproposedhealthagentscan
usehighsamplerateswithoutputtingany additionalloadon thenetwork.

NetDoctor’s healthagentsperiodicallycollect data,computetheir function and
compareit with the thresholdssetby the administrator. If a thresholdis exceeded,
thevalueis transmitted,resultingin a changein theadministrator’sdisplay. Actions
for everypossiblethresholdeventcanbedefinedin thecodeof theagent.An action
is only triggeredif athresholdis exceededfor acertainnumberof sampleintervalsso
thattemporarypeaksarefilteredout.Evenmoresophisticatedinformationprocess-
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ing is possibleasa benefitof employing a general-purposeprogramminglanguage
likeJava for thehealthagents.

3.3 Building an application on top of the framework

NetDoctorapplicationsnormally consistof morethanthe SNMP service,the user
adapter, and somehealthagents.The mobility aspectis broughtin by additional
application-specificmobile agentsthat caninteractwith customizedhealthagents.
The healthagentsnormally remainstationaryafter their first migration.Specially
designedservicessupply limited accessto the systemin order to control certain
systemparameters.For the applicationdiscussedin this sectionwe introducetwo
additionalentities:

1. A mobileagentcalledMobileManager is capableof readingtheprocesstableof
thelocal hostvia SNMPandkilling processes(e.g.zombies)if necessary.

2. A servicecalled n	x1v j�y z|{�}0n[s	~[�){(r4s wasdesigned.Sincethekilling of processes
is notsupportedby theUnix MIB extensionweused,thisservicehadtobebuilt to
provideaccessto the ��{4p[p command.In addition,it enablesthemobilemanager
to sende-mailsto usersfor notificationpurposes.

Sincea specificdegreeof decentralizationis not equallyapplicableto all areas
of network managementandto all networks, thesituationhasto becarefullyanal-
ysedin orderto achieve thebestresultsin termsof desiredfunctionality, bandwidth
consumption,fault toleranceandso on. We distinguishbetweentwo extremes:In
thefirst case,we considera local network with relatively few devicesconnectedby
high-bandwidthmedia.For functionalityreasons,it couldbedesirableto install an
AMETASsystemon everyhostandhavehealthagentsmonitoreachoneof themlo-
cally. We do not wantto includeall theintelligencenecessaryfor keepingthehosts
healthyoneachhost,sincethiswouldputtoomuchloadonthem.Therefore,ahealth
agentmayrequestthata Mobile Managercometo a hostthatdisplayscritical val-
ues.Whenthis manageris doneandall monitoredvariablesof thehostarebackto
normal,it vanishesuntil it is requestedagain.Theresultis anapplicationwith ahigh
degreeof decentralizationfor a fastreactionto critical situations,anda gooddistri-
bution of management-specificCPU load. It is highly flexible asthe healthagents
monitoronly smallportionsof asystem,andthuscanbeconfiguredseparately. This
scenariois depictedin Figure2(a).

In thesecondcase,weconsiderthesametaskappliedtoalargeWAN consistingof
many LANs interconnectedby modemlinesor similar low bandwidthconnections.
Weshouldemploy asmuchintelligenceaspossiblein everyLAN in orderto reduce
theusageof themodemlinks.To keepthetotalnumberof agentplaceslow, weinstall
only oneagentplacein eachLAN. Onehealthagenton this placeis responsiblefor
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health agenthost without placehost with installed place host running a user adapter

a b

Figure 2 (a) High decentralizationwith low autonomyin a singleLAN. (b) Low
decentralizationwith highautonomyin a WAN.

measuringall CPUloadsof thehostsin thelocalnetwork, anotheronemeasuresall
memoryusagesandso on. The agentsdo this by remotelyapplyingSNMP to all
hostsin theLAN. Every agenthasthe intelligenceto cure an ill device on its own.
Thecomputedvaluesarecollectedandsentoverthemodemline to themanagement
centerat infrequentintervalsto providea statisticalsurvey. If theagentsresponsible
for the respective LAN beara high autonomylevel, we can avoid frequentlong-
distancemodemconnections.ThisWAN scenariois shown in Figure2(b).

In bothcasestheadministratorisableto removeoldagentsandsendnew oneswith
refinedcapabilities,andprovidenew parametersfor theinstalledagents.Thismakes
upfor a veryflexible applicationwhichcanbeeasilyconfiguredor evencompletely
changedduringrun-timewhich is notpossiblewith mostSNMPapplications.

3.4 Quantitive evaluation

Considera network (probablysubnetted)with about100nodes.For simplicity, we
assumethatall thenodesareconnectedvia a10MbpsEthernet.Wewantto monitor
thememoryusage,theCPUloadandthelengthof theprocesstableonall hosts.The
systemmaybeconsideredrunningsothatwedonotcareaboutany setupor installa-
tion phase.We needto collecttheMIB variablesr��<z0�[��u�s	~$n	x)v<u$s<z1�[~[s[s	k[s<z)�	~	x9�H� ,
r4�<z$�[��u$s	~�n	x)v u$s�z$��v4s4~[�(o��
�C� , �[~$�0r4s0v(v �(�4z��C� , and r4�<z0�[�[u$s	~$n	x1v u$s<z�n4x)v �(o��
�H� .
(Thesevariablesaretakenfrom theHP-UNIX MIB extension.)

In thetraditionalSNMPsolution,thevariablesareremotelycollectedusingasin-
gleSNMP t$s4u0�4~$s(�4�0s0v u for everyhost.Thisgeneratesexactly86bytesperhost.50
bytesof protocolheadersareadded.The t$s	u0��~$s0v<�0��}�v4s to thisis about90+50bytes
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long which resultsin 276bytesof total databeingtransmittedfor every request.If
wesetthesampleinterval to 5 seconds,weget

276bytes� 100hosts� 17280samplesperday � 477MB perday

This holdsfor themonitoringpart.Suppose20 timesa dayoneof thevaluesex-
ceedsa thresholdresultingin somekind of actionon the part of the management
application.Theapplicationis interestedin 10MIB objectsfor everyprocessto spot
theproblemandtake theappropriateaction.ThesevaluesarestoredinsidetheMIB
asa processtable.To get this data,the managerapplicationgeneratessuccessive
t$s	u	}0s	�[u0��~$s(�	�0s$v u1v , oneper processeachof which retrievesthose10 MIB vari-
ables.With anaverageof 50processesperhost,this resultsin about500KB of data
beingtransmittedperdayin additionto the477MB transmittedfor monitoring.The
processingof thecollecteddatacouldresultin thedecisionto kill a few processes,
addinga few hundredbytesperalarmwhich arenot significantfor theoverall net-
work load.

WhenapplyingNetDoctorin thefirst applicationsketchedin section3.3,health
agentscollectandevaluateMIB datalocally. A valueis transmittedonly in theevent
of analarm.Thismeansthat40 timesaday, whenathresholdis crossedin eitherdi-
rection,onepacketcontaininganintegeris generated.Eachof theseEthernetpackets
is 96byteslong(includingpadding)whichyields3840bytesperday. Themanaging
agentwhich is calledon every alarmhasa sizeof exactly 2500bytes.Over the20
alarms,the transmittedagentsaddup to 50 KB. About 10 KB aregeneratedby the
protocolsinvolved in sendingthe agents.This summarizesto a total network load
of about64 KB perday. By decreasingtheamountof network monitoringloadand
employing intelligentcuring strategies,the ratio of effective managementtraffic is
considerablyraised.

3.5 Comparison to RMON

Decentralizationof network managementby itself is not a really novel aspect.In
1995,a standardfor remotenetwork managementwasestablished,i.e. the Remote
NetworkMonitoringManagementInformationBase[15]. RMON agents(alsocalled
probes)whichareinstalledonadevicein anetwork segmentareableto createstatis-
ticson thenetwork traffic. They canbepolledfrom acentralmanageror usealarms
for notification.

With appropriatelydesignedRMON probes,network load may be considerably
reducedcomparedto standardSNMP, yielding resultscomparableto our solution.
However, thereareseveralargumentsin favor of themobileagentapproach.

w
The RMON MIB is originally targettedtowardsmonitoringEthernetLAN seg-
mentsat theMAC layer. (Specialextensionsarerequiredfor othermediaaswell
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asfor theupperlayers).— By communicatingwith thelocal SNMPagents,mo-
bile agentsmaydirectlyprocessany dataofferedin theMIB.w
RMON probesare,in effect, programsthat needto be written andinstalledfor
usein a specificenvironment.— Mobile agentsmaynot only bedispatchedand
retractedondemandbut alsodesignedto work in differentenvironments.w
RMON configurationsarestatic.— With NetDoctor, thedegreeof decentraliza-
tion maybeadjustedat runtimeby exploiting theagentmobility.

3.6 Related work

Theuseof mobileagentsystemsin network managementtaskshasbeenanactive
researchtopic for sometime.Conceptually, ourapproachis differentwith respectto
the clarity of the architecturaldesign,the flexibility anddynamicsof decentraliza-
tion,andtheemphasison theintegrationof legacy systems.SystemslikePerpetuum
Mobile Procura(PMP)[4] andINCA [5] alsopresentframeworksfor mobileagent
solutionswhich at the momentstill lack the ability for a widespreademployment.
This is mainly dueto the implementationwork still neededto make all resources
accessibleto mobileagents.Especiallytheambitiousconceptsof PMPto makenet-
worksmanagethemselvesreliesheavily on appropriatesupportfrom hardwareand
softwaremanufacturers.Otherwork in progress[6, 7] only discussestheapplication
of mobileagentsin network managementin a rathertheoreticalway, leaving some
key questionsopenthatwill ariseduringpracticalusage.Realimplementationsare
notpresented.

4. Conclusions

Several conclusionscan be drawn from our work. At first, we confirm the result
thatdecentralizationis necessaryto avoid high traffic duringmonitoring.Themost
importantaspectfor us is to demonstratethatmobileagentsystemscaneasilyand
effectively be employed in traditionalapplicationareaslike network management.
Therefore,know-how from the areaof autonomousagentscanbe exploited, rang-
ing from simpleconfigurationtasksto complex decision-making,in orderto further
enhancenetwork management.

Spatialdistributionof AMETASagentswithin themanagednetwork cansolvethe
scalabilityproblemby reducingnetwork load andby distributing processingload.
Cleverly designedNetDoctorapplicationscanstill maintaincontrolover faulty net-
works sincetheir intelligenceis distributedandautonomous.This improvesfault-
toleranceconsiderably.

Although NetDoctor is basedon our AMETASagentsystem,the strategiesand
resultsshouldbe applicableto any other agentsystemthat supportsmobile, au-
tonomousagents.NetDoctorintegratesinnovative,mobileagent-baseddecentraliza-
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tion techniqueswith thewell-known,well-testedandwidespreadSNMPtechnology.
It shouldbeemphasizedthatNetDoctoris designedasa framework, not asa ready-
to-runproduct.It is not intendedto competeagainstdedicatednetwork management
solutionsin termsof quantitative effectivity; instead,it providesan accessto the
powerof mobileagentprocessingfor network management.

A testapplicationwassuccessfullydemonstratedat theCeBIT’98 fair. Fromthe
conversationswith our visitors we believe that thereis a high degreeof interestin
applyingthemodernagentparadigmtosupportmanagementtasks.NetDoctoris cur-
rently modifiedto cooperatewith a complex securitysystemfor AMETAS thathas
beenimplemented,enablingNetDoctorto proveits usabilityin areal-world environ-
ment.Furthermore,AI featureslike KQML communicationarecurrentlyintegrated
into theAMETASsystem,enablingusto build morepowerful agents.
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